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Contraction in the Market for Digital Assets Highlights the Economic 
Risks and Need for Further Regulation 

In the fall of 2021, the digital asset market reached a record-high $3 trillion market 
capitalization. Since then, it has lost over $2 trillion in total value as a combination of rising 
interest rates and high-profile digital asset scandals made these risky digital assets less appealing 
to investors. The most notable of these scandals happened in just the last few weeks, when the 
third-largest cryptocurrency exchange, FTX, declared bankruptcy after it was revealed to have 
fraudulently engaged in risky financial bets with its customers’ deposits. Its founder was also 
indicted on a number of charges related to defrauding investors.  

The broad contraction in the digital asset market and the consistent string of hacks, scams, fraud 
and other criminal activity have cost everyday investors billions in market value. Unfortunately, 
many of these consumers bought into the crypto asset boom just as prices were peaking and are 
likely the least able to weather large financial losses. While the recent digital asset collapse is 
worrying, guardrails between the digital asset landscape and traditional finance mean that 
lagging digital asset values do not appear to have spilled over into the broader economy.  

This recent and painful history highlights the need for greater market transparency to prevent 
fraud and for common-sense investor protection efforts that can be accomplished in part through 
existing securities regulations. While the decentralized and borderless nature of many crypto 
companies makes enforcement and prevention efforts more difficult, this recent collapse calls for 
a comprehensive approach to crypto regulation that prioritizes consumer protection and 
economic stability ahead of unproven claims of financial innovation.  

After years of growing popularity and market size, turbulence in a number of digital assets in 
2022 triggered $2 trillion in losses to investors 
Cryptocurrencies like Bitcoin and Ethereum are digital financial assets that use specific 
technology to remove the need for a traditional financial institution, such as a bank, to verify 
financial activity. Instead of relying on a bank to keep track of account balances and transactions 
on their own private ledger, crypto assets claim to increase privacy and efficiency by spreading 
this authority across a network of users on a type of public decentralized ledger known as a 
blockchain. Since 2009, the market for cryptocurrencies and the broader class of digital assets 
has grown from a niche industry to a globally significant financial market.   

After years of digital assets being marred by the volatility of boom and bust cycles, 2021 proved 
to be the most profitable and optimistic time for this adolescent market as cryptocurrencies and 
their investors realized unprecedented returns. The total market capitalization of cryptocurrencies 
peaked at more than $3 trillion in November of 2021, with the three largest digital currencies at 
the time—Bitcoin, Ethereum and Binance Coin—dominating over 60% of the market (see figure 
below).  

https://time.com/6115300/cryptocurrency-value-3-trillion/
https://www.cnbc.com/2022/11/11/crypto-peaked-in-nov-2021-investors-lost-more-than-2-trillion-since.html
https://apnews.com/article/cryptocurrency-technology-business-financial-crisis-a729281a5ef02a03ab3fcd95e152c2a8
https://www.cnbc.com/2022/12/13/us-indicts-sam-bankman-fried-on-conspiracy-to-defraud-the-us-wire-fraud-securities-fraud-and-money-laundering.html
https://www.npr.org/2022/07/26/1112439917/amid-the-hype-they-bought-crypto-near-its-peak-now-they-cope-with-painful-losses
https://www.wsj.com/articles/how-cryptos-collapse-may-have-done-the-economy-a-favor-11669215926?mod=economy_more_pos11
https://www.brookings.edu/research/how-to-improve-regulation-of-crypto-today-without-congressional-action-and-make-the-industry-pay-for-it/
https://www.ft.com/content/0e0dc602-af91-4253-a230-c1598781b3b4
https://www.nytimes.com/2015/11/05/business/bitcoin-basics.html
https://www.cnbc.com/2021/05/10/ethereum-what-is-it-and-how-is-it-different-to-bitcoin.html
https://www.crs.gov/Reports/R45116
https://www.bloomberg.com/news/articles/2021-11-08/crypto-world-hits-3-trillion-market-cap-as-ether-bitcoin-gain#xj4y7vzkg
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However, cryptocurrency markets experienced a sharp reversal in 2022. Financial institutions 
and individual investors lost over $2 trillion in value as they divested from volatile crypto 
markets and adopted a risk-averse strategy amid global financial turmoil. These pronounced 
losses hurt many first-time time investors who poured in their savings with the promise of a new 
pathway to wealth. The confidence of late 2021 and early 2022 wore off as values plummeted 
through the end of the year. 

 
In recent years, an asset class known as “stablecoins” have cemented themselves in the digital 
asset market. Stablecoins are a type of digital asset that purport to maintain a stable value against 
a traditional financial asset like the U.S. dollar, meaning crypto investors can use stablecoins to 
more easily buy and sell other digital assets directly instead of having to transfer dollars or euros 
into their crypto wallets. Despite the name, several major stablecoins have routinely failed to 
maintain a consistent value in the wake of broader turbulence in the market. In the past year, one 
massive stablecoin project, Terra, collapsed when investors began to doubt the provider’s ability 
to effectively maintain its value. The largest asset-backed stablecoin, Tether, was revealed in 
2021 to likely hold insufficient reserves to maintain its stable value. If doubts about Tether’s 
reserves continue, then investors could trigger a digital bank run by selling off their Tether and 
further stressing the provider’s ability to maintain sufficient collateral. 

https://www.reuters.com/business/finance/cryptocurrency-market-value-slumps-under-1-trillion-2022-06-13/
https://www.businessinsider.com/stablecoin
https://www.coindesk.com/learn/the-fall-of-terra-a-timeline-of-the-meteoric-rise-and-crash-of-ust-and-luna/
https://www.bloomberg.com/news/features/2021-10-07/crypto-mystery-where-s-the-69-billion-backing-the-stablecoin-tether
https://blockworks.co/news/the-historic-significance-of-tether-16b-bank-run
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Cryptocurrencies and digital assets are no longer an afterthought within financial institutions, 
with companies like Fidelity allowing customers to include cryptocurrencies in their 401(k) 
plans. The meteoric rise and fall of the digital asset market, along with notable fraud cases, have 
prompted a push for a crypto regulatory framework from the private sector, Congress and federal 
agencies.  

2022 set records for the scale of digital asset fraud, hacks, scams and abuse, highlighting the 
pervasive risks to consumers in the cryptocurrency market 

More than $3 billion was lost in hacks of digital asset platforms in 2022, setting a new record for 
digital theft. October was the worst-ever month for crypto-related crimes with over $700 million 
in losses. The two largest crypto hacks to date have resulted from hackers exploiting blockchain 
technology to steal $625 million worth of funds from the Axie Infinity Ronin Bridge and $325 
million from the Wormhole hack. Hacks and a lack of institutional protections have also resulted 
in losses by more mainstream platforms like Crypto.com which lost over $34 Million in January 
of this year due to poor security practices. 

In addition to these hacks, the Federal Trade Commission reported that over 46,000 Americans 
lost a total of at least $1 billion in 2021 to digital asset scams in which criminals deceive 
unsuspecting people into paying them in difficult-to-trace cryptocurrencies. The true scale of the 
losses is likely even higher given the limited scope the FTC has in investigating digital asset 
scams, and its reliance on self-reporting by victims.   

The market has also seen digital asset versions of more traditional securities fraud schemes. 
EthereumMax used celebrity endorsements to facilitate a “pump and dump” scheme where the 
company artificially inflated the price of a digital asset before insiders sold off their stakes, 
collapsing the price and causing unwitting victims to lose 98% of their investments. Rug pulls 
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https://www.wsj.com/articles/401-k-plans-now-let-workers-put-retirement-money-into-cryptocurrency-11667480401?ns=prod/accounts-wsj
https://www.nytimes.com/2022/09/09/business/sec-chair-crypto-regulation.html
https://www.trtworld.com/magazine/digital-asset-heists-2022-set-to-be-biggest-year-for-crypto-hacks-61749
https://blockworks.co/the-nine-largest-crypto-hacks-in-2022/#:%7E:text=Axie%20Infinity%20Ronin%20Bridge%2C%20March%2028%2C%20%24625%20million
https://www.theverge.com/2022/2/3/22916111/wormhole-hack-github-error-325-million-theft-ethereum-solana
https://techcrunch.com/2022/01/20/2fa-compromise-led-to-34m-crypto-com-hack/
https://www.ftc.gov/business-guidance/blog/2022/06/reported-crypto-scam-losses-2021-top-1-billion-says-ftc-data-spotlight
https://www.cbsnews.com/news/cryptocurrency-kim-kardashian-celebrity-pump-dump-lawsuit/
https://www.nerdwallet.com/article/investing/rug-pull
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are another common form of crypto fraud. These schemes involve a team of developers getting 
investors to commit funds to a new digital token project through promises of sky-high returns, 
before then abandoning the token and absconding with the underlying funds, leaving investors 
with a worthless asset. Recent analysis suggests that over 97.7% of cryptocurrencies listed on the 
exchange platform Uniswap were rug pulls, pointing to the ubiquity of these scam efforts in parts 
of the crypto landscape. 

The drop in digital asset prices hit newer investors with less financial cushion the hardest, and 
many everyday investors lost their savings 
In recent years, as digital assets have become more mainstream, smaller retail investors 
increasingly entered the crypto market. Recent survey data indicate that a majority of traders do 
not have a college degree and over one-third had annual household incomes of less than $60,000. 
Data from the Pew Research Center shows that people of color are more likely to own 
cryptocurrencies than their white counterparts, with 18% of Black adults reporting that they had 
invested in, traded or used a cryptocurrency, compared to 13% of white adults.  

Though large financial institutions look a larger hit in dollar terms from the market contraction, 
these firms have large cash reserves and other investment portfolios that can cushion these 
losses. Most household investors do not have this option. Many of these more recent investors 
poured their life savings into digital assets based on marketing claims that digital assets 
represented a fundamental re-ordering of the financial system, and were then left with major 
losses when the market tanked. The collapse of stablecoin projects like TerraLuna cost investors 
$45 billion in losses in a 72-hour period and hit everyday investors the hardest. Other investors 
were effectively locked out of their assets. For example, exchanges like Celsius, froze user funds 
because the company was going bankrupt. In other instances, the markets for smaller crypto 
projects simply dried up with no potential buyers. 

While data limitations inherent to these decentralized assets make it difficult to assess the exact 
number of Americans who owned crypto or the total amount lost, the market’s path suggests 
clearly that those who invested in crypto starting in 2022 took a substantial hit. While Americans 
are much more likely to own stocks or buy lottery tickets than invest in crypto, growing interest 
in crypto and aggressive marketing could change that trend and expose people to these risky 
assets. For example, a number of financial firms, such as Fidelity, have increased the prevalence 
of crypto assets in retirement accounts. Additionally, many traditional banks now offer crypto 
assets to their banking customers, and consumer-facing apps like PayPal, Venmo and CashApp 
have also expanded their acceptance of digital asset transactions.  

Disruptions in the digital asset market could pose additional risks to broader financial stability 

As the digital asset market has both grown and become more interconnected, developments have 
revealed significant risks to broader financial stability. In a recent report, the U.S. Department of 
the Treasury’s Financial Stability Oversight Council highlighted how the digital asset market 
currently has a lack of basic risk controls, no limits on excessive borrowing and is more 
interconnected than ever. If this trend continues, the collapse of one large cryptocurrency could 
disrupt the traditional banking sector in ways that undermine economy-wide stability.  

The 2008 financial crisis exposed how interconnected firms making risky financial bets with 
borrowed funds in the absence of sufficient regulation can eventually cripple the banking system. 

https://www.cryptopolitan.com/uniswap-accounts-for-97-7-of-token-rug-pulls/
https://www.norc.org/NewsEventsPublications/PressReleases/Pages/more-than-one-in-ten-americans-surveyed-invest-in-cryptocurrencies.aspx
https://www.pewresearch.org/fact-tank/2021/11/11/16-of-americans-say-they-have-ever-invested-in-traded-or-used-cryptocurrency/#:%7E:text=Asian%2C%20Black%20and%20Hispanic%20adults%20are%20more%20likely%20than%20White%20adults%20to%20say%20they%20have%20ever%20invested%20in%2C%20traded%20or%20used%20a%20cryptocurrency.%20There%20are%20no%20statistically%20significant%20differences%20by%20household%20income.
https://www.nytimes.com/2022/06/29/technology/crypto-crash-divide.html
https://www.theguardian.com/lifeandstyle/2021/jun/19/life-savings-in-crypto-generation-of-amateurs-hooked-on-high-risk-trading
https://theintercept.com/2022/10/26/matt-damon-crypto-commercial/
https://www.euronews.com/next/2022/08/15/terra-luna-crash-i-alone-am-responsible-says-ceo-do-kwon-in-first-interview-since-collapse#:%7E:text=He%20admitted%20in%20the%20interview,within%2072%20hours%20in%20May.
https://www.bloomberg.com/features/2022-the-crypto-story/#reinventing-2008:%7E:text=Many%20of%20the%20people%20who%20lost%20money%20were%20regular%20retail%20savers%20who%E2%80%99d%20been%20suckered%20by%20TerraUSD%E2%80%99s%20promises%20of%20stability%20(and%20of%20a%20safe%2020%25%20interest%20rate)%20or%20regular%20retail%20cryptocurrency%20investors%20who%20speculated%20on%20Luna%20and%20lost.
https://www.wsj.com/articles/celsius-customers-are-losing-hope-for-their-locked-up-crypto-11656840601
https://www.bloomberg.com/news/articles/2022-10-03/more-than-12-000-crypto-coins-become-zombies-in-digital-asset-slump
https://www.federalreserve.gov/publications/2022-supplemental-appendixes-report-economic-well-being-us-households-2021-appendix-B.htm#:%7E:text=Investing%20and%20Gambling%20Section
https://www.nbcnews.com/business/consumer/bitcoin-401k-fidelity-financial-advisers-warn-risk-cryptocurrencies-rcna29099
https://www.reuters.com/business/finance/bny-mellon-offer-crypto-services-2022-10-11/
https://www.cnet.com/personal-finance/crypto/paypal-venmo-and-cashapp-simplify-cryptocurrency-for-beginners/
https://www.cftc.gov/PressRoom/SpeechesTestimony/oparomero3
https://home.treasury.gov/system/files/261/FSOC-Digital-Assets-Report-2022.pdf
https://irle.berkeley.edu/what-really-caused-the-great-recession/#:%7E:text=Goldstein%20and%20Fligstein,for%20each%20transaction.
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Recent developments in the digital asset landscape raise similar red flags about the overall health 
of the crypto system. The recent collapse of one of the largest digital asset exchanges, FTX, was 
driven by excess leverage and their CEO, Sam Bankman-Fried’s choice to use customers’ 
deposits to make risky investments through an affiliated hedge fund, Alameda Research.  

Given the size of FTX and its inextricable position in the broader crypto ecosystem, its collapse 
contributed to another massive drop in the total value of digital asset as many customers rushed 
to sell their crypto holdings and close their accounts. The full fallout from FTX’s collapse 
remains to be seen, as Bankman-Fried’s recent arrest for securities crimes will likely uncover 
additional dimensions to this crisis, but the broader collapse has made clear the fundamental 
instability of the digital asset market built on false promises of financial innovation.  

The event has also drawn parallels to the infamous collapse of Lehman Brothers in the fall of 
2008, where the bankruptcy of one over-leveraged financial firm signaled a coming economic 
catastrophe. Thankfully, the crypto market has yet to embed itself in the broader economy and is 
nowhere near as important to overall economy as the housing market was in 2008. This is due in 
part to prudent decisions by financial regulators. That said, there are lingering concerns that other 
parts of the digital asset market could fracture in ways that threaten broader economic stability. 

The digital asset market—if it survives—requires additional government oversight to protect 
consumers and maintain financial stability 

Though the high-profile collapse of FTX likely means that customers are more aware of the risks 
inherent in these digital assets, the allure of building financial wealth outside the traditional 
banking system will likely continue. Wealth inequality across race and class lines has worsened 
in recent decades, as pathways for lower-income families to move up the economic ladder and 
earn higher wages have deteriorated. Longstanding racial inequality in the U.S. financial system 
has contributed to these inequities and likely increase the allure of digital assets to families who 
want to achieve financial security but are otherwise excluded from traditional ways to build 
wealth. When lower-risk pathways to economic security are out of reach, it is understandable 
that struggling families would look to other opportunities, like Bitcoin, to try to build wealth and 
achieve a better life. 

While investments made by the Biden administration will help increase economic mobility and 
strengthen these more stable pathways to financial security, the demand for crypto assets among 
those who are least-prepared to weather losses will likely continue. As long as digital assets are 
primarily used for financial speculation, they will continue to pose significant risks to 
consumers. It is thus vital that U.S. regulations ensure that digital assets are kept separate from 
the broader economy and investors are better informed about ongoing risks. Former CFTC 
Chairman Timothy Massad has argued that existing U.S. securities regulations can expand 
federal oversight over stablecoins and the broader digital asset market. Separately, the 117th 
Congress saw a wide range of legislative proposals for digital asset regulation, and the Joint 
Economic Committee held one of several hearings exploring the role of cryptocurrencies in the 
broader economy. Regardless of the approach taken by the federal government, the last year of 
turbulence in the cryptocurrency market makes clear that further action is needed to protect the 
U.S. economy and everyday investors.  

https://www.cnbc.com/2022/11/16/sam-bankman-fried-admits-ftx-got-overconfident-and-careless-.html
https://www.reuters.com/technology/crypto-lender-genesis-plagued-by-contagion-concern-after-ftx-blowup-2022-11-18/
https://www.nytimes.com/2022/11/17/business/ftx-crypto-contagion-sbf.html
https://www.bloomberg.com/news/articles/2022-11-14/ftx-fiasco-sparks-billions-of-dollars-of-outflows-from-exchanges
https://www.cnbc.com/2022/12/12/ftx-founder-sam-bankman-fried-arrested-in-the-bahamas-after-us-files-criminal-charges.html
https://markets.businessinsider.com/news/currencies/crypto-lehman-brothers-sam-bankman-fried-ftx-cryptocurrency-markets-2008-2022-11
https://www.coindesk.com/policy/2022/09/16/secs-crypto-guidance-pushes-us-banks-to-rethink-custody-projects-report/
https://www.law360.com/articles/1515857/why-the-sec-s-rejection-of-a-bitcoin-etf-was-spot-on
https://www.federalreserve.gov/newsevents/speech/brainard20220708a.htm#:%7E:text=Connections%20to%20the,in%20these%20markets.
https://www.federalreserve.gov/newsevents/speech/brainard20220708a.htm#:%7E:text=Connections%20to%20the,in%20these%20markets.
https://www.stlouisfed.org/open-vault/2020/december/has-wealth-inequality-changed-over-time-key-statistics
https://www.science.org/doi/10.1126/science.aal4617
https://www.epi.org/publication/americas-slow-motion-wage-crisis-four-decades-of-slow-and-unequal-growth-2/
https://www.jec.senate.gov/public/index.cfm/democrats/2022/8/new-jec-report-finds-barriers-to-financial-inclusion-cause-widespread-economic-harm
https://www.jec.senate.gov/public/index.cfm/democrats/2022/1/direct-investments-are-needed-to-improve-upward-social-mobility
https://www.brookings.edu/research/how-we-can-regulate-stablecoins-now-without-congressional-action/
https://www.brookings.edu/research/how-to-improve-regulation-of-crypto-today-without-congressional-action-and-make-the-industry-pay-for-it/
https://finance.yahoo.com/news/117th-congress-introduced-35-bills-144953784.html
https://www.jec.senate.gov/public/index.cfm/hearings-calendar?ID=215B7EAF-1838-4CE3-A499-55B99EA864F9
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