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|. Department of Agriculture

[T]he Department, as a whole, does not know whether it correctly reported
monies to be collected in total, how much money is collected, the cost of its
operations, or any other meaningful measure of financial performance.

Our annual financial statement audits, which we have performed since 1991,

have disclosed only a limited correlation between the accounting numbersthe
Department reports and the resources or events those numbers are to represent.

Roger C. Viadero
Inspector General
U.S. Department of Agriculturet

The U.S. Department of Agriculture is one of the largest federdl agencies, employing over
110,000 people and managing a budget of over $65 hillion. Its 29 sub-agencies and offices are
responsible for operating over 200 programs that support the profitability and productivity of
farming, protect the environment, ensure food safety, improve the well-being of rura America,
promote domestic marketing and the export of farm products, conduct agricultural research, and
provide food assistance to needy Americans.

Repeated studies by both the GAO and the Agriculture Department’s own 1G have documented
over 15 core management problems that plague the Department.?  Two of the
problems—information security and Forest Service financid management—are on GAO's “high-
risk lig” of those federd activities that are most vulnerable to fraud, waste, abuse, and

mismanagement.

Thefollowing isabrief description of eight of the most serious core management problems a the
Agriculture Department. These problems are:

Wesak overgght of federd crop insurance programs,
Food stamp fraud and error;

Abusesin the Child and Adult Care Food Program;
Fragmented food safety programs,

Rurd rental housing fraud and abuse;

Ddaysin handling civil rights complaints;

FHnancid mismanagement; and

Poor use of information technology.

DO OO OO OO

! Testimony before the Senate Agriculture Committee' s Subcommittee on Research, Nutrition, and General
Legidation (September 27, 2000).

2 GAO lists eight such problemsin its report, “Major Management Challenges and Program Risks:
Department of Agriculture,” GAO-01-242 (January 2001). ThelG lists many of the same problemsin itsreport,
Department of Agriculture, Office of Inspector General, “Top Ten Management Challenges for the Department of
Agriculture” (December 4, 2000).



Federal Crop Insurance

Crop insurance isthe farmer’s “ safety net.” Inlate 1999 and in 2000, Congress provided about
$28 hillion for agricultura programs including crop loss payments, tobacco payments, oilseed
payments, livestock assistance, and dairy assistance. These programs need stronger oversight.
|G audits show continuing conflict-of-interest problems that involve policyholders, sdes agents,
loss adjustors, and insurance companies employees. Weaknesses in verification of losses by
adjugtors have resulted in insurance overpayments and other program abuses. For example:

. A husband and wife were convicted on amost 50 charges, ranging from conspiracy to
mall fraud to making fdse satements to obtain Agriculture Department program
payments. Over aten year period, the couple wrongfully recelved over one million
dollars under various crop insurance programs.®

Food Stamp Program

The Food Stamp Program, which is administered by the states, helps put food on the table of
some 7.6 million households and 18.2 million individuas eech day. It provides low-income
househol ds with coupons or eectronic benefits they can use like cash at participating grocery
dores to ensure that they have accessto hedthy food. Unfortunately, the program is highly
vulnerable to fraud and error. Many indigible recipients and retailers participate in the program,
and controls to identify payments to disqudified retailers are in danger of becoming ineffective.
Also, gtates continue to dlaim administrative costs that should not be reimbursed by the
Agriculture Department. A few examples of fraud, waste, and abuse are listed below:

. In fiscd year 1999, an estimated $1.1 billion was erroneoudy paid in food stamp benefits
to indigible recipients while digible food recipients were underpaid by $450 million.
Together, these errors of about $1.5 billion amounted to nearly 10 percent of the total
food stamp budget.*

. Since 1997, law enforcement authorities have arrested 6,733 fugitives who were illegaly
receiving food stamps. They include 1,500 accused drug offenders, 31 murderers, 45 sex
offenders and child molesters, and hundreds wanted for assault or robbery.®

. Thousands of prisoners and deceased persons have been included as members of

3 Department of Agriculture, Office of Inspector General, “ Semiannual Report to the Congress’
(September 30, 2000), p. 17.

* General Accounting Office, “Food Stamp Program: States Seek to Reduce Payment Errors and Program
Complexity,” GAO-01-272 (January 2001).

°Department of Agriculture, Office of Inspector General, “Operation Talon: October 2000 Update.”
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households receiving food stamps.®

. |G investigations have uncovered numerous cases of food stamp trafficking or fraudulent
receipt of food stamps by indligible persons. The co-owner of aNew Y ork City grocery
gtore laundered $1.3 million worth of trafficked food stamps through his store. A bar
employee with a history of narcatics violations exchanged cocaine for food stamps,
becoming one of 17 street traffickers found to have purchased over $269,000 in food
stamps from undercover officers and then selling them to authorized food retallersin
Sedttle. Twenty-four Southern California grocery stores engaged in an estimated $50
million worth of food stamp fraud between 1994 and 1997."

Child and Adult Care Food Program

The Child and Adult Care Food Program reimburses day care providers for meals served to
peoplein their care. The program is administered by state agencies through sponsor
organizations that act as alink between the state agencies and day care providers. In fiscd year
1999, day care providers served 2.6 million participants at a cost of $1.6 billion. Audits of
program sponsor organi zations have uncovered a widespread breakdown of controls. An
investigative effort named “Operation Kiddie Care” identified 47 sponsors with deficiencies
serious enough to warrant termination from the program. These 47 sponsors had been receiving
approximately $82.7 million annudly in food and adminigtrative funds® For example:

. A Georgia program sponsor was terminated from the program for inflating meal counts
and creating fictitious child participantsin the program.®

. Two New Y ork women pled guilty in federd district court to embezzling $75,000 from
the program. The pair, who were directors of amed service for day care centers,
transferred program funds into their personal bank accounts. They used the money for
persond expenses, induding a Hawaiian vacation, jewery, clothing and gifts®

® General Accounting Office, “Major Management Challenges and Program Risks: Department of
Agriculture,” GAO/OCG-99-2 (January 1999).

" Department of Agriculture, Office of Inspector General, “ Semiannual Report to the Congress”
(September 30, 2000), p. 20.

8 Department of Agriculture, Office of Inspector General, “Top Ten Management Challenges for the
Department of Agriculture” (December 4, 2000), Enclosure, p. 4.

° Department of Agriculture, Office of Inspector General, “ Semiannual Report to the Congress”
(September 30, 2000), p. 22.

10 Department of Agriculture, Office of Inspector General, “Mother and Daughter Plead Guilty to
Embezzling Child Care Funds,” News Release (May 8, 2000).
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Food Safety

The Agriculture Department is responsible for the safety of mest, poultry, and some egg
products. It isestimated that unsafe foods cause as many as 76 million illnesses, 325,000
hospitdizations, and 5,000 deathsin the United States each year. They cost up to $37 billion
annudly in medica expenses and productivity losses. According to the I1G, the Department
needs to improve in four areas. (1) implementation of new pathogen reduction and ingpection
systems; (2) compliance and didtrict enforcement activities; (3) laboratory testing of meet and
poultry products; and (4) ingpection of imported meat and poultry products. Theredsoisa
critica need to ensure that crimind activity isidentified and hdted in cases involving the
intentiona contamination of food products consumed by the public; the processng and sale of
adulterated mest, poultry, and egg products, and the substitution, adulteration, or other
misrepresentation of food products.™*

According to GAO, the most serious food safety chdlengeis fragmented jurisdiction among
federa agencies. Asmany as 12 different federd agencies administer over 35 different food
sdfety laws. For example, the Agriculture Department inspects meet pizzas while the Food and
Drug Adminigtration, which is part of the Department of Health and Human Services, inspects
non-meet pizzas. They dso have completdy different ways of conducting inspections. The
Agriculture Department inspects plants under its jurisdiction once a day, while the Food and
Drug Administration inspects its plants an average of once every 5 years.> Among the more
serious problems are the following:

. More than one-fourth of the over $1 billion annud federa food safety budget could be
used more effectively if the statutory requirement for carcass-by-carcass daughter
ingpections was eliminated. These inspections don't detect the most serious hedth threats
and the resources they require could be gpplied to higher priority safety needs.™

. The Agriculture Department has reduced its oversight of meet and poultry plants below
what is prudent and necessary to protect consumers. For example, it does not require
plants to provide its ingpectors with positive environmental microbia tests results, even
though these tests could indicate sanitary deficiencies at the plants. It does not adequately
track deficiency notices or require corrective action. One plant did not respond to a
deficiency notice for over 4 months. Some plants had repetitive deficiencies. One had
102 deficiency notices, one-third of which involved the same non-compliance concerning

M etter from Roger Viadero, Inspector General, Department of Agriculture, to Senator Fred Thompson,
December 4, 2000, Enclosure, p. 4-5.

12 General Accounting Office, “Major Management Challenges and Program Risks: Department of
Agriculture,” GAO-01-242 (January 2001).

13 pid.



fecd matter.'*

. The Department is responsible for ensuring that imported meet and poultry are safe and
wholesome. It doesthis by determining whether foreign countries have food safety
systems equivaent to ours (“equivaency determinations’) and by spot-checking imports.
However, control wesknesses affect al areas of the import ingpection program.
Requirements for annua certifications and residue test plans go unenforced; the digibility
satus of importersis not kept current; and equivalency determinations are not based on
adequate andlysis and support.*®

Rural Rental Housing

The Rura Rental Housing Program provides low-cost apartments to people with low incomesin
rural areas. In FY 2000, the government provided gpproximately $640 million in rental
assigtance and interest credit subsidies for tenants resding in gpartment complexes. The
Agriculture Department currently has over $12 billion invested in the program’s properties
through its outstanding loans, even though the program is highly vulnerable to fraud and abuse.

. An G review of 11 farm labor housing projects in Cdlifornia, Horida, and Washington
identified $475,000 in improper costs charged by the borrowers and other overpayments.
In Washington, the 1G found that one housing authority overcharged its three projects
amost $397,000 in management fees between 1996-1998.'° In Cdifornia, aregiond
manager of aRural Rental Housing complex was convicted of conspiracy to defraud the
government by using project funds for persond use, paying dummy companies for
landscaping never carried out, stealing money from coin-operated laundries a Program
facilities, and taking kickbacks from contractors at the complexes.'’

Civil Rights Complaints

The Office of Civil Rightsis responsible for handling complaints of discrimination arisng out of
Agriculture Department employment activities and federaly-assisted or federaly-conducted
programs. The Department needs to reengineer its complaint resolution process to dedl with its
ongoing problems. Among other issues, the Office needs to diminate the backlog of civil rights

14 Department of Agriculture, Office of Inspector General, “ Food Safety and | nspection Service:
Implementation of the Hazard Analysis and Critical Control Point System,” 24001-3-At (June 2000).

15 Department of Agriculture, Office of Inspector General, “Food Safety and Inspection Service: Imported
Meat and Poultry Inspection Process Phase 1,” 24099-03-Hy (June 2000).

16 Department of Agriculture, Office of Inspector General, “ Semiannual Report to the Congress”
(September 30, 2000), p. 25.

17 Department of Agriculture, Office of Inspector General, “ Semiannual Report to the Congress’ (March
2000), p. 26.



program complaints and explain how it computes damage awards and attorney fees. The
database for the number and status of equa employment opportunity complaintsis inaccurate
and underutilized, and the casefiles are poorly maintained. These inefficiencies, dong with the
inability to meet time lines set by the Equa Employment Opportunity Commission, are
attributable to the Office' s congtant reorganization and lack of employee accountability.

. The Ingpector Generd calls the Department’ s Office of Civil Rights “a portrait of a
dysfunctiond agency.”*® Based on the findings of a recent audit and on the Office' s poor
record of responding to recommendations from six prior audits, the |G Sated, “itis
difficult to recognize any sgnificant level of progress”™

Financial M anagement

Becasue its financia management is so deficient, the Department can't ensure that its financia
satements are reliable and presented in accordance with generaly accepted accounting
principles. ThelG's*“disclamer of opinion” on the Department’s annud financia statements for
the past seven years means that the Department can't accurately account for or manage its assets
of over $124 hillion or its program costs of over $84 hillion. For example, the |G has been
unable to subgtantiate the Department’ s fund balance with Treasury, reported at over $38 hillion.
The Department cannot even provide assurance that its financid management systems comply
with statutory requirements.

A big part of the problem is that the Department operates under at least 66 different financia
management systems. The I1G dates that the Central Accounting System, one of the Agriculture
Department’ s mogt critical financia management systems, “does not work and cannot be fixed.”
Financid management at the Agriculture Department’ s Forest Service is on the GAO “high-risk
list” of federa operations most vulnerable to fraud, waste, and abuse. The results of these
problems show up repeetedly in the annud audits of the Department’ s financiad statements:

. For fiscal year 2000—the saventh Straight year—the Agriculture Department failed its
annud financid audit. For the ninth sraight year, the Department’ s financiad systems
failed to comply with basic accounting standards and principles. These pervasive
problems stem primarily from the lack of oversght and planning a the Department’s
leadership levels®®

18 Roger C. Viadero, Inspector General, Department of Agriculture, Testimony before the Senate
Committee on Agriculture, Nutrition, and Forestry (September 12, 2000).

19 Department of Agriculture, Office of Inspector General, “ Office of Civil Rights Status of the
Implementation of Recommendations Madein Prior Evaluations of Program Complaints,” 60801-4-HQ (March 10,
2000).

20 Department of Agriculture, Office of Inspector General, “ Report on the Department’ s Consolidated
Financial Statementsfor Fiscal Year 2000” (February 2001).
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. Dueto financia system wesknesses and failure to perform annud inventories, the
Department’ s figures for persond property assets, which totaled over $388 miillion for
FY 1999, are inflated and impossible to verify. There are Significant misstatements for
items, such as a $97 million vehicle and an $11 million microscope®

| nfor mation Resour ces M anagement

The Department has numerous information assets that include market-sengitive data on the
agricultural economy and commodities, Sgn-up and participation data for programs, persond
information on customers and employees, and accounting data. Thisinformation and related
systems face unprecedented levels of risk from intentiona or accidental disruption, disclosure,
damage or manipulation. Public confidence in the security and confidentidity of the
Department’ s information and technology is essentid, yet |G audits continue to identify security
deficiencies. The Agriculture Department’ s information technology security controls have
widespread weaknesses that fail to adequately protect: (1) assets from fraud and misuse, (2)
sengtive information from inappropriate disclosure, and (3) critica operations from disruption.

. The Ingpector Generd has found over 600 security vulnerabilities in Agriculture
Department computer systems. Systems that have been easly “hacked” include: the
Nationa Agricultura Statistics Service quantity/price database, which, if dtered, could
“drasticaly impact world commodity markets’; the $56 billion rurad development loan
portfolio; and the Food Safety and Inspection Service database that ensures a safe mest
and poultry supply.?

. The Department of Agriculture' s Forest Service was found to be alowing a private
company to use “cookies’ to collect information about users on the agency’s Web site,
Vigtors to the Forest Service Internationa Programs Web site were tracked by cookies
that were placed on visiting computers by a private company. In return for the Web Ste
“traffic reports’ that the private company provided, the Forest Service had agreed to a
number of terms and conditions, including granting the company co-ownership of the
data collected by its cookies?®

. In September 2000, the House Subcommittee on Government Management, Information
and Technology gave the Agriculture Department an “F’ in computer security. Thiswas

2L Roger C. Viadero, Inspector General, Department of Agriculture, Statement before the House
Subcommittee on Government Management, Information, and Technology (March 21, 2000).

22 Roger C. Viadero, Inspector General, Department of Agriculture, Statement before the House
Appropriations Subcommittee on Agriculture, Rural Development, Food and Drug Administration, and Rel ated
Agencies (February 17, 2000).

23 Senate Governmental Affairs Committee, “ Administration Compromises Citizens' Privacy: Thompson
Reveals Agency Poalicy Violations and Breaches of Computer Security That Leave Citizen Privacy at Risk,” Press
Release (October 20, 2000).



astep back from 1997, when the Department received a“D.”**

24 cathy Newman, “ Cyber-Security Called ‘ Dismal’; House Panel Warns Federal Datals Vulnerable to
Hackers,” The Washington Post (September 12, 2000).



|I. Department of Commerce

[The] Department of Commerce isfaced with a number of problems, and
difficult issues, including some that we view as major management challenges.
We believe that, by addressing these challenges, the Department and the
Congress can enhance program effectiveness, eliminate serious operational
problems, decrease vulnerability to fraud, waste, and achieve substantial
savings.

JohnnieE. Frazier
Ingpector General
United States Department of Commer ce*

The Department of Commerce is composed of nine digtinct administrations, offices, and
agencies, whose programs and activities include supporting export policy; administering the
nation’s export control system; forecasting the weather; providing assstance to distressed
communities, fostering telecommunications policies; protecting patents, trademarks, and
intellectua property rights, and conducting the decennid census. Due to this wide range of
respongbilities, GAO recently stated that the Department “ has come to symbolize dispersed
responsibility for federal programs,” despite the government’ s increased focus on results and
responsibility.?

The Department of Commerce faces a number of systemic management problems. In January,
GAO updated its High-Risk list. These are the areas of the federd government that are
particularly susceptible to fraud, waste, buse, or mismanagement. Two of the areas on the list
apply to the Department of Commerce: srategic human capital management and information
security. For example, GAO recently reported that “the ability of Commerce and two other trade
agencies to monitor and enforce trade agreements was limited because the agencies lacked
sufficient numbers of experienced staff with the right expertise. . . ™

On December 1, 2000, Johnnie E. Frazier, the Department’ s I1G, provided Chairman Thompson
with an assessment of the most serious management chalenges facing the Department. The
challenges, which are discussed below, “were chosen because of their importance to the
Department’ s mission or the nation’ s well-being, complexity, sizable expenditures, or need for

! Department of Commerce, Office of Inspector General, “Top Ten Management Challenges for the
Department of Commerce” (December 1, 2000).

2 General Accounting Office, “Major Management Challenges and Risks: Department of Commerce,”
Performance and Accountability Series, GAO-01-243 (January 2001), p. 15.

3 Ibid., p. 7.



sgnificant management improvements.™*

. The Decennid Cenaus,

. Financad management system;
. Information security;
. U.S. Patent and Trademark Office s trangition to a performance-based organization;

. The Nationa Technica Information Service;
. Fishery management; and
. Acquigtion reform initiatives.

In addition to these systemic problems, other studies have identified cases of either crimind or
inappropriate behavior on the part of individuas.

. In August 2000, a security officid in charge of investigating the private backgrounds of
Department employees, was sugpended for downloading and storing a“monoalithic” stash
of pornographic files on his government computer and on the Department’ s Intranet,
posing a security risk for the entire system. In the past, severd femae employees had
filed sexud harassment complaints againg him, but the complaints were alegedly
“overlooked” by the director of the security office®

. In July 2000, a secretary at the Census Bureau was convicted of theft of government
property after an investigation reveded she had used a government purchase card to buy
more than $300 worth of clothing, jewelry, dectronic equipment, and other items for her
persond use.®

. An employee resigned from the Department in the face of his proposed demotion for use
of agovernment vehicle for persond use on “aregular and recurring basis.™”

. A former secretary agreed to settle charges that she had used a government credit card to
make more than $4,300 of personal purchases.®

* Department of Commerce, Office of Inspector General, “Top Ten Management Challenges for the
Department of Commerce” (December 1, 2000).

® Paul Sperry, “Cyberporn Scandal Hits Commerce Department,” WorldNetDaily (September 27, 2000).

® Department of Commerce, Office of Inspector General, “ Semiannual Report to the Congress’ (September
30, 2000), p. 46.

" Ibid., p. 56.

8 bid.
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The Decennial Census

The 1G recently identified severa problems that need to be addressed in completing the fisca

year 2000 census and beginning to plan for the 2010 census. An evauation found that the
address list used to support the Census Bureau’ s operations in 2000 was not completed in time to
ensure high-quality address data for labeling questionnaires. The Bureau aso needs to increase
data qudity and improve its software engineering sandards in the future. Previous reviews

found that too little time was dlowed for enumerator training, late delivery of supplies caused
problems, some homeless shelters and soup kitchens were not visited by enumerators, and the
effectiveness of the assistance centers varied.

. An invedtigation into alegations of census fraud reveded that (1) at one office, some
enumerators had not made the required number of vigits and telephone calsto
households, (2) at another, some crew leaders had not adequately reviewed
questionnaires, and (3) at the third, quality control procedures were not functioning

properly.®

Financial M anagement

Despite the absence of asingle integrated financia management system, the Department received
an unqudified (clean) opinion on its FY 2000 consolidated financid statements. Although the
Department's Chief Financid Officer and other senior financid managers have made substantial
improvementsin financid management, continued emphasis on further improvementsis

essentia in order for the Department to correct the wesknesses and deficiencies that were
identified.

. The Department’sfiscal year 2000 consolidated financid statements identified 13
material weakness and reportable conditions, and severd instances where the Department
was not complying with existing laws and regulations*®

Despite the obvious advantages to unified processes, the Department has had an extremely
difficult time developing and implementing a Sngle integrated financid system. For more than

10 years, Commerce' s lack of such asystem has been identified as a sgnificant interna control
weakness. To address this weakness, Commerce began planning for the acquisition and
development of a Department-wide financid system in 1992. Despite large investments of time
and money, implementation of the system, known as the Commerce Administrative Management

° Department of Commerce, Office of Inspector General, “Top Ten Management Challenges for the
Department of Commerce” (December 1, 2000).

19 Department of Commerce, Office of Inspector General, Memorandum to the Secretary of Commerce
(March 1, 2001). (Material weaknesses are serious flaws in the design or operation of an internal control
component that increase the risk that errors, fraud, or noncompliance in material amounts may occur and not be
readily detected.)
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System, has progressed dowly. In 1997, the Department added contractor support to augment
the work of the origina contractor. The Department also conducted areview of the system to
address concerns about cogts incurred and schedule delays. In 1998, based on the results of the
review, the Department modified the system and drastically revised its implementation strategy.
Therevisad drategy cals for pilot implementation and testing of the redefined system & the
Census Bureau before implementing it at other bureaus. It is not expected that the Department
will have the system fully operationa before fiscal year 2004.

. According to former Secretaries of the Department of Commerce, “Many of the
Department’ sfinanciad systems are serioudy outdated and fragmented; they are unable to
provide timely, complete and reliable financia information; they are inadequatdy
controlled; and they are costly and difficult to maintain. Thefinancid systems, teken asa
whole, are not compliant with GAO principles and standards, nor with requirements of
[various laws and programs] or the [Office of Management and Budget].”**

I nfor mation Security

The number of attacks on our nation’s computer systems has grown dramatically over the last
few years and is projected to grow at an even fagter rate in the future. The computer systems that
support Commerce s operations are increasingly vulnerable, creating a need to improve
procedural and technica security measures.

A Presidentid directive, issued in May 1998, called for the Department to protect its assets
againg physica and cyber-based attacks. In reviewing the Department’ s progress, the IG
identified severd problems including the following: severa eements of the plan are outdated or
missing; milestones have dipped; and the inventory of critica assetsis not current.'

U.S. Patent and Trademark Office’ s Transition To a Perfor mance-Based Or ganization

The American Inventors Protection Act of 1999 reorganized the U.S. Patent and Trademark
Office as a performance-based organization, so that it could be run more like abusiness. As
such, it would have greater authority and responghility for decisons regarding the management
and adminidration of its operations, while exercising greater control of its expenditures,

personnd decisions and processes, and procurement operations. Despite these potentia benefits,
the trandtion processis formidable. The Office must formulate the necessary personne,
procurement, and adminidrative policies. At the sametime, however, it has the chalenge of
responding to the increase in patent and trademark filings and appedls.

1 Department of Commerce, Office of Inspector General, “Top Ten Management Challenges for the
Department of Commerce” (December 1, 2000).

12 Department of Commerce, Office of Inspector General, “ Semiannual Report to the Congress”
(September 30, 2000), p. 75.
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Last year, the |G conducted an audit of the U.S. Patent and Trademark Office' s hiring practices
and determined that the Office needed to improve its operations in order to avoid security lesks:

. As of May 2000, the Department’ s Patent and Trademark Office had failed to request
required background checks on 113 employees hired since October 1997, dl of whom
had access to sensitive proprietary business data.*®* For 1,626 employees hired since
1970, there was no documentation of such investigations in the Office' s Security
Database.™

. As of September 2000, dmost 50,000 forms documenting personnel actions remained
unfiled in the Office of Human Resources. The Inspector Genera aso found that 10
percent of employee records were missing.™

The National Technical |nformation Service

Disgppointing operating results continue to cal into question the Nationa Technicad Information
Sarvice' s ability to be self-sustaining. While drastic cogt-cutting measures may resolve its
problems in the short-run, they cannot help the agency solve its mgjor problem—a steedy decline
in the sdles of its products and services caused by fundamenta changes in the marketplace. The
Department developed a proposal that would close the Service and transfer its scientific,
technical, business, and engineering publications to the Library of Congress to ensure permanent
public access to such documents. Because of congressiona concerns, the closure was delayed
pending the outcome of a GAQO review of the service' s functions and a comprehensive study of
overdl U.S. government public information dissemination. The Department needs to work
closdly with the Congress and other stakeholders to reach agreement on the future of the
Service*

Fishery M anagement

Ensuring hedthy stocks of fish and other marine animalsin the coasta waters beyond each

gate sjurisdiction is afedera responghility carried out principaly by the Commerce
Department’s Nationd Marine Fisheries Service and eight regiond fishery management councils.
The Service and the councils track the condition of fish and other marine species, determine the
levels of catch that will provide the greatest benefit to the nation, and measure the economic
impacts of fishery regulations and policies. Measures to manage various species are generdly

13 Department of Commerce, Office of Inspector General, “Patent and Trademark Office: Improved
Internal Controls Needed for Office of Human Resources,” BTD-12830 (September 2000), p. 1, 4.

% bid., p. 2.
15 |bid., p. 5-6.

16 Department of Commerce, Office of Inspector General, “Top Ten Management Challenges for the
Department of Commerce” (December 1, 2000).
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developed by the councils, subject to review by the Service and gpproval by the Secretary of
Commerce. These measures are often controversia because they impose fish quotas that affect
both the survival of a species and the economic hedlth of the fishing industry and many coastd
communities. A recent GAO report concluded that, while progress is being made in severd
aress, the Service needs to improve its data collection efforts, improve communications between
the government and the fishing industry, improve economic analysis, and identify the cogts of
achieving compliance with the act’ s fish habitat provisons*’

Acquisition Reform I nitiatives

The Department is increasingly relying on contractors to provide the goods and services essentia
to its operations. The Department spends more than $1 billion each year, about one-quarter of its
annua appropriations, through large contracts and smplified acquidtions. The purpose of
acquisition reform and its sreamlining initiatives is to reduce the time and money spent in

acquiring needed goods and services by relying on the competitive marketplace.

GAO recently reported some concerns about the implementation of acquisition reform.
Specificaly, GAO reported problems in the use of government-wide agency contracts, finding
that agencies have employed various tactics to avoid holding required vendor competitions,
essentially making sole source awards. 1n addition, agencies have exhibited a tendency to make
awards to large businesses, thereby reducing the number of awardsto smal and disadvantaged
businesses. Asarecent |G report indicates, severa key problems regarding:

. Commerce acquisitions have been identified, including “improper use of task order
contracts, inadequate documentation of market surveys, insufficient planning for contract
administration and monitoring, and the administration of the purchase card program.”®

7 bid.

18 | hid.
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[11. Department of Defense

The effectiveness of U.S. forcesiswell evidenced by experiencesin the Persian
Gulf, Bosnia, and Kosovo. However, the same level of excellenceis not evident
in many of the business processes that are critical to achieving the
Department’smission in a reasonably economical, efficient, and effective
manner.

David M. Walker
Comptroller General of the United States®

The need for the Defense Department to fix the way it manages its service and
support infrastructure has never been more acute.

ThomasG. Mclnerney, Lieutenant General, USAF (Ret.)
President and CEO
Business Executivesfor National Security?

The Department of Defenseis the primary agency responsible for maintaining the nationd

security of the United States. Safeguarding the nation’ s security is the first and most important
duty of the federd government. When this security is threstened, other issues become secondary.
Encompassing the Army, Navy, Air Force, and Marine Corps, the Defense Department isthe
nation’'s largest employer, with 1.4 million men and women on active duty, 700,000 civilians,

and another 1.28 million volunteers serving in the Guard and Reserve. The Department aso
supports 1.8 million retirees and families that are receiving benefits. In 1999, the Department
purchased about $140 hillion in goods and services through 14.8 million purchases.

Being such alarge and complex organization, the Defense Department is bound to have
management problems. However, the issues confronting the Department are worse than they
haveto be. Wasteful spending and mismanagement sap the readiness of the armed forces and
weaken national security. GAO, the Pentagon’s own |G, and other watchdog groups have found
flagrant and continuing examples of waste, fraud, and abuse in the Department. These failures
divert funds from vital defense programs. Among the problems the |G and GAO listed asthe
worst included:

. Fnancid management;
. Computer technology;
. Computer security;

!General Accounting Office, “Major Management Challenges and Program Risks: Department of
Defense,” GAO-01-244 (January 2001), p. 6.

>Thomas G. Mclnerney, Lieutenant General, USAF (Ret.), President and CEO, Business Executives for
National Security, Statement before the National Defense Panel of the Quadrennial Defense Review (April 29,
1997).



. Personnd management; and
. Acquisition management.

Financial M anagement

According to the IG a the Department of Defense, “ Despite the massive audit effort, the
Department of Defense could not overcome the fundamenta inadequacy of its financid reporting
systems and produce reliable data through the patchwork of processes needed to compile
financiad statements™ Comptroller Generd David Walker agrees. “ The Department continues to
confront pervasive and complex financid management problems that can serioudy diminish the
efficiency of the military services' support operations.™

This means the Defense Department just can't get its books to add up. Each year the Department
tries to “baance its checkbook,” but can’'t do it. Throughout the year, the Defense Department is
operating without information on the cost of its operations, where its money is going, or what is
happening to the suppliesit buys. Thisisno way to run the world's most sophidticated military.

The Defense Department’ s poor financia management affects every aspect of its operations. In
very cold language, the |G details the problems:.

We identified deficienciesin internal controls and accounting systems related to
General Property, Plant, and Equipment; Inventory; Environmental Liabilities;
Military Retirement Health Benefits Liability; and material lines within the
Satement of Budgetary Resources. We identified $1.1 trillion in department-level
accounting entries to financial data used to prepare DOD component financial
statements that were not supported by adequate audit trails or by sufficient
evidence to determine their validity.®

Thereisno mgor component of the Defense Department that can balance its books. This causes
some of the most incredible examples of waste, fraud, and abuse in government. For example:

. In fisca year 2000, the Department made $4.4 billion in “problem disbursements’ or “in-
trangit disbursements.”  These include payments made that do not have a corresponding
bill or “obligation.” They can dso include payments that were made, but that the entity to
whom payment was made did not receiveit. Asone can imagine, these payments are
highly susceptible to fraud or error. The reason for many of these problemsisthe

3Department of Defense, Office of Inspector General, “ Semiannual Report to the Congress” (September
30, 2000), p. i.

“General Accounting Office, “Major Management Challenges and Program Risks: Department of
Defense,” GAO-01-244 (January 2001).

°Department of Defense, Office of Inspector General, “Internal Controls and Compliance With Laws and
Regulations for the DoD Agency-Wide Financia Statementsfor FY 2000,” D-2001-070 (February 28, 2001).
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complex contract payment process, which is pictured below:

SYSTEM USED BY THE DEPARTMENT OF DEFENSE
TO TRACK CONTRACT AND VENDOR PAYMENTS

Source: Department of Defense

. Management of itsinventory has been atraditiona problem for the Department of
Defense. Because the Department doesn’t maintain adequate records of its current
inventory, it often purchases much more than it actually needs. A recent GAO report
dated that “ available logistics and accounting records indicated that the Army could not
account for about $900 million in shipped inventory.” 1n one particularly outrageous
example of mismanagement, the Department spent $41.3 million on asystem to track its
ammunition. Unfortunately, according to the |G, after 8 years of work, “the DoD did not
produce aworking system or even have one near completion.””

SGeneral Accounting Office, “Defense Inventory: Army Needs to Strengthen and Follow Procedures to
Control Shipped Items,” NSIAD-00-10 (June 23, 2000).

"Department of Defense, Office of Inspector General, “ Development and | mplementation of a Joint
Ammunition System,” D-2001-014 (December 6, 2000).
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Poor M anagement of Computer Technology

The Department of Defense' s operations rely on amassive system of 10,000 computer networks
and 2.5 million computers. The Department has an annua budget of about $20 billion just for
computers and computer technology. According to the |G, however, “virtudly every information
technology project that we audit exhibits Sgnificant management problems. Those flaws include
poorly defined requirements and frequent user disstisfaction.” Likewise, the GAO reported that
“in acomprehensive review of [the Department’ g $18 hillion efforts to replace functionaly
duplicative and inefficient automated information systems with the best existing systems, we

found that Defense consistently failed to adhereto sound . . . . decision-making and oversight
processes.”®

In arecent report, the Chairman of the Senate Governmental Affairs Committee wrote that most
federd agencies were not complying with the computer management requirements put in place

by the Congress. Because of these weaknesses, the |G at the Defense Department reports that a
number of mgjor technology projects administered by the Department are at risk of failure.
Theseinclude:

. The Defense Joint Accounting System. While origindly designed to unify the
accounting systems of disparate entities within the Department of Defense, severd
Defense organizations, namely the Navy and the Air Force, were alowed to opt out of it.
Nonetheless, the Department continued with the more than $700 million project
(origindly projected to cost $500 million), despite the fact thet its projected savings
decreased dramatically. According to the |G, “ These cost increases, combined with a
decreasing return on investment, represent an increased risk that the system may not be
the most cogt-effective dternative to perform [the Department of Defense’' s| generd fund
accounting.™°

. The Defense Security Service Case Control Management System. This sysem would
track the myriad security investigations conducted by the Department and was expected
to reduce processing time for al cases. After more than $76 million was spent on the
project, the |G reports that the system “did not meet performance expectations’” and that
“times for investigations were not reduced.”*

8Robert J. Lieberman, Deputy Inspector General, Department of Defense, Statement before the
Subcommittee on National Security, Veterans Affairsand International Relations, House Committee on
Government Reform, D-2001-083 (March 15, 2001).

General Accounting Office, “ Defense Information Management: Continuing | mplementation Challenges
Highlight the Need for Improvement,” T-AIMD-99-93 (February 25, 1999).

19Department of Defense, Office of Inspector General, “ Acquisition of the Defense Joint Accounting
System,” D-2000-151 (June 16, 2000).

"Department of Defense, Office of Inspector General, “ Program Management of the Defense Security
Service Case Control Management System,” D-2001-019 (December 15, 2000).
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. The Defense Environmental Security Corporate I nformation M anagement
Program. This system would have provided better coordination of the Defense
Depatment’ s environmenta mission. However, after expenditures of over $100 million
and 9 years of work, the project could not demonstrate success, and the 1G recommended

scrapping it.*?

Computer Security

As mentioned, the Defense Department’ s procurement of information technology is beset by
delays, cost overruns, and, because of poor planning, ineffective implementation. Once
implemented, however, many of the systems are vulnerable to Iapsesin security. ThelG has
identified an increasing threat of attacks on Defense Department computers, poor security
clearance procedures, and the lack of a consstent policy on technology protection, and says:
“The most formidable of known chalengesin the area of information technology relate to
ensuring the security of networked systems and overcoming alegacy of overly decentraized and
poorly controlled information systems management.” GAO shares the |G’ s concerns about
computer security a the Department of Defense. In its recent “Performance and Accountability
Series” GAO wrote:

[ § erious weaknesses in [ Defense Department] information security provided hackers
and hundreds of thousands of unauthorized users the opportunity to modify, steal,
inappropriately disclose, and destroy sensitive [ Defense Department] data. These
weaknesses impair [the Department’s] ability to (1) control physical and electronic
access to its systems and data; (2) ensure that software running on its systems is properly
authorized, tested, and functioning as intended; (3) limit employees’ ability to perform
incompatible functions; and (4) resume operationsin the event of a disaster.™

Some of the more sengitive investigations of Defense Department vulnerabilities with respect to
its systems are classfied and can not be discussed here. However, what is public is il
disurbing.

. According to GAO, the Military Retirement Trust Fund suffers from such alack of
overd| security that it is vulnerable to unauthorized access to Fund data files and other
files storing sengtive information, such as socid security numbers, pay rates, child and
spousa abuse allegations, and medicd test results.*

12Department of Defense, Office of Inspector General, “ Defense Environmental Security Corporate
Information Management Program,” D-2001-015 (December 7, 2000).

13General Accounting Office, “Major Management Challenges and Program Risks: Department of
Defense,” GAO-01-244 (January 2001).

14General Accounting Office, “DOD Information Security: Serious Weaknesses Continue To Place
Defense Operations at Risk,” AIMD-99-107 (August 26, 1999).
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. Two cases in which employees embezzled nearly $1 million led GAO to review the Air
Force' s vendor payment system. GAO identified anumber of security weaknesses, which
leave the Air Force vulnerable to smilar thefts™

. GAQ, in an audit of the Defense Department’ s computer security procedures, discovered
that many individuas could make “ unauthorized changes to programs and datawhile
using their security privileges to disable the system’s capability to create an audit trail of
those changes” Thustheindividuds could, for example, “modify payroll records or
shipping records to generate unauthorized payments or to misdirect inventory shipments
and suppress the related system audit data to avoid detection.”*®

. The Defense Department |G identified mgjor security weeknesses in the Joint Military
Pay System. According to the |G, weaknesses don't dlow the Department to limit access
to the system or monitor use of the system’s software. These weaknesses alowed 20,000
security violaions to go uninvestigated.*’

. In an investigation of computer security at the Corps of Engineers, “GAO found
pervasive weaknesses in Corps computer controls at its data processing centers and other
Corps gtes reveded serious vulnerabilities that would alow both hackers and numerous
legitimate users with vaid access privileges to improperly modify, inappropriately
disclose, or destroy sendtive and financia data, including Privacy Act data such as socia
security numbers and other persond information among others.”*®

Clearly, information security will remain a chalenge for the Defense Department for the
foreseegble future. With an increasing reliance on computers and computer technology,
problemswill continue to grow. In fact, according to some officids, attacks on Defense
Department systems exceeded 20,000 in 1999 done. The Department will have to ensure
vigilance in protecting its infrastructure from attack.

Poor M anagement of Personnel

Gresater focusis being put on the federad government’ s problems in hiring and retaining the right
people to accomplish its misson, largely because the federd government is facing a personnd
crigs. The Defense Department is no exception. In its recent Performance and Accountability

Bpid.
8 pid.

Y Department of Defense, Office of Inspector General, “ Internal Controls and Compliance With Laws and
Regulations for the DoD Agency-Wide Financia Statementsfor FY 2000,” D-2001-070, (February 28, 2001).

18General Accounting Office, “ Financial Management: Significant Weaknesses in Corps of Engineers
Computer Controls,” GAO-01-89 (October 11, 2000).
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Searies, GAO wrote;

The Department is dealing with military personnel issues such as shortages of
junior officersfor the career force, problemsin retaining certain skills (such as
intelligence analysts, computer programmers, and pilots), and the military
services' failureto meet recruiting goals. The Department also faces significant
challenges in managing its civilian workforce. For example, the sizable
reduction in civilian personnel since the end of the Cold War hasled to an
imbalance in age, skills, and experience that is jeopardizing certain acquisition
and logistics capabilities within the Department.*

In a December 2000 |etter to the Governmentd Affairs Committeg, the Defense Department 1G
described the human capita crigs at the Department in detail. Among the problems described by
the IG were:

. Downsizing. “The deep cuts in both the military force structure and the civilian
workforce after the end of the Cold War were not accompanied by proportionate
reductions in the numbers of military force deployments or in civilian workload. On the
contrary, military operating tempo [number of missions] has been very high and there
have been indications of morae problems among both military and civilian personndl.”®

. Retirements. “The current DoD civilian workforce is largely composed of ‘ baby
boomers and the average age in many organizationsis nearly 50. The [Defense
Department] must replace the bulk of its management as they retire over the next five
years. There are serious questions about the availability of enough sufficiently trained
and tdented individuasto fill the likely management vacancies occurring across the
spectrum of [Defense Department] organizations.”

. Skillsand Training. “The pervasveness of information technology in al facets of
[Defense Department] activities and the rapid evolution of business practices necessitate
amuch more effective and aggressive gpproach to personnd training, especidly for
[Defense Department] civilians. It will be acontinuing chalenge.. . . to provide
meaningful training in flexible ways that enable individuas to keep up to speed in ther
professond fidds"#

The consequences of the Department’ s inability to hire and retain the right people are severe.

19General Accounting Office, “Major Management Challenges and Program Risks: Department of
Defense,” GAO-01-244 (January 2001).

2pepartment of Defense, Office of Inspector General, “Top Ten Management Challenges for the
Department of Defense” (December 1, 2000).

2 bid.

2|pig.
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The Defense Department |G recently testified that the Department does not have enough people
to conduct the hundreds of thousands of investigations required to grant security clearancesto
those who need them. These investigations are required to ensure that our national security
secrets don't get into the wrong hands. According to the I1G:

[ T] he Department’ s ability to comply with [f] ederal guidelines on security
clearances and to carry out the several hundred thousand investigations needed
annually for initial clearances or updates virtually collapsed during the late
1990's. The causesincluded: an ill-considered 40 percent cut in Defense Security
Service staffing, with no proportionate decrease in workload; failure of the
information system acquisition project that was supposed to facilitate productivity
improvement; poor management oversight; and initial attemptsto deal with
declining investigative productivity by arbitrarily limiting the number of

clearance investigation requests that could be submitted by managers and
commanders.®®

Acquisition M anagement

According to the Defense Department |G: “ The scope, complexity, variety, and frequent
ingtability of Defense acquisition programs pose particularly daunting management chalenges.
No mgor acquisition cost reduction goas have yet been achieved and the results of most of the
specific initiatives are il to be determined, particularly snce many have not yet been fully
implemented and are in adevelopmentd or pilot demonstration phase.”**

Smilar problems aso affect the more than $50 billion a year in services for which the Pentagon
contracts. Of these procedures, the |G reported: “An extensive audit of 105 contracting actions
for professona adminidrative and management support services showed flawsin dl of them;
government cost estimates were wrong in 77 percent of the service contract actions;, and DOD
has not been taking steps critica to ensuring that it is getting the best services at the best
prices.”?®

Specific examples of contracting problems that result from this mismanagement include the
fallowing:

. The catadlogue price of a set screw bought by the Defense Logistics Agency increased
from 5 centsin 1997 to $17.72 in 1998. Likewise, the catalogue price of a machine bolt
increased from 46 centsin 1997 to $139.83 in 1998, a mere 30,298 percent increase since

Zgtatement of Robert J. Lieberman, Deputy Inspector General, Department of Defense, Before the House
Subcommittee on National Security, Veterans Affairs and International Relations, on “ Defense Security Service:
Mission Degradation” (March 2, 2001).

Z4Department of Defense, Office of Inspector General, “Top Ten Management Challenges for the
Department of Defense” (December 1, 2000).

ZDepartment of Defense, Office of Inspector General, “ Contracts for Professional, Administrative, and
Management Support Services,” D-2000-100 (March 10, 2000).
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itslast purchasein 1976.2°

. Waste, fraud, and abuse can mean that not only dollars but the lives of service members
are at stake. Last year, the Boeing Company agreed to pay the United States up to $54
million to settle two lawsuits that dlege that the manufacturer placed defective gearsin
CH-47D “Chinook” helicopters and then sold the aircraft to the Army. The CH-47D is
used by the Army to move troops and equipment. One of its gearsfailed in flight,
causing an Army Chinook helicopter to crash and burn while on amisson in Hondurasin
1988. Five servicemen aboard werekilled. Another craft crashed in January 1991 during
Operation Desert Shield in Saudi Arabia and wastotaly destroyed. Two persons aboard
wereinjured. In another incident at Ft. Meade, Maryland, in June 1993, a Chinook
sustained over $500,000 in damage. The helicopters destroyed in Honduras and Saudi
Arabiawere vaued a more than $10 million each.”’

. The |G reviewed specific contract actions that the Defense Logigtics Agency entered into
with Hamilton Standard. These “actions’ totaed $19.0 million. According to the 1G, the
contracts with Hamilton Standard were not the most economica and effective purchasing
strategy to obtain spare parts and logistics support:

. The Defense Logistics Agency customers paid about $4.9 million, or 38
percent, more than necessary.

. The government paid $1.4 million for propeller blade hesters for the C-
130 and P3 aircraft. According to the |G, this was between 124 and 148
percent more than afair and reasonable price for the heaters.

. Warner Robins Air Force Base, where mogt of the parts are used, could
reduce costs of the partsby at least $17.1 million for fisca year 2001
through 2006 by buying reparable parts using a different type of contract.?®

%General Accounting Office, “Defense Acquisitions: Price Trends for Defense Logistics Agency’s
Weapon System Parts” (November 2000).

2'Department of Justice, “Boeing to Pay U.S. for Selling Army Defective Helicopters,” Press Release
(August 3, 2000).

ZDepartment of Defense, Office of Inspector General, “ Spare Parts and L ogistics Support Procured on a
Virtual PrimeVendor Contract” (June 14, 2000).
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V. Department of Education

Education isthe primary agency responsible for overseeing the more than $75
billion annual federal investment in support of educational programsfor U.S.
citizens and eligible non-citizens. The Department is also responsible for
collecting about $175 billion owed by students or their parents. ... The
Department’ s stewardship over these assets has been under question asthe
agency has experienced persistent financial management weaknesses.
Beginning with itsfirst agencywide audit effort in fiscal year 1995, Education’s
auditors have each year reported largely the same seriousinternal control
weaknesses, which have affected the Department’ s ability to provide financial
information to decision makers both inside and outside the agency.

U.S. General Accounting Office*

Americans rank educeation as atop nationa priority. The Department of Educetion is the primary
agency responsble for overseaing the investment of the federd government in support of U. S.
education. Education provides about 7 percent of the total resources used for elementary and
secondary education. State and loca agencies are directly responsible for e ementary and
secondary education, and the Department of Education supports and encourages their efforts.
The Department of Education aso provides billions of dollars of financid aid for post-secondary
educetion, through a combination of direct loans and guarantees of private sector loansto
Sudents and their parents, as well as through grants.

Over the years, GAO and the Education Department’s |G have reported on a number of core
management weaknesses within the Department that waste billions of taxpayer dollars and limit
the Department’ s ahility to serve the American people effectively. The worst of these problems
are concentrated in three interrelated areas:

C Student financial assstance programs,
C Fnancid management; and
C Information technology management.

Each of these problemsis discussed in more detail below.

Student financial assistance programs

The Department of Education administers grant and loan programs that hel p finance the higher
education of millions of sudents. Each year, these sudent financia aid programs provide more
than $50 billion in federd loans and grants. However, they have not adequately protected the
financid interests of the federad government and the American taxpayers.

1General Accounting Office, “Financial Management: Education Faces Challengesin Achieving Financial
Management Reform,” GAO/T-AIMD-00-106 (March 1, 2000).



The Education Department’ s student assstance programs are highly vulnerable to fraud, waste,
abuse, and mismanagement. They are one of the 23 itemsincluded on GAO's “high-risk ligt” of
the most vulnerable programs and activities throughout the federa government. Student
assstance programs were on the firgt high-risk list in 1990 and have been included in every
update since then. These programs suffer losses through intentiond fraud and abuse aswell as
loan defaults.

Fraud and abuse. Both student loan and grant programs are highly vulnerable to fraud and
abuse. They have been victimized by educationa indtitutions, banks, scam artists, and dishonest
individuas. Indeed, student assistance programs have spawned a cottage industry of criminas
who counsd students and their parents on how to obtain loans and grants fraudulently. These
people even help their “clients’ submit phony tax returns, so that they gppear to meet income
eigibility requirements. The following are some examples reported by the IG:

. Officids of CORUS Bankshares and CORUS Bank settled a fase claims suit by repaying
the government nearly $11.5 million. The case grew out of dlegations that CORUS
submitted fraudulent insurance claims on guaranteed student loans.

. CSC Credit Services settled afase claims suit for about $6.5 million. CSC Credit was an
Education Department contractor engaged in collecting defaulted student loans. It
submitted false claims for payment of commissions and incentive bonuses.

. The owners of Midland Career Ingtitute were convicted of sudent aid financia fraud and
congpiracy. They fraudulently obtained $2.3 million in Pdll grants and federdly
guaranteed student loans.

. Nine individuads were indicted in Miami, Horida, for fdse clams and money laundering
involving student aid fraud. They recruited “college students’ from a population of
elderly resdents of asenior citizenshome. The seniors had participated in some crafts
classes, which the defendants fraudulently passed off as qudifying for Pell grants?

Another notorious case of crimind student aid fraud drew recent publicity when former President
Clinton commuted the sentences of the perpetrators. The Education 1G described this case as
followsin Congressond testimony last year:

In October 1999, four New York men were sentenced for their rolesin a Pell

grant fraud scheme. The defendants were convicted on a indictment charging
conspiracy, program fraud, false statements, wire fraud, mail fraud and tax fraud
in connection with postsecondary programs that they falsely claimed to be
administering. Judge Barbara Jones noted that the serious and sophisticated
long-term fraud committed against the Department warranted substantial periods
of incarceration and also ordered the men to make restitution of $11 million to
the Department. Judge Jones stated that the $11 million loss to the Department’s

2 Department of Education, Office of Inspector General, “Semiannual Report to the Congress’ (September
30, 2000), p. 9-12.
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Pell grant program was a very conservative estimate since it related to losses
associated with only one of the fraudulent educational programs administered by
the defendants.®

Student loan defaults. Although the student loan default rate has declined to 6.9 percent in fiscal
year 1998, student |oan defaults till cost the federal government billions of dollars each year—
$4.3 hillionin fiscd year 1999 done and more than $28 billion in the last 10 years. Also, GAO
has raised some cautions about the decline in student |oan default rates. First, GAO suggests that
the downward trend may be more attributable to the strong economy of recent years than to
management improvements. Therefore, the trend may be reversed if the economy weekens.
Second, GAO reports that the calculation method used by the Education Department understates
the default rate*

Student loan default losses are made worse by the Department’ s laxity in forgiving student loan
repayment obligations. The magnitude of this problem is unknown. However, snce October
1999, the |G has recovered more than $1 million in restitution for improper student loan
discharges. For example:

C In May 2000, two doctors, aso brothers, were convicted of fraud for having their medical
student loan obligations of over $40,000 discharged. They claimed to be disabled, one
confined to his home and the other wheelchair-bound. However, |G investigators
observed the brothers riding bicycles and swimming at the beach. The investigation
reveded they had submitted disability claims that were Signed by a non-existent physician
and accompanied by |etters from a non-existent lawyer.®

Clearly, the Department needs to do a better job of protecting the American taxpayers from the
types of fraud and error described above. In particular, it needs to implement some specific
actionsthat it has neglected up to now. The IG recommended that the Department develop a
method to estimate how much it loses each year in improper payments® Experience
demondtrates that disclosing improper payment levels fixes atention on them and helps spur
improvements. Thus far, the Department has faled to act on this recommendation.

Also, the Department has failed to implement a 1998 law intended to dlow it to verify with the

3Lorraine Lewis, Inspector General, Department of Education, Statement before the House Budget
Committee Task Force on Education (May 24, 2000), p. 3-4.

“General Accounting Office, “High-Risk Series: An Update,” GAO-01-263 (January 2001), p. 174-175.

®Lorraine Lewis, Inspector General, Department of Education, Statement before the House Budget
Committee Task Force on Education (May 24, 2000), p. 6.

8U.S. Department of Education, Office of Inspector General, “Semiannual Report to Congress’ (September
30, 2000), Inspector General’s Message to Congress.
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Internd Revenue Service income information submitted by student aid gpplicants. A
bureaucratic impasse has devel oped between Education and IRS over how to implement the law,
or even whether the law can be implemented in its present form. The |G ligts the need to resolve
this impasse as one of the Department’ s top management challenges.” GAO likewise has
stressed the importance of this data verification. Neither the Department nor the academic
indtitutions that check the accuracy of student financia aid gpplications currently have access to
data sources to independently verify most gpplicants family income. While Education’s
verification procedures, such as computer checks, can detect mistakes on gpplications, they
cannot identify students who intentionaly under-report family income?®

Financial management

The vulnerabilities of the student assistance programs to fraud and abuse slem primarily from the
Department’ s financid management weeknesses. The Department lacks the financid

information systems and accounting controls needed to manage these programs effectively and to
maintain the integrity of their operations. Both GAO and the |G have reported year after year on
largdy the same financid management problems The Department continues to face serious
financid management problems that hinder its ability to (1) obtain timely and complete financid
information; (2) decrease vulnerability to fraud, waste, and mismanagement; (3) ensure adequate
accountability to taxpayers; (4) manage for results; and (5) help decision-makers make timely

and informed judgements.

With the exception of fiscd year 1997, the Department of Education has not received an
unqudified or “clean” opinion on itsfinancid statements Since its first agency-wide audit. Thet
means it can’t even baance its books once ayear. Needlessto say, it can’t manage its money on
aday-to-day basis ether. According to GAO, these financid management weaknesses make the
student financid aid programs increasingly vulnerable to fraud, waste, and mismanagement.®

The 1G has found many cases that prove this point. For example:

C In October 1999, the Department’ s systems generated several duplicate payments. One
was a $19 million double payment of grant funds. The other involved $125 millionin
duplicate payments to about 48 grantees. In December 1999, the Department made about
$ 664,000 in duplicate payments to 51 schoals, and another $6 million double payment to

"Department of Education, Office of Inspector General, “Top Ten Management Challenges for the
Department of Education” (December 8, 2000).

8General Accounting Office, “Major Management Challenges and Program Risks: Department of
Education,” GAO-01-245 (January 2001), p. 18.

General Accounting Office, “Major Management Challenges and Program Risks: Department of
Education,” GAO-01-245 (January 2001), p. 12-13.
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asingle school.*°

These errors were eventudly identified and corrected, but one wonders how many double
payments and Smilar errors are never caught.

The lack of adequate financid controls aso can encourage fraud schemes and other improper
actions by the Department’ s own employees. For example, the |G discovered dmost $1 million
was paid in schemes by the same employees.

C Three Department employees used government funds to purchase goods worth over
$300,000 for their persond use. These goodsincluded computers, computer software,
cordless telephones, compact disc players, and a61-inch televison. The same employees
were aso paid about $634,000 for hours they fraudulently claimed to have worked.™*

The reaults of the Education Department’ s financid audit for fiscal year 2000 wererdeased in
early March 2001. Once again, the Department failed to get a clean opinion. Once again, the
auditors identified a number of internd control and accounting glitches by the Department. They
included ligting $900 million as an asset ingtead of aligbility and being unable to find $56

million that was missing from three gppropriation accounts.'”

Poor financid management and the fraud, waste, and abuse it causes impose red burdens on
education programs. The |G recently estimated that the Education Department lost at least $450
million to fraud, waste, and abuse over the last three years.™ To put this figure in perspective,
$450 million over three yearswould (1) pay for 194,721 Pdll grants, (2) supply the fundsto
increase the Charter School Program by amost 80 percent, or (3) more than double the amount
of grantsto states under the Safe and Drug Free Schools Program.

| nfor mation technology management

According to the I1G, two of the 10 most serious management problems at the Education
Department relate to information technology management.** One is the Department’ s failure to

19 orraine Lewis, Inspector General, Department of Education, Statement before the Oversight
Subcommittee of the House Committee on Education and the Workforce (September 19, 2000), p. 3.

Hipid., p. 8.

2Department of Education, “Financial Statements Report for Fiscal Y ear 2000: Ernst & Y oung Report to
the Inspector General on Internal Controls’ (January 26, 2001), p. 6, 9.

Michael Fletcher, “Education Audit Finds $450 Million Misused; Agency’s Problems Persist, Panel
Told,” The Washington Post (April 4, 2001).

YDepartment of Education, Office of Inspector General, “Top Ten Management Challenges for the
Department of Education” (December 8, 2000), Enclosure, p. 2.
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comply with the Clinger-Cohen Act of 1996. This law requires agencies to adopt specific
practices to improve their management of informeation technology—including the acquistion,
use, and disposdl of information technology resources. The Department has yet to fully
implement three key requirements of the Act relating to capita planning and investment control
process, a sound and integrated information technology architecture, and the information
resource management knowledge and skills of agency personnd.

The second problem is computer systems security. In a February 2000 report on security for the
Department’s 14 misson-critica information technology systems, the 1G found significant

control weaknesses, including the lack of required security plans, reviews, and awvareness
training. These weaknesses collectively condtitute a Sgnificant threet to the security of the
Department’ s information technology systems and the datathey contain. The |G found thet the
Department needs to strengthen controls to enhance overal accountability and security for its
Department-wide network called “EDNet.” The IG dso found that the Department has not taken
sufficient actions to implement a Presidentid directive on computer security.*®

Computer security is aso a government-wide problem on GAO's high-risk list. GAO has
reported on specific computer security problems a the Education Department. Specificaly,
GAO found that “continued weaknesses in information systems controls increase the risk of
disruption in services and make Education’ s loan data vulnerable to unauthorized access,
inadvertent or ddliberate misuse, fraudulent use, improper disclosure, or destruction, dl of which
could occur without detection.”®

5Ibid., Enclosure, p. 2-3.

General Accounting Office, “Major Management Challenges and Program Risks: Department of
Education,” GAO-01-245 (January 2001), p. 15.
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V. Department of Energy

For years, we and others have reported on problems with [the Department of
Energy’ 5] contract management, which we have defined broadly to include
contract administration and project management. These problems have
included noncompetitive awards, cost and schedule overruns, inadequate
oversight of contractors' activities, an over-reliance on cost-reimbursement
contracts, and an inability to hold contractors accountable.

Over the past several years, GAO, Congressional Committees, and others have

guestioned [the Department’ s] management practices and effectivenessin
carrying out its missions. . . .2

U.S. General Accounting Office

The Department of Energy is respongble for maintaining the safety and rdiability of the nation’s
nuclear weapons cgpabilities, cleaning up the contamination resulting from prior nuclear
wegpons activities, fostering a rdiable and sustainable energy system, and promoting U.S.
leadership in science and technology. The Department has more than 50 mgor facilitiesin 35
dates. It contracts for the management and operation of its mgor facilities—including its
national |aboratories, nuclear wegpons production facilities, and those facilities undergoing
environmenta cleanup—and has more than 100,000 contractor employees &t its facilities.

The Department was created in 1977. In doing so, Congress brought together most of the
government’ s energy programs and defense responsibilities. During the last decade, the
Department conducted or commissioned severd studies concerning the missons and

organization of its nationa laboratories. According to the GAO, however, “[the Department] has
not aways implemented reform recommendations and has been dow in acting on others.™

Others have been even more critica of the Department. On June 14, 1999, a high-level White
House pandl condemned the Department as a“dysfunctional bureaucracy that has proven it is
incapable of reforming itsaf” and called for the nation’s nuclear laboratories to be placed under
separate management. The panel, drawn from President Clinton’s Foreign Intelligence Advisory
Board, was asked to investigate charges that the Department had failed to protect nuclear secrets
after the disclosure that Wen Ho Lee was suspected of passing classfied information to China
The pand’s public report gave only afew examples of security |gpses found because of the
confidentid nature of the investigation:

! General Accounting Office, “High-Risk Series: An Update,” GAO-01-263 (January 2001), p. 200.

2 General Accounting Office, “Major Management Challenges and Program Risks: Department of Energy,”
Performance and Accountability Series, GAO-01-246 (January 2001), p. 6.

3General Accounting Office, “Major Management Challenges and Program Risks: Department of Energy,”
Performance and Accountability Series, GAO/OGC-99-6 (January 1999), p. 1.



A Department employee was dead for 11 months before department officias noticed that
he 4till had four secret documents signed out.

Anillegd telephone wiretap was discovered a one of the nuclear labs. An employee
confessed to ingalling it but was not prosecuted.

As of June 1999, foreign citizens, including some from “sendtive’ countries, could il
connect their computers to the nuclear labs unclassified computer networks via
telephone, without monitoring by the labs.

The report dso stated: “Organizationd disarray, manageria neglect and a culture of
arrogance—hoth at Energy Department headquarters and the labs themsal ves—conspired
to create an espionage scanda waiting to happen.™

In addition to security problems, the Department has a notorioudy poor record for managing
large, technical projects. In 1996, GAO reported that the Department had begun 80 major
projects since the mid-70's. Of those, 15 were completed, but most were finished behind
schedule and with cost overruns; 31 projects were terminated prior to completion after spending
over $10 hillion; and 34 projects were ongoing, but cost overruns and schedule dippages had
occurred on many of the projects® Since 1996, Department of Energy dataindicate that 6
additional projects are experiencing cost overruns and/or schedule dippages.

Weaknesses in human capita have contributed grestly to this problem.

In 1993, GAO indicated that, “[w]ork force wesknesses, including a shortage of technical
and adminigtrative skills and inadequate management support systems, gill impede [the
Department’ ] ability to properly administer contract management changes.”

In 1997, GAO dated: “DOE’ s lack of technica expertise to oversee the design,
congruction, and operation of its mgor system acquisitions. . . has been chronicled since
DOFE'searly years. A 1981 DOE task force and a 1987 report by the National Research
Council both noted DOE’ s lack of technical capabilities and expertise. A March 1996
report by the Defense Nuclear Facilities Safety Board echoed those same concerns.
Throughout a series of management reviews of DOE that began in 1991, many DOE
managers told us that the lack of skilled staff in program, project, and contracting
oversight positionsis one of the most fundamenta problems in the Department.””

* Doyle McManus and Bob Drogrin, “Nuclear Security Panel Assails Energy Department,” Los Angeles

Times (June 15, 1999), p. AL

® General Accounting Office, “Department of Energy: Opportunity to Improve Management of Major

System Acquisitions,” GAO/RCED-97-17 (November 1996).

® General Accounting Office, “Department of Energy: Management Problems Require aLong-Term

Commitment to Change,” GAO/RCED-93-72 (August 1993), p. 5.

" General Accounting Office, “Department of Energy: Improving Management of Major System

Acquisitions,” GAO/T-RCED-97-92 (March 6, 1997), p. 5.
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. In 1998, GAO reported: “[The Department] has had difficulty managing other large
projects. Our past reviews have shown a consistent pattern of poor management and
oversight by [the Department of Energy].”

. In 1999, GAO dated: “[I]nadequate technica and managerid skills have resulted in
higher costs and delays. For example, according to [the Department], the Defense Waste
Processing Facility in South Carolina cost about $900 million more than planned and
opened about 6 years late, in large part because the project’ s managers lacked experience
with large-scale technology projects and did not focus sufficient attention on technica,
indtitutional, or management issues.”

. In 2000, GAO reported: “[ The Department] acknowledges that its managersin
headquarters and at the Laboratory site office did not properly oversee [the Nationa
Ignition Facility] and, as aresult, remained unaware of mgjor cost and schedule problems
until severd months after Laboratory managers had first documented them.”*°

In addition, on November 28, 2000, Gregory Friedman, the Department’s |G, provided Chairman
Thompson with an assessment of the most serious management chalenges facing the

Depatment. ThelG isrespongble for identifying fraud, waste, abuse, and inefficiency within

the agency. According to Mr. Friedman, the chalenges, which are discussed below, “warrant
increased emphasis or gppear to have reached a heightened leve of urgency”:**

. The National Nuclear Security Adminigiration;

. Contract adminigiration;

. Environmenta remediation (including radioactive waste storage);
. Human capitd,;

. Information technology;

. Infrastructure;

. Property controls and asset inventories,

. Safety and hedlth; and

. Security.

The National Nuclear Security Administration

8 General Accounting Office, “Nuclear Waste: Department of Energy’ s Hanford Tank Waste Project—
Schedule, Cost, and Management Issues,” GAO/RCED-99-13 (October 1998), p. 18.

9 General Accounting Office, “Major Management Challenges and Program Risks: Department of Energy,”
GAO/OCG-99-6 (January 1999), p. 15.

10 General Accounting Office, “National Ignition Facility: Management and Oversight Failures Caused
Magjor Cost Overruns and Schedule Delays,” GAO/RCED-00-271 (August 2000), p. 16.

1 Department of Energy, Office of Inspector General, “Top Ten Management Challenges for the
Department of Energy” (November 28, 2000).
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The Nationd Nuclear Security Administration was established in March 2000 as a semi-
autonomous agency within the Department to adminigter its nationa security functions. Itis
intended to provide clear and direct lines of accountability and responsbility for the management
and operation of the nation’s nuclear wegpons, nava reactors, and nuclear nonproliferation
activities. Aswith the establishment of any new enterprise, the administration faces a number of
chdlenges. Logistica and organizationa issues must be resolved; expectations, respongibilities,
and authorities must be established; and human capita issues must be addressed. Further, the
agency has anumber of mgor policy issuesit must address. Many of those issues—notably
contract adminigtration, security, infrastructure, and information technol ogy—represent
management chalengesto the agency, aswell as to the Department.

Contract Adminigtration

In 21999 report, the Department stated that it had reformed its contracting practices, which had
been largdly unchanged for more than 50 years. However, based on observations and reviews
conducted since 1994, the |G concluded that many of the Department’ s contract reform goals
have yet to be achieved. For example, while incentives have been included in most contracts,
reviews have disclosed systemic wesknesses in the way these incentives have been administered.
Ongoing reviews have disclosed continuing problems associated with performance-based
incentives and fees for contractors a major Department facilities. Since $13 hillion of the budget
of the Department is spent by its mgor contractors, improvements in contracting practices
represent one of the greatest opportunities for enhancing the economy and efficiency of
operations. Within the last year, the |G disclosed severa ingtances where certain contracting
practices were not in the government’ s best interests:

. The University of Cdifornia used $24,000 in contract funds to conduct a poll to “gauge
public awareness and impressions’ of Lawrence Livermore National Laboratory
concerning unfavorable press coverage.*

. Only one of the four contractors audited by the |G had properly determined whether it
would be better for the Department to make or buy certain items. Had the determinations
been made for al four cases, the Department could have saved over $5 million.
According to the |G, “[slubstantid additiond savings are possible if the make-or-buy
concept isfully adopted at al Department Sites.”  Unfortunately, these determinations are
not being made because the Department’ s procurement officia's have not adequately
monitored contractor implementation of the program.*™

. The Department’ s Richland Operations Office alowed the contractors to use an off-gte
|aboratory to andyze groundwater samples rather than directing them to use aless
expendve on-Ste |aboratory with the same testing capability. Asaresult, Richland

12 Department of Energy, Office of Inspector General, “Semiannual Report to the Congress” (September
30, 2000), p. 29.

13 Department of Energy, Office of Inspector General, “ Semiannual Report to the Congress,” (March 31,
2000), p. 19.
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incurred unnecessary costs of approximately $550,000.1

In 1994, the Department replaced its standard management and operating contract with a new
performance-based contract. The new contract included incentives to improve performance
and/or reduce costs. An audit of 13 programs at the |daho Engineering and Environmental
Laboratory revealed that contractors were getting paid for improved performance even though
performance was not actudly improving:

For some incentives, performance declined or was unchanged. For others,
performance improved but the improvement was over stated, was compensated
twice, could not be directly linked to actions taken by [the contractor] during the
incentive period, or carried a disproportionately high fee. For still others, [the
contractor] could not demonstrate any reduction in costs*®

Environmental Remediation (including Radioactive Waste Storage)

The Department’ s effort to address the environmental consequences of its nuclear weapons
mission has been recognized as the largest remediation program of itskind ever undertaken. The
Department reportsthat it is respongble for cleaning up 113 geographic sites located in 30 states
and oneterritory. Sitesrange in size from as smdl as afootbdl field to larger than the state of
Rhode Idand. Cleaning up the entire nuclear weapons legacy will take severd decades and,
according to the Department’ s most recent estimate, cost about $230 billion. The magnitude of
the cleanup effort, dong with its technical complexities and uncertainties, ensures that it will
remain a Departmental challenge for the foreseegble future. While the Department has made
progress in defining the cleanup effort, estimating its scope, and prioritizing individua projects,
increased management attention is needed to achieve intended environmentd cleanup gods.

. The Department currently estimates thet it will cost $47 hillion to clean up radioactive
waste in tanks a Hanford, Washington. This reflects an increase from an earlier estimate
of $30 to $38 hillion. In 1993 and 2000, the I1G studied the management of the clean-up
project. Both studies concluded that the project lacks a comprehensive project
management plan, even though the Department has dready spent $3.8 hillion on the
project.*

. During another audit, the |G found that “ineffective management and insufficient
overdght” increased the cost and delayed the schedule for an environmenta cleanup.
Specificdly, the decontamination and decommissioning of three large uranium

1 1pid., p. 9.

15 Department of Energy, Office of Inspector General, “Semiannual Report to the Congress” (September
30, 2000), p. 26.

18 Department of Energy, Office of Inspector General, “ Semiannual Report to the Congress” (March 31,
2000), p. 8.
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enrichment buildings a the Department’ s East Tennessee Technology Park was two years
behind schedule and $94 million over budget.'’

Human Capital

Due to aweskened workforce, the Department faces mgjor problems fulfilling its duties in the
near future. Since 1995, the Department has decreased its staff from 13,640 to 10,027 through
reductionsin force, buyouts, and atrition. During this period, the average age of employees
increased from 44 to 48. Fully 34 percent of the staff will be digible to retire in the next 5 years.
Separations exceed hiresby dmost 3to 1. Some of the Department’s mgjor contractors have
experienced smilar losses. '8

The Department should develop and implement a plan to preserve the nuclear weapons program
knowledge base, including capturing information that could be provided only by retiring wespons
experts. The Department has taken steps to “reinvigorate’ its knowledge and records
management and has developed a comprehensive approach to preserving the nuclear weapons
program knowledge base. Whileit is evident that management recognizes the seriousness of its
human capita problem, the need for action to ensure that the Department has the technicd,
scientific, and management resources it needs to mest its mission requirements has become
critical.

The difficulties being experienced a the Nationd Ignition Facility illugtrate this problem. The
Nationd Ignition Facility isastadium-szed laser facility thet isintended to smulate in a
laboratory the conditions created in nuclear explosions. According to GAO, “[contractor]
management and Department oversight failures led to mgor cost overruns and schedule delaysin
the congtruction of [this] new state-of-the-art facility.”° In August 2000, GAO reported that the
$3.5 hillion facility would not be completed until 2008—more than $1 billion and 6 years later
than origindly estimated. Equaly important, they noted that “[neither the Department’ s
headquarters staff nor field managers had the skills to oversee the management and technica
complexities of thislarge project, and the field aff did not have technical proficiency in laser
operations.”*

| nfor mation Technology

17 Department of Energy, Office of Inspector General, “Semiannual Report to the Congress” (September
30, 2000), p. 19.

18 Department of Energy, Office of Inspector General, “Top Ten Management Challenges for the
Department of Energy” (November 28, 2000).

19 General Accounting Office, “Major Management Challenges and Program Risks: Department of
Energy,” Performance and Accountability Series, GAO-01-246 (January 2001), p. 15.

20 hid., p. 19.
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Since 1996, ten audit reports have been issued identifying problems associated with the
Department’ s management of $1.6 billion in annua informeation technology expenditures.
Recent audits indicate that the Department does not have an effective investment strategy for
information technology.

. The Department spent at least $38 million developing duplicative information systems.
Also, “[duplicative] sysems existed or were under development at virtudly dl levels
within the Department.”**

. The Department “failed to take advantage of enterprise-wide software contracts that could
have saved nearly $40 million on just one of its desktop software suites.”?

. Two contractors, Westinghouse Savannah and the University of Cdifornia, could not
implement integrated business information systems because they did not follow
established federal and Departmentd guiddines. Westinghouse terminated its project
after investing 9 months and $11.5 million; the Universty of Californiaterminated its
project after spending over 2 years in development and $3.6 million.?®

Equally important, the Department is using its technology inappropriately. 1n October 2000, the
Department’s Ames Laboratory was found to use information-collecting devices caled “ cookies’
on its Web ste without informing the public. This practice wasin violaion of government

policy on privacy not only because the cookies were “ persstent” cookies, meaning that they
could track computer users over time, but also because the Ames Laboratory Web ste had failed
to post a privacy policy of any kind.?*

| nfragtructure

The condition of the Department’ sinfrastructure is deteriorating rapidly. Some Stockpile
Stewardship Plan milestones and goals have dipped, restoration costs have increased, and future
nuclear weapons production work is at risk.

. In September 2000, the |G reported: “[T]he Department planned to dismantle 328 retired
weapons at [the] Pantex [Plant] during Fiscal Year 1999. However, only 207 were
completed partly due to roof leaks, attributed to delayed repairs and preventive
maintenance that resulted in stlanding water in some Pantex operating bays. The leaking

21 Department of Energy, Office of Inspector General, “Top Ten Management Challenges for the
Department of Energy” (November 28, 2000).

22 |bid.

2 Department of Energy, Office of the Inspector General, “ Semiannual Report to Congress’ (September
30, 2000), p. 32.

24sSenate Governmental Affairs Committee Press Release, “ Administration Compromises Citizens' Privacy:

Thompson Reveals Agency Policy Violations and Breaches of Computer Security That L eave Citizen Privacy at
Risk” (October 20, 2000).
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roof caused a dismantlement work stoppage.”*
Furthermore, the Department has not implemented its critical infrastructure protection plan. Asa
result, the Department faces increased risk of damage to cyber-rdated critica infrastructure that
could adversdly impact its ability to protect critica assets and deliver essentia services.

Property Controls and Asset | nventories

The Department has extensive inventories of nuclear and non-nuclear materias that may no
longer be needed. Not only could the funds spent to store, secure, and handle these materids be
put to better use, some of the materias pose potentialy serious safety and hedlth problemsin
their current locations.  In March 2000, the Secretary announced an initiative to “clean out the
attic” of unneeded and unused property. Since then, Department managers have been working to
deploy a number of new processes, including on-line auctions, to ded with thisissue. Despite
renewed attention to this longstanding problem, the IG has reported sgnificant deficienciesin
controls over the disposal or sale of government property:

. Rocky Hats Environmentd Technology Site and its contractor “failed to properly dispose
of and account for weapons parts.” According to the |G, this occurred because Rocky
Flats failed “to require its operating contractor to maintain an accurate inventory or to
require screening of parts prior to disposal.”*

. A contractor at the Savannah River Site “failed to comply with Department and Savannah
River Ste requirements for disposal of surplus computers.” The Savannah River
contractor failed to clear stored information, including sengtive unclassified informeation
and Unclassified Controlled Nudlear Information, from surplus computers.®’

Safety and Health

Ensuring the safety and hedlth of its workforce and the public is one of the Department’s most
difficult long-term chalenges. Safety and hedlth issues encompass dl activities relating to the
identification, testing, handling, labeling, cleanup, storage, and disposdl of radioactive and
hazardous waste.

The Department has had atroubled history when it comesto thisissue. In 1999, for example,
GAO dated: “In 1995. . . a[Department of Energy] advisory committee concluded thet the

25 Department of Energy, Office of Inspector General, “Management of the Nuclear Weapons Production
Infrastructure,” DOE/I G-0484 (September 2000), p. 4.

26 Department of Energy, Office of Inspector General, “ Semiannual Report to the Congress” (September
30, 2000), p. 13.

27 bid., p.17.
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widespread environmenta contamingation a [the Department’ 5] facilities and the immense costs
associated with their cleanup is evident that self-regulation hasfailed. 1n 1998, the Defense
Nuclear Fecilities Safety Board, an independent group that overseas but has no regulatory
authority over [the Department’ 5 defense facilities, criticized the Department for failing to
correct worker health and safety hazards.”?®

There has even been recent crimina misconduct regarding safety and hedlth issues. One of the
Department’ s subcontractors mixed hazardous materia s with non-hazardous/non-regulated paint
waste materid. The subcontractor was sentenced to three years probation and fined for the
trestment of hazardous waste without a permit and for trangportation of hazardous waste without
the required paperwork.?

Security

Recent incidents indicate that security has not been given the necessary priority and attention
within the Department and its laboratories. One of the objectives of the Department is ensuring
that its nuclear wegpons, materias, facilities, and information assets are secure through effective
safeguards and security policy, implementation, and oversight. The Department spends over $1
billion per year for physica and personnd security. In the padt, reviews have identified
weaknesses in the Department’ s protection of nuclear weapons-related information. Lapsesin
security were frequently cited during the debate leading to the creation of the National Nuclear
Security Adminigtration. Based on the following examples, improvements in security operations
are il needed.

. “Management officids of the Albuquerque Operations Office changed annua security
survey ratings for Los Alamos National Laboratory without documented rationale for
such changes. Furthermore, Los Alamos Nationa Laboratory personnel believed that
they had been pressured by management to change security self-assessments.”*

. Another ingpection identified sgnificant problems in the manner in which security plans
were reviewed and quality assurance issues were closed. |G reviews have dso identified
Security wesknesses rdating to information technology. One audit of Sx Stes disclosed
sgnificant weaknesses that increased the risk a al Sites that unclassified computer

28 General Accounting Office, “Major Management Challenges and Program Risks: Department of
Energy,” Performance and Accountability Series, GAO/OCG 99-6 (January 1999), p. 17.

2Department of Energy, Office of the Inspector General, “Top Ten Management Challenges for the
Department of Energy” (November 28, 2000).

30 Department of Energy, Office of Inspector General, “ Semiannual Report to the Congress” (September
30, 2000), p. 18.
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networks could be damaged by mdicious attack.®*

31 Department of Energy, Office of Inspector General, “Top Ten Management Challenges for the
Department of Energy” (November 28, 2000).
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VI. Federal Emergency Management Agency

Much work isleft to be done to ensure that businessis carried out in an
economical and efficient manner and appropriate results are achieved.

George Opfer
Inspector General
Federal Emergency Management Agency *

The Federa Emergency Management Agency is the federal agency charged with responding to
nationd emergencies. It works in partnership with groups such as state and local emergency
agencies, fire departments, other federa agencies, the American Red Cross, and other volunteer
organizations. It helpsto develop disaster mitigation programs, and to meet the needs of people
and infrastructure when mgjor disasters occur.

The U.S. Fire Adminigtration and the Federd Insurance Administration are dso under its
jurisdiction. The Fire Adminigtration supports the nation’ s fire service and emergency medica
service communities with training, public education, and research in fire protection technologies
and emergency response procedures. The Federa Insurance Adminigtration makes insurance
available to resdents and businesses in communities that participate in the national Hood
Insurance Program.

The Federd Emergency Management Agency faces a number of systemic and long-standing
management problems. On December 1, 2000, |G George J. Opfer provided Chairman
Thompson with an assessment of the most serious management chadlenges facing the agency.
The most serious chdlenges that the 1G identified are listed below and discussed in the following
sections:

. Financid management;

. Information technology managemert;
. Grants management;

. Disagter response and recovery;,

. Nationa Security Support Program,;
. Flood Insurance Program; and

. Mitigation Program.

In addition to these systemic problems, other studies have identified cases of either crimind or
inappropriate behavior on the part of individuas.

. A former cabinet member of the Virgin Idands government was convicted of filing fase
cdamsfor disagter-rdated expenses. The officid hired a contractor without competitive
bidsto repair the roofs of two different buildings that had been damaged as aresult of

! Federal Emergency Management Agency, Office of Inspector General, “Top Ten Management
Challenges for the Federal Emergency Management Agency” (December 1, 2000).



Hurricane Marilyn. The contractor did not repair either roof, but submitted invoices that
the cabinet member certified and approved.?

. A contractor company pleaded guilty to conspiracy to defraud the agency. Specificaly,
the contractor was submitting fraudulent claims for work following Hurricane Andrew.
The fraudulent daims contained fase time sheet entries for fictitious employees, fase
entries for equipment not used as reported and fa se time sheet entries verifying inflated
work hours of employess. ?

Financial M anagement

Much more must be done to ensure that the Federa Emergency Management Agency can
produce timely, accurate and relevant financia information to support program management and
accountability decisons. The audit of the agency’ sfiscd year 2000 financia statements again
reveded Sgnificant deficiencies. To overcome these deficiencies, “employees and contractors
had to engage in intensive efforts requiring expengve and time-consuming manua procedures to
develop rdigble information.” The audit continued: “Based on these deficiencies and their
impact on the [agency’ g ability to generate timely, rdiable, and condstent financia information,
[the auditors] concluded that the [agency’ §| financid management system did not substantialy
comply with [flederd . . . requirements.™

I nformation Technology M anagement

The agency relies heavily on computers and other information technology to accomplish its
mission and, like the rest of the government, faces challengesin thisarea. Ladt year, areview of
federal agency compliance with the Clinger-Cohen Act found that many agencies were not fully
complying with the law and therefore, were not conducting cost/benefit analyss before investing
in computer systems. Also, most agencies were not managing information technology for
performance or results. The agency relies heavily on computersto provide servicesto disaster
victims but seems to be making a hdfhearted attempt at complying with thisimportant
information technology management law. In fact, the report found that the agency does not have
acagpitd planning and investment process in place as required by the law and therefore is not
conducting cost/benefit andlysis before investing in computer systems.®

2 Federal Emergency Management Agency, Office of Inspector General, “ Semiannual Report to the
Congress’ (September 30, 2000), p. 11.

3 Ibid., p. 12.

* Federal Emergency Management Agency, Office of Inspector General, “ Auditor’s Report on FEMA's
Fiscal Year 2000 Financial Statements’ (March 1, 2001).

®Investigative Report of Senator Fred Thompson, Chairman of the Committee on Governmental Affairs,
United States Senate, “Federal Compliance with the Clinger-Cohen Act” (October 2000).
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In addition, recent reports show that the Federd Emergency Management Agency’ s operations
and assets are very vulnerable to computer hackers. For example, aformer employeeillegaly
accessed the agency’ sinternal computer system on three separate occasions.® Whilethe
government has been taking steps to address the issue, it is not keeping pace with the growing
threat. Last Congress, anew law, the Government Information Security Act, was passed as part
of the fiscd year 2001 Defense Authorization Act in hope that agencies like FEMA would
devel op agency-wide computer security programs to protect government computers and the
information contained in them. A recent audit found that the agency had not identified dl of its
critical information-based assets, was significantly behind schedule in conducting tests of how
vulnerable these assats are; and did not even know how much it would cost to actudly protect
these critica assats.

Findly, the Federd Emergency Management Agency is behind schedule on an analyss of its
requirements for an improved flood insurance processing system. Consequently, it continuesto
rely on outdated technology to process and maintain flood insurance policies.”

Grants M anagement

The agency needs to address problems with the money it gives out in the form of grants. When
providing disaster assstance grants, it usually awards a single grant to the state emergency office
in the state where the disaster occurred. The state emergency office then divides the grant into
smal pieces and givesit to other State agencies, loca governments, and private non-profit
organizations. The state emergency office is repongble for awarding, disburang, and
monitoring the disaster assstance funds.

The |G audited 17 state emergency management offices over the last three years to see whether
they were properly managing their grants. They identified a number of recurring problems:

. The Maryland Emergency Management Office did not “properly monitor subgrantee
activities” or properly close out complete programs.®

. The Missssppi Emergency Management Office did not “obtain progress or financid
status reports from subgrantees,” “monitor subgrantees progress toward project
completion in atimely manner,” or have asystem in place “to prevent excessve

® Federal Emergency Management Agency, Office of Inspector General, “ Semiannual Report to the
Congress’ (March 31, 2000), p. 16.

"Federal Emergency Management Agency, Office of Inspector General, “Top Ten Management Challenges
for the Federal Emergency Management Agency” (December 1, 2000).

8 Federal Emergency Management Agency, Office of Inspector General, “ Semiannual Report to the
Congress’ (September 30, 2000), p. 8.
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payments’ to certain recipients.’

. The Nebraska Emergency Management Agency made “incorrect caculations and
payment of adminidtrative alowances to subgrantees’ and “reimbursement to a
subgrantee for unallowable costs.”*°

. The Washington State Emergency Management Office failed to recoup and return invalid
payments to the Federa Emergency Management Agency.™

. A disagter claim from the Georgia Board of Regents included “unsupported charges,
excess land acquisition and development costs, charges covered by insurance, indligible
project management costs, and unreasonable contract charges.”?

. The Pennsylvania Department of Trangportation claimed “ specific charges under both
large and smdll projects that were unauthorized, unsupported, alocable to another
[flederd grant program, excessive, and duplicative in nature.”*

. The North Carolina Department of Trangportation claimed “ excessve overtime sdary
and fringe benefit charges, indigible regular-time sdaries, duplicative funding,
unsupported costs, and unauthorized work."*

Disaster Response and Recovery

The management of the Disaster Response and Recovery Program continues to be one of the
Federd Emergency Management Agency’s largest chalenges. The number of federally declared
disasters continues to increase, making it critica that the agency reduce disaster response and
recovery cogs, better manage its disaster workforce, ensure the integrity of its many financia
assstance programs, and improve program service ddlivery. It has begun initiatives to address
these problems. The effectiveness of the initiatives, however, has yet to be examined.®

Another areawhere problems remain is debrisremova. The agency needs to improve its
controls over the Debris Removal Program to prevent serious fraud, waste, and abuse. If left
unchecked, the |G warns that “the abuse within the Debris Remova Program will detract from or

° Ibid., p. 8.
10pid., p. 9.

1 Federal Emergency Management Agency, Office of Inspector General, “ Semiannual Report to the
Congress’ (March 31, 2000), p. 8.

2 pid.

13 1pid.

% bid.

Federal Emergency Management Agency, Office of Inspector General, “Top Ten Management
Challenges for the Federal Emergency Management Agency” (December 1, 2000). One such initiative being

examined involves turning over the management of small disasters to states.
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overshadow the improvements that [the agency] has made in its disaster response and recovery
programs.”®

National Security Support Program

In 1995, the agency was assigned the lead federd agency responsibility for developing and
maintaining a nationa Strategy to combat domestic terrorism. In May 1999, GAO reported that
FEMA’s domestic consegquence management exercise program was not well developed.” In
more recent reports and testimonies, GAO reported that terrorism preparedness training programs
are sometimes duplicative and not well coordinated among the various federa agencies with
terrorism-preparedness responsbilities. Although the agency has taken steps to begin addressing
these issues, itsrole in terrorism-related preparedness and consequence management needs to be
monitored.*®

Flood | nsurance Program

The Nationd Food Insurance Program presents a formidable management chalenge for the
agency. One of the program’s greatest chdlengesis financid management. Since 1993, it has
incurred operating losses of gpproximately $1.56 billion.*® There are two reasons for this
financid ingability - 1) it does not collect sufficient premium income to build reserves to meet
future flood losses; and 2) the cost to the program for properties destroyed more than onceis
approximately $200 million annudly. Finaly, the program needs to better coordinate and
integrate its activities with that of the disaster mitigation activities of the agency.

Mitigation Program

The Federal Emergency Management Agency needs to tackle the inherent problems associated
with the Hazard Mitigation Grant Program to ensure that funds are effectively spent and address
mitigation priorities. A mgor component of this program is buyouts. It isimportant to have
regulations and guidance as to how the buyout program isimplemented. In June 2000, the IG
highlighted significant problems with the manner that the agency implemented the specid
Hurricane Hoyd buyout program. Many of the problems were traced to lack of guidance and
delaysin conforming to the digibility criteria pecified for this buyout. Given the sgnificant

role buyouts have within the program, it is critica that they are effectively executed and address
mitigation priorities. In this respect, it isimportant to address how the mitigation planning

8 1pid.
7 pid.

18 | hid.

¥Federal Emergency Management Agency, “ The Federal Emergency Management Agency Annual
Performance Plan: Fiscal Y ear 2001” (March 2000), p. 6.
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processin the states can be more effectively coupled with developing buyout projects and
ensuring mitigation priorities are met and monies are spent in atimely manner.?°

Findly, the agency needs to ensure that the modernization of Flood Insurance Rate Maps
continues to move ahead in atimely and effective manner. To date, Sgnificant progress has not
been made in implementing the Map Modernization Plan. The agency has estimated that the
modernization program will cost approximately $750 million. In September 2000, the |G issued
areport that concluded that this estimate is unreliable because of the difficulty of predicting
severd of the key components of cogt, as well asthe high risk that some of the assumptions that
underpin the estimate may be wrong.**

20 Federal Emergency Management Agency, Office of Inspector General, “Top Ten Management
Challenges for the Federal Emergency Management Agency” (December 1, 2000).

2 bid.
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VII. Department of Health And Human Services

The Department of Health and Human Services, with a $376 billion budget,
presents one of the more massive and complex management and program-
related challengesin the federal government. The federal health and social
programs it oversees tangibly affect the lives and well-being of virtually all
Americans and encompass some of the most costly issues facing the nation.

U.S. General Accounting Office *

The Department of Health and Human Services has about 59,000 employees and manages over
300 federa programs. Itslargest operating component, the Health Care Financing
Adminigtration, runs the Medicare program, and partners with the states to administer the
Medicaid program. Medicare is the federa government’ s nationwide health care system for
senior citizens and the disabled. Medicaid isajoint sate-federa program that provides medica
sarvices to qudifying low-income persons.

The GAO and the Department’ s 1G have identified a number of critical management problems at
the Department. While these problems hamper many of the Department’ s hundreds of programs
and activities, their greatest impact is on the Medicare program. According to the |G, eight of the
Department’s 10 most serious problems involve Medicare. Also, Medicareison GAO's “high-
risk lig” of those federa programs throughout the government that are most vulnerable to fraud,
waste, and mismanagement. Medicare has been on the biennid GAO high-risk list ever since its
inception in 1990.

A program as large and complex as Medicare will aways be hard to manage and vulnerable to
someloss and error. However, the program’ s intrinsic risks are compounded by the
Department’ s pervasive financid and information technology management weaknesses, as well
asits gaffing problems. For example, like most federa agencies, the Department suffers from
another GAO high-risk problem—faillure to adequately protect sendtive computerized
information from unauthorized access and misuse. This problem threatens the confidentidity of
the massive amounts of medica and other sengitive persond data the Department keeps on
millions of our ditizens

The following sections provide more specific information on the Department’ s core problems:
Medicare;

Medicad;

Fnancid and information technology management; and

Safing.

DO OO

1General Accounting Office, “Major Management Challenges and Program Risks: Department of Health
and Human Services,” GAO-01-247 (January 2001).



Medicare

The Medicare program covers about 40 million persons age 65 or older, and certain disabled
persons. Beneficiaries enrall in either the “fee-for-service” part of Medicare, where they choose
their own doctors and other health care providers for covered services that Medicare pays, or in
the managed care part of Medicare, caled “Medicare+Choice.” Thetota Medicare budget is
more than $200 billion ayear. Most of this budget (about $174 hillion last year) goesto fee-for-
service payments. The rest funds Medicare+Choice.

Each year, the Medicare program loses a Sgnificant portion of its total budget to erroneous
payments. These include payments to people who are not digible for Medicare, payments for
goods or services that are not covered by Medicare, or higher payments than alowed for covered
goods or services. For the past 5 years, the Department’ s |G has estimated erroneous payments
in the fee-for-service part of the program. The following figure shows these estimates.

Figure L: Ectinated Exronconc Fee-For-Service Pagments
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While etimated errors are decreasing, they gill take a heavy toll on the program. The $11.9
billion lost in 2000 was 6.8 percent of the entire fee-for-service budget for that year. Such losses
divert important resources from the Medicare program and its intended beneficiaries. For
example, the lost $11.9 billion would go along way toward funding the annua cost of a
prescription drug benefit under Medicare. Furthermore, the |G estimates don’t even capture the
full amount of Medicare s erroneous payments. They don't include errorsin the
Medicaret+Choice part of Medicare, nor do they necessarily include fraudulent payments.
Therefore, the total annual losses to improper Medicare payments are probably much grester than
the IG estimates. According to GAO, “How much greater, no one knows.”?

2General Accounting Office, “Efforts to Measure Medicare Fraud,” GAO/AIMD-00-69R (February 4,
2000).
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Erroneous payments affect al aspects of the Medicare program. One particularly serious
problem areais menta hedth services. Reviews by the |G and by the Department itself reved a
pattern of ingppropriate claims for menta hedth services spanning a variety of provider types.
For example, 1G reviews found the following:

. Over 90 percent of Medicare payments to community mental health centers for partia
hospitaization services in five sates—$229 million of $252 million—were undlowable
or highly questionable?

. An estimated 58 percent—$224 million of $382 million—of outpatient psychiatric
charges a acute care hospitalsin ten states were unalowable or unsupported. At least
$57 million of $149 million in Medicare payments was unalowable or unsupported for
outpatient psychiatric services provided by psychiatric specidty hospitalsin ten
locations.*

Another mgjor problem areais payment for medica equipment and supplies. The Medicare
payment processis vulnerable to double-billing, coding errors that result in excessive payments,
and outright fraud. For example:

. I nappropriate Medicare reimbursement for orthotics continues a sgnificant levels. The
|G found that about two-thirds of sampled clams for orthotic devices were miscoded or
lacked adequate documentation. Based on this sample, the |G projected that Medicare
overpaid orthotic daims by $33 million in one year.®

Medicare ds0 is plagued by unscrupulous individuas and firms, who deliberately take advantage
of the program. The IG reported on the following recoveries from false clams cases:

. A large operator of 36 hospitasin rura areas and smal cities paid the government $31.8
million for submitting false daims through a practice know as “upcoding,” or billing
more expensive sarvices than the hospitas actualy provided by assigning inappropriate
diagnostic codes®

. A New York doctor wasimprisoned and fined for submitting over $8 million in fase

3Department of Health and Human Services, Office of Inspector General, “Top Ten Management
Challenges for the Department of Health and Human Services’ (December 1, 2000).

4bid.

°Department of Health and Human Services, Office of Inspector General, “ Semiannual Report to the
Congress’ (September 2000), p. 39-40.

8Ibid., p. 11.
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clamsto Medicare.’

. A didysis services company based in Sweden and two of its Florida subsidiaries repaid
the government more than $53 million for false claims submitted to Medicare and
Medicaid. Among other things, the companies double-billed for &b tests and aso billed
for medically unnecessary tests®

Medicare and Medicaid have even spawned a cottage industry of organized criminas who
gpecidize in defrauding the programs. GAO investigators recently described some of these
criminal schemes

. In the “rent-a-patient” scheme, organizations pay for, or “rent,” individualsto go to
medica dlinicsfor unnecessary diagnostic tests and cursory examinations. Licensed
physicians sometimes participate in the rent-a-patient scheme. Medicare and Medicaid
are billed for those services and for other services or medica equipment that were never
provided.

. In the*pill mill” scheme, separate hedth care providers, usudly indluding a pharmacy,
work together to generate aflood of fraudulent clams that Medicare or Medicaid pay.
After a precription isfilled, the “beneficiary” sdlls the medication to pill buyers on the
street, who then sl the drugs back to the pharmacy.

. In the “drop box” scheme, a private mailbox facility is used as the fraudulent hedlth care
provider’' s address, with the provider’s “suite’ number actudly being its mailbox number.
The fraudulent heglth care provider then uses that address to submit claims and receive
payments from Medicare and Medicaid.’

These criminals seem capable of cheeting the government with frightening ease. One convicted
felon whose previous experience was owning a nightclub in Miami bragged:

| had no experience or training in health care services. . . . Without this
experience and with no knowledge of the Medicare program, | purchased a
business and started billing Medicare. It was very easy for me to get approval
from Medicare to become a provider. . . . They gave me a provider number over
the phone. No one from the government or anywhere else ever came to my place
of business to check any information on the application. No one ever checked my

’Ibid., p. 13.
8lbid., p. 20.

General Accounting Office, “Health Care Fraud: Schemes to Defraud Medicare, Medicaid, and Private
Hesalth Care Insurers,” GAO/T-OS|-00-15 (July 25, 2000).

49



credentials or asked if | was qualified to operate a medical supply business.™

The Department aso has serious problems with its own contractors. The Medicare program is
administered through about 50 contractors that handle claims processng and adminigration. The
contractors are responsible for paying hedlth care providers under Medicare fee-for-service, fully
accounting for Medicare funds, and conducting activities designed to safeguard program funds.
For severa years, the IG has reported problems in the Medicare contractors financial
management and accounting procedures and longstanding weeknesses in interna controls.

As part of their payment safeguard activities, Medicare contractors are required to have fraud
units to detect fraud and abuse by providers. Staff turnover, lack of proper training, and lack of
understanding of program requirements have hampered the effectiveness of the fraud units.
Worse yet, there have been fraud problems with the contractors themselves. One contractor
prepared bogus documents to falsely demonstrate superior performance, which Medicare then
rewarded with bonuses and additional contracts. Some contractors adjusted their clams
processing so that system ediits designed to prevent ingppropriate payments were turned off,
resulting in misspent Medicare funds. Contractor cost reports were found to contain
improprieties, such as claming private insurance business costs as if they were costs incurred
under Medicare contracts. As GAO observed:

Although Medicare contractors are the front line of defense against health care
provider fraud and abuse and erroneous Medicare payments, in the 1990's,
several contractors defrauded the government or settled cases alleging fraud for
hundreds of millions of dollars. The Department rarely uncovered these cases
through its own oversight, in part because it relied on self-certifications and self-
reporting by the contractors, and seldom attempted to independently verify their
information.™*

Another source of Medicare waste is the excessve rates that Medicare pays for some goods and
services. While Medicare doesn't pay for most over-the-counter prescription drugs, it does cover
some drug expenses. Itstota payments for prescription drugs have risen sixfold over the past
decade from about $700 million to dmost $4 billion. However, Medicare pays a exorbitant

rates. Thisiswagteful now, and would become much more serious if the program is expanded to
offer abroader prescription drug benefit.

Medicare' s payment methodology for drugs is fundamentally flawed. Medicare basesits
payments on adrug’s “ average wholesdle price” However, the “average wholesale price’ that

9Quoted in General Accounting Office, “Medicaid: HCFA and States Could Work Together to Better
Ensure the Integrity of Providers,” GAO/T-HEHS-00-159 (July 18, 2000), p. 5. Thisindividua was actually caught
for defrauding Medicaid.

" General Accounting Office, “Major Management Challenges and Program Risks: Department of Health
and Human Services,” GAO-01-247 (January 2001), p. 19.
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Medicare usssis essentidly meaningless snce it bears little or no resemblance to actud
wholesale prices avalable to physicians, suppliers, and other large government purchasers. The
Medicare rembursement rate for a particular drug sometimes aso includes payment for
dispensing and administering adrug. However, numerous |G reports have found that Medicare
gtill paystoo much for prescription drugs. For example:

. A review of 34 Medicare-covered drugs for which Medicare paid $2.1 billion found that
Medicare and its beneficiaries would have saved $1 hillion in 1998 if the alowed
amounts for the drugs were equal to prices obtained by the Department of Veterans
Affairs. Medicare paid between 15 percent and 1,600 percent more than the Department
of Veterans Affairs for each of the 34 drugs.*?

. Medicare pays dmost double the Medicad price and dmost seven times more than the
Department of Veterans Affairsfor one milligram of abuterol. Nearly every pharmacy
sdls generic dbuteral at prices lower than Medicare pays. Any consumer could buy a
monthly supply of abuterol for about $52. For the same monthly supply, Medicare and
its beneficiaries pay $120, $96 from Medicare and $24 from the beneficiary.*®

Managed care plans under the Medicare+Choice option aso have their share of integrity
problems. GAO cites the following examples:

C Some plans were paid for deceased beneficiaries and beneficiaries who were dready
covered by the fee-for-services part of Medicare.

C Some plans classfied hedthy beneficiaries resding in retirement communities asliving
in“inditutions,” thereby subgtantialy increasing their Medicare payments.

C One large plan provided a prescription drug benefit with less coverage than agreed to in
its contract with Medicare.

C Severd plans digtributed marketing materias that contained inaccurate, mideading, or
incomplete information about the benefits they covered.

C Some plans failed to adequately inform beneficiaries about their rights to gpped decisons
on coverage or payment issues.™

Medicaid

2Department of Health and Human Services, Office of Inspector General, “Top Ten Management
Challenges for the Department of Health and Human Services’ (December 1, 2000).

Bpid.

14 General Accounting Office, “Major Management Challenges and Program Risks: Department of Health
and Human Services,” GAO-01-247 (January 2001), p. 24.
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The Medicad program is funded with both state and federa dollars and is administered by the
dtates under state plans that the Department of Health and Human Services approves. Medicaid
payments totaled about $207 hillion in 2000, of which the federa share was $118.7 hillion. The
program served more than 33 million people. The Medicaid program has the same problems of
wadte and error as Medicare—and probably has smilar losses amounting to billions of dollars
annualy. However, thereis no estimated error rate for Medicaid. The 1G has recommended that
such an estimate be developed, but the Department and most states have thus far failed to do so.*®
Medicaid aso has smilar crimina fraud problems:

. Federd and sate investigators uncovered a massive crimind scheme to fraudulently bill
Cdifornia’s Medicaid program, known as “Medi-Ca,” for medica supplies. They
estimate that this scheme will eventudly cost taxpayers more than $1 billion. They are
now investigating another scheme in which medica records stolen from hospitals and
clinics were used to set up phony medica operations with ghost doctors and phantom
paients. They estimate this scheme will cost millionsin Medicaid funds®

The 1G and GAO have aso raised concerns about practices that the states themsalves engage in
under the Medicaid program. The |G found that some states required public providersto return
Medicaid payments to the state governments. Once the payments were returned, the states used
the funds for other purposes, some of which were unrdlated to Medicaid. These payments could
cost the federd government $12 billion over 5 years. The Congressiona Budget Office recently
estimated the loss could be as high as $127 billion over 10 yearsif al sates aggressvely pursued
these abusive practices.*’

Financial and infor mation management

The Department got an unqudified, or “clean,” opinion on itsfinancia statements for fiscal year
2000. However, it ill can't useitsfinancid systemsfor day-to-day management. The
Department’ s clean opinion came only after billions of dollars of discrepancies were figured out
many months after the end of the fiscal year. For example, the year-end balance for grant
expenditures was initidly off by $2.7 billion, including about $1 billion in grant payments that
had been charged to the wrong gppropriation account. The 1G found weaknessesin the
Department’ s accounting systems that impeded its daily operations. For example, the

5Department of Health and Human Services, Office of Inspector General, “Report on the Financial
Statement Audit of the Department of Health and Human Servicesfor Fiscal Year 2000,” A-17-00-00014 (February
2001), p. 17-18.

5 Amy Pyle, “ State Probing Another Major Medi-Cal Scam,” Los Angeles Times (December 30, 1999).

YDepartment of Health and Human Services, Office of Inspector General, “Top Ten Management
Challenges for the Department of Health and Human Services’ (December 1, 2000); General Accounting Office,
“Medicaid: State Financing Schemes Again Drive Up Federal Payments,” GAO/T-HEHS-00-193 (September 6,
2000).
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Department lacks reasonable controls to oversee Medicare contractors and assure that errors are
detected on atimely bass. The Department relies extensively on eectronic data processing for
Medicare. However, both the Department’ s own electronic data processing systems and those of
its contractors had numerous weaknesses that made them vulnerable to improper payments and to
unauthorized access and disclosure of sengtive information.*®

In the early 1990's, the Department launched an initiative to replace Medicare s multiple,
contractor-operated claims processing systems with a single, more technologically-advanced
information system. However, thisinitiative failed due to a series of planning and
implementation missteps. A new integrated system is not expected to be ready until 2004 & the
earliest. Inthe mean time, the Department continues to operate under fragmented systems that
don't talk to each other. Thisfeeds fraud and error.* For example:

. Medicare paid an estimated $20.6 million for services that started after the beneficiaries
dates of degth. Of this amount, $8 million was paid despite the fact that the beneficiaries
dates of degth were dready recorded in the Department’ s database at the time the claims
were processed.®

Staffing problems

The Department lacks the management and staff needed to handle its complex responghilities
under Medicare and Medicaid. Its Hedth Care Financing Administration has had 19
adminigrators or acting adminigtrators in the 24 years sinceits inception. Thisimpedes long-
term planning. Department employees lack experience overseeing preferred provider
organizations, private fee-for-service plans, and medical savings accounts. Many employees lack
experience in dedling with hedth maintenance organizations. Few of its Saff assgned to
managed care oversght have training or experience in data andys's, which is key to monitoring
trends in performance against local and nationa norms?* Employees who lack basic accounting
kills and training handle enormous transactions. Thisincreases the risk of huge losses:

. | nadequate training and supervison, compounded by inconsistent procedures, caused
inexperienced Department employees to make clericd errors in accounting for Medicare

18Department of Health and Human Services, Office of Inspector General, “Report on the Financial
Statement Audit of the Department of Health and Human Services for Fiscal Year 2000,” p. 5-8, 13-14.

9General Accounting Office, “Major Management Challenges and Program Risks: Department of Health
and Human Services,” GAO-01-247 (January 2001), p. 25-28.

20pepartment of Health and Human Services, Office of Inspector General, “ Semiannual Report for April 1
to September 30, 2000,” p. 34.

ZGeneral Accounting Office, “Major Management Challenges and Program Risks: Department of Health
and Human Services,” GAO-01-247 (January 2001), p. 13.
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trust funds. These errors totaled $32 hillion and, until discovered and corrected, cost the
trust funds $120 million in lost interest.?

If the Department isto fix the problems with Medicare and Medicaid, as wdll as other troubled
programs it operates, it will first need to get its own house in order. Thismeansfixing its
wesknesses in financia management, information technology, and staffing.

22General Accounting Office, “Clerical Errorsin the Medicare HI and SMI Trust Funds,” GAO-01-39R
(October 31, 2000).
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VIIIl. Department of Housing and Urban Development

The Housing and Urban Development Department has long been known as
perhaps the most mismanaged of federal agencies. So when Secretary Mel
Martinez pledged to Congress to get the department’ s house in order, he set
upon himself one of the Bush administration’s most daunting tasks.

Federal Times!

The Department of Housing and Urban Devel opment encourages home ownership by providing
mortgage insurance for about 7 million homeowners who might not otherwise qudify for loans.
The Department provides affordable housing for about 4 million low-income households by
insuring loans for multifamily rental housing and providing rentd assstance. It dso conducts
community development programs. The Department has an annual budget of about $32 hillion.
In addition, it manages about $508 billion in insured mortgages and $570 billion in guarantees of
mortgage-backed securities.

The Department relies on thousands of mortgage lenders, contractors, property owners, public
housing agencies, communities, and others to adminigter its programs. Strong oversight and
management by the Department is essential. However, in the late 1980s, there were a number of
widdy publicized instances of waste, fraud, abuse, and mismanagement at the Department. In
1994, the GAO designated the whole Department as “high risk” because of four mgor
department-wide deficiencies that continued to undermine the integrity and accountability of its
programs. These deficiencieswere: (1) internd control wesknesses, (2) ineffective and generdly
unreliable information and financid management systems; (3) a fundamenta lack of

management accountability and responsibility; and (4) insufficient saff with the proper skills.

GAO 4ill consders much of what the Department does to be high risk. The 2001 update of the
GAO high-risk list included two of the Department’s major program aress—Single-Family
Mortgage Insurance and Rentd Housing Assistance. These programs account for about two-
thirds of dl the funds for which the Department is responsble. GAO dso reports that the
Department continues to suffer from department-wide wesknesses in saffing aswell as
information and financia management.?

The Department’s |G dso has consistently reported on the massive management problems facing
the Department and the limited progress toward solving them:

While numerous organizational and business process changes have been made, the Office
of the Inspector General sees HUD 2020 [the Department’ s management reform plan] as
a work continuously in progress, with promised perfor mance improvements yet to

!Bill Landauer, “Management Morass Tops HUD Agenda,” Federal Times (February 19, 2001).

2General Accounting Office, “Major Management Challenges and Program Risks: Department of Housing
and Urban Development,” GAO-01-248 (January 2001).



materialize. Moreover, despite the myriad HUD 2020 changes, HUD still doesn’t have a
solid foundation of skilled staff, a streamlined program inventory, and effective
management systems—el ements that the Office of Inspector General views as essential
for meaningful HUD reform.®

The following describes in more detail severd of the Department’s most serious management

problems:

C Single-family mortgage insurance;

C Renta housing assstance;

C Saffing; and

C Financia and information management.

Single-family mortgage insurance

The Department administers severd programs to make home mortgage financing more

ble, particularly for low-income and firg-time home buyers. To expand home ownership,
the Department insures private lenders againgt nearly al losses on mortgages that finance
sgnglefamily homes. Asof the end of fiscal year 1999, the Department had insurance
commitments on about 6.7 million mortgages with avaue of about $454 hillion.

In recent years, various factors, especialy favorable economic conditions, have resulted in a
nationa home ownership rate that has increased to an dl-time high.* However, due to poor
oversght of its contractors and other management deficiencies, the Department continuesto lose
funds (about $1.9 hillion last year) on the sale of foreclosed homesthat it insured. Among other
shortcomings, the Department fails to:

C

C
C

C

take reasonable steps to make sure that lenders who can make insurance commitments are
qudified;

monitor those loans and lenders that pose the greatest risks;

monitor appraisers and hold them accountable for inaccurate gppraisds that inflate
property vaues and expose the Department to more risk; or

enforceits policy to hold lenders accountable for the work of appraisersthey select.’

The Department’s |G describes the sngle-family mortgage insurance program as “ beset by

3Department of Housing and Urban Development, Office of Inspector General, “ Semiannual Report to the

Congress’ (September 30, 2000), Inspector General’s Message.

“General Accounting Office, “Major Management Challenges and Program Risks: Department of Housing

and Urban Development,” GAO-01-248 (January 2001), p. 15.

>General Accounting Office, “Major Management Challenges and Program Risks: Department of Housing

and Urban Development,” GAO-01-248 (January 2001), p. 16-18.
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fraud,” which has devadtating effects on victimized borrowers. Also, the growing number of
foreclosures can destroy neighborhoods.®

|G reports are replete with examples of fraud and mismanagement in the sngle family program:

C A crimind investigation conducted in Houston, Texas, cdled “Operation Straw House,”
uncovered a massive scheme to defraud the Department and commercid mortgage
lenders. The scheme involved three crimind organizations and an estimated $74 miillion
in fraudulent insured |oans obtained by gpproximately 75 individuds.

C A former Department employee was convicted of accepting a bribe and tax evasion after
she sold 82 of the Department’ s properties vaued at about $9.1 million for atotal of $2
million. She was aso ordered to siop working on business affecting the Department. It
seemsthat after the Department fired her, she had been hired as a consultant by lendersto
do “qudity control work” on Department-insured |oans.

C Four people in Los Angeles were convicted in amulti-million dollar loan fraud scheme.

They had recruited unqualified home buyers and submitted applications containing phony
documents in order to obtain Department-insured loans. The fraudulent loans totaled
about $6.5 million.’

Rental housing assistance

About 4,500 housing authorities administer the Department’ s public housing and tenant-based
renta assistance programs, which serve over 2.8 million households. The Department contracts
with private property ownersto provide housing renta assistance, caled “ Section 8”
project-based assistance, on behalf of igible low-income households. There are 22,000 project-
based Section 8 contracts covering about 993,000 multi-family housing units.

Over theyears, GAO, the |G, and others have documented problems in the Department’s
management and oversight of these rental housing programs. The |G has reported on a number
of these management failures and the harm inflicted on the people the programs are designed to
seve

C The Public Housing Authority in Bridgeport, Connecticut, received $750,000 in excess
operating subsdies and incurred $300,000 in unnecessary utility expenses for unitsin the
Trumble Gardens complex that had remained vacant for 4 years. Because of management
negligence, many of these vacant units had been severely damaged by vanddism, water,

®Department of Housing and Urban Development, Office of Inspector General, “ Semiannual Report to the
Congress’ (September 30, 2000), Inspector General’ s Message.

’Ibid., p. 12-13, 68.
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and bird infestations. The Authority congstently had high vacancy rates, averaging 11
percent, despite waiting lists of 1,900 families. Over athree-year period, the Department
paid the Authority about $2.5 million in operating subsidies for vacant units.

C Renta housing managers have been caught engaging in acrimind practice caled “equity
skimming.” Thisisthe willful misuse of rents or other proceeds from properties held or
insured by the Department. This practice deprives projects of needed funds for repairs
and maintenance. This, in turn, contributes to the deterioration of properties and
subgtandard living conditions for their tenants. In Tampa, Florida, 10 individuds and one
business were convicted of “skimming” over $1 million from Department subsidy
payments for 17 insured properties®

C Housing projects often are hubs of violent crime and drug trafficking. In South Jamaica,
New Y ork, members of aviolent gang called the “ Chomp Crew” were convicted of
operating amulti-million drug trafficking enterprise in and around a public housing
development. So far, over 100 drug dealers and their associates have been arrested.’

Staffing

Many of the management and oversight deficiencies described above stem from chronic affing
problems within the Department. The |G siressed the impact of the Department’ s saffing
problemsin Congressond testimony last fdl:

The adequacy of staff resources in the Department has long been a concern of the Office
of Inspector General and a root cause of many of HUD’ s material weaknesses. Our
audits have consistently found a mismatch between the number and complexity of HUD’ s
programs and the capability of HUD staff to administer those programs. In a 1997 count
of HUD’ s programs, we identified over 300 separable programyactivities. A count today
using similar measures would likely show programs/activitiesincreasing. We are
concerned when Secretary Cuomo announces new initiatives, such as Teacher Next Door,
Officer Next Door, Gun Buyback, Gun Safety, Healthy Homes, etc. While each of these
activities may offer benefits in and of themselves, HUD cannot afford to deal with an
increasing number of small programs that are staff intensive to manage. . . . In my mind,
adding more weight to an already weak foundation makes HUD a more vulnerable
organization.°

Two of the new programs the |G mentioned—the Officer Next Door and the Teacher Next

Door—illugtrate the problem. These programs permit police officers and teachers to buy at half

8bid., p. 14.
®Ibid., p. 42, 64, 86.

195usan Gaffney, Inspector General, Department of Housing and Urban Devel opment, Statement before
the Senate Subcommittee on Housing and Transportation (September 26, 2000), p. 3-4.
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price homes that the Department owns in troubled neighborhoods. Participating teachers and
officers have to agreeto live in the homesfor 3 years. Theideaisthat their presence will

improve the troubled neighborhoods. However, due to lax oversight by the Department, the
programs are plagued by fraud. An estimated one-quarter of the participants defraud the
programs by renting out to others the cut-rate properties they buy, by moving out early, or just by
leaving the properties vacant. So far, nine police officer participants have been convicted of
fraud; another 72 are under investigation.**

According to the |G, the Department’ s staffing problems have a severe impact on its single-
family insurance program. The |G’ s audits and investigations have found that the Department’s
current procedures for monitoring lenders, overseeing contractors, and supervising staff activities
areindfective. Thislack of oversght and accountability resultsin crimina activities going
undetected and in major losses to the insurance fund. The Department attempted to make up for
its saff shortages by contracting out mgor activities. However, its remaining staff lacked the
ability to monitor the increased leve of contractor activity.*?

GAO ds0 hasidentified persstent staff weaknesses affecting the Department and particularly the
sgngle-family programs. GAO noted that gaffing for sngle-family programs was cut in haf by
the Department’ s management “reforms.” A lack of saff and insufficient training and travel
resources were cited as reasons for some of the problems GAO identified in reviews of single-
family programs and in the responses of Department managersto a survey GAO recently
conducted.”®

At atime when the Department needed experienced employees to perform operationa work,
former Secretary Cuomo committed 10 percent of the Department’ s staff resources to an
initigtive cdled “Community Builders” Thisinitiative brought inexperienced people into the
Department to “improve community outreach.” The IG found that the Community Builderswere
largely ineffective, and sometimes made thingsworse. The mgority of Community Builders
interviewed by the |G said that they soent more than haf their time on public rdations activities.
In some cases, the Community Builders' limited knowledge of the Department’ s programs
caused them to give bad advice to communities or to improperly interfere with the work of other
Department employees.*

Financial and infor mation management

1« Discount Home Program Beset by Fraud,” Los Angeles Times (March 4, 2000). To his credit, Secretary
Martinez has suspended this program until oversight can be improved.

12Department of Housing and Urban Devel opment, Office of Inspector General, “Semiannual Report to the
Congress,” September 30, 2000, p. 4-5.

13General Accounting Office, “Major Management Challenges and Program Risks: Department of Housing
and Urban Development,” GAO-01-248 (January 2001), p. 20-21.

14susan Gaffney, Inspector General, Department of Housing and Urban Devel opment, Statement before
the Senate Subcommittee on Housing and Transportation (September 26, 2000), p. 6.
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Both GAO and the IG have reported on long-standing financiad management problems at the
Depatment. The Department got an unqudified, or “clean” opinion on its financid statements
last year, which was improvement over the year before. However, the Department till can't use
itsfinancid systemsfor day-to-day management of its operations. Among the Department’s
magor financia management wesknesses are inadequate oversight and monitoring of housing
subsidy determinations, and deficient controls to ensure that subsidies are based on correct tenant
income. These weaknesses have a direct impact on the Department’ s programs:

C A recent study of rent determinations in the Department’ s mgor programs found
subgtantial subsidy overpayments and under-payments. The study projected that, on an
annud bas's, some households were overpaid about $1.9 billion in rent subsidies, while
other households received about $0.7 billion less than the rent subsidies to which they
were entitled.

C The Department estimated that tenants in assisted housing received excess subsidy
payments of $617 million in 1999 because they misreported their income.*

Likewise, GAO reported that excess subsidy payments totaled about $ 3.1 billion over the last
four years and increased for each of those years.*®

The Department dso has long-standing problems dedling with its information technology needs.
According to the IG:

[ T] he Department has not been successful in establishing effective processes for
planning and controlling its overall information technology resources. We
continue to report instances where inadequate controls over information
technology operations and investments have put [the Department’s] data systems
and data at risk. Since 1993, the Office of Inspector General hasreported asa
material weakness slow progress towards improving financial management
systems, control weaknesses over critical systems applications, inadequate
tracking of system devel opment costs, and poor contracting practices. Without
strong controls over information technology resources, [the Department’ s

systems may not meet business needs, resulting in inaccurate and unreliable data, system

5Department of Housing and Urban Development, Office of Inspector General, “U.S. Department of
Housing and Urban Development: Audit of Fiscal Y ear 2000 Financia Statements,” 2001-FO-0003 (March 1,
2001), p. 1, 4.

5General Accounting Office, “Major Management Challenges and Program Risks: Department of Housing
and Urban Development,” GAO-01-248 (January 2001), p. 11, 28.
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failures, and excessive costs.!’

The GAO has designated computer security as a government-wide high-risk problem. Like most
agencies, the Department has computer security weaknesses. The |G has reported for years that
the Department has weeak security controls over sengitive payment and privacy-relaed dataiin its
main computer system. The |G aso has reported for years that the Department does not have
adequate security controls to limit access to sendtive information by its employees and agents.
For example:

C Individuas continued to have access to sengitive Department information systems after
they ceased to be Department employees or transferred to other positions within the
Department that did not require such access.

C In 1999, the Department had a backlog of as many as 8,200 users who had accessto the
Department’ s critica information systems without appropriate background investigations.
The Department clams to have diminated this backlog, but the |G saysiit till stands at
amost 6,000.*8

Ysusan Gaffney, Inspector General, Department of Housing and Urban Devel opment, Statement before
the Senate Subcommittee on Housing and Transportation (September 26, 2000), p. 8-9.

18Department of Housing and Urban Development, Office of Inspector General, “U.S. Department of
Housing and Urban Development: Audit of Fiscal Y ear 2000 Financia Statements,” 2001-FO-0003 (March 1,
2001), p. 42-47.
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| X. Department of thelnterior

[ The government’ s mismanagement of American Indian trust funds] certainly
would not be tolerated from private sector trustees. Itisfiscal and
governmental irresponsibility in its purest form.

TheHonorable Royce C. Lamberth
United States District Judge

District of Columbia*®

The Interior Department has jurisdiction over 450 million acres of land and about 1.5 hillion
acres of the Outer Continental Shelf. It safeguards the many resources under its jurisdiction,
including the Nationd Parks system, alows for the production of mineras on public lands, and
works to meet the nation’s commitment to American Indians. Congress has agppropriated about
$7 to $8 hillion annudly to alow the Department to meet its respongihilities. With these
resources, Interior employs about 66,000 people in eight major agencies and bureaus at over
4,000 stes around the country.

To accomplish these varied missions, the Department of the Interior manages a number of large
organizations—or bureaus. These include the Bureau of Land Management, the Minerds
Management Service, the Office of Surface Mining, the Bureau of Reclamation, the Geologica
Survey, the Fish and Wildlife Service, the Nationd Park Service, the Bureau of Indian Affairs,
and the Office of Insular Affairs. Largdly because of this expansive and digointed organization,
the Department of the Interior suffers from some of the government’ s worst management
problems. According the Department’s G and GAO, the Interior Department’ s worst problems
indude the fallowing:

. Violating the trust of Indians and insular aress;
. Poor financid management;
. Mismanagement of computer technology;

. Poor attention to hedlth and safety;
. Poor maintenance of facilities, especidly the nationd parks, and
. Waste in procurement, contracts, and grants.

Violating thetrust of Indians and Insular Areas

The Department of the Interior islegaly obligated to ensure that American Indian and Alaska
Native resources and lands are properly managed, protected, and conserved. The Interior
Department, as trustee for the tribes, manages $3 billion on the tribes’ behaf. In addition, it
digtributes $1.8 hillion annually for services provided to American Indians. However, according
to GAO, the Department “ cannot assure trust account holders that their balances are accurate or

1Cobell v. Babbitt, No. 96-1285 (D.D.C. Dec. 21, 1999) (Memorandum Opinion keeping the court's
jurisdiction over Interior’s effortsto repair the trust fund’ s accounting system for at least five years, and requiring
Interior to file quarterly reports with the court.)



that their assets are being properly managed.”? Asfar back as 1993, GAO wrote, “ Over the
years, countless audit reports and internd studies have cited alitany of serious problemsin [the
Bureau of Indian Affairs] oversight of these accounts™ Among the problems GAO cited ina
1995 report were “missing lease and accounting records, the inability to verify thet al earned
revenues were collected, posted to the correct account, and disbursed to the proper party; and the
lack of accurate, up-to-date ownership information.™

In 1999, asthe result of alawsuit by Native Americans seeking an accounting of their trust funds,
Federd Didrict Judge Royce Lamberth wrote of Interior’s management of the Indian Trust
Funds:

[ D] efendants, the trustee-del egates of the United Sates, continue to write checks on an
account that they cannot balance or reconcile. The court knows of no other programin
American government in which federal officials are allowed to write checks—some of
which are known to be written in erroneous amounts—from unreconciled
accounts—some of which are known to have incorrect balances. Such behavior certainly
would not be tolerated from private sector trustees. It isfiscal and governmental
irresponsibility in its purest form.

The United Sates' mismanagement of the [Indians'] trust is far more inexcusable than
garden-variety trust mismanagement of a typical donative trust. For the beneficiaries of
thistrust did not voluntarily choose to have their lands taken from them; they did not
willingly relinquish pervasive control of their money to the United States. The United
States imposed thistrust on the Indian people. . . . But the United States has refused to
act in accordance with the fiduciary obligations attendant to the imposition of the trust,
which are not imposed by statute®

Unfortunatdy, thereisno end in sight to the problems with the Indian Trust Funds. The Chief
Information Officer a the Bureau of Indian Affairs overseeing the accounting of the Indian Trust
Funds wrote as recently as February 23, 2001, that “trust reform is dowly, but surdly imploding
a thispoint intime”

Mismanagement by the Department of the Interior is not limited to American Indians and

2General Accounting Office, “ Performance and Accountability Series: Major Management Challenges and
Program Risks: Department of the Interior,” GAO-01-249 (January 2001).

3General Accounting Office, “ Financial Management: BIA's Management of the Indian Trust Funds,”
T-AIMD-93-4 (September 27, 1993).

“General Accounting Office, “Financial Management: Indian Trust Fund Accounts Cannot Be Fully
Reconciled,” GAO/T-AIMD-95-94 (March 8, 1995).

SCobell v. Babbitt, No. 96-1285 (D.D.C. Dec. 21, 1999).
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Alaskan Natives. Infact, the Department’s |G stated that he will continue to “focus on
management improvements needed in the administration of various federally funded programs’
under the jurisdiction of the Office of Insular Aress. Theseinclude grant programs that distribute
federd fundsto idand territories like Guam, American Samoa, the U.S. Virgin Idands, and the
Commonwesdth of the Northern Marianaldands. The |G wrote recently that “the insular area
governments experience difficulties in accurately accounting for expenditures, collecting taxes,
and other revenues, contralling the level of expenditures, and ddlivering program services.”®
Some of the mismanagement the |G found included the following:

. A low-income housing program administered by the Virgin Idands Housng Authority
wasted substantia federa funds because of duplicate payments to a contractor and
because it could not account for $1.1 million in Housing and Urban Development funds.’

. The Republic of Pdau failed to complete 22 funded projects valued at $48.3 million and
alowed the discharge of pollutants into coastal waters because it had not begun a sewage
treatment plant expansion, even though it had $5.25 million in federd fundsto do it.®

. An audit by the 1G of a contract with Guam found that Guam’ s government hed
“expended $4.3 million, obligated $1.1 million, and retained an additiona $802,810 for
noneducational purposes’ even though the purpose of the contract was education. In
addition, according to the |G, Guam’s Department of Education “used $35,075 for
noneducationa purposes and did not use $3.5 million of contract fundsin atimey
manner.”

These problems are emblematic of Interior’ s financia management problems.

Financial M anagement

Although the Department of the Interior received a clean opinion on itsfinancid statements for
the second year in arow, that Smply means it could balance its books at the end of the year. The
accomplishment disguises the fact that, as the agency’s |G wrote, “The preparation of reliable
financid statements as required by [law] continues to be amgor chalenge facing the Department

®Department of the Interior, Office of Inspector General, “Independent Auditor’s Report on the
Department of the Interior Annual Report for Fiscal Year 2000,” 01-1-257 (February 28, 2001).

"Ibid.
8 bid.

%1bid.



and its bureaus.™° In addition to the issues listed above, some of the problems confronting the
Department include:

. Despite the fact that Interior has jurisdiction over 450 million acres of land and about 1.5
billion acres of the Outer Continental Shelf, the Department’ s inventory system does not
have complete and accurate information on the lands within its control or the land rights
that come with that property.**

. The Department had great difficulty confirming that it engaged in $11.3 hillion worth of
transactions with other federd agencies. After asking other agenciesto assgt inthe
confirmation of these transactions, the Department was able to figure out what had
happened in dll transactions, except $71 million worth.*2

. The Bureau of Indian Affairs was owed $6.7 million in delinquent debts that had been
outstanding for more than 180 days.*®

Mismanagement of Computer Technology

Asa most federd agencies, the management of computer technology at the Interior Department
often wastes federd resources. In hismost recent |etter to the Governmenta Affairs Committee,
the |G at the Interior Department described the system under development at the Bureau of Land
Management. The G wrote, “Our prior listing of management challengesidentified [the Bureau
of Land Management’ 5] lack of an automated lands and minerals records system as a separate
management problem area. After [the Bureau] spent dmost $440 miillion from fisca years 1983
through 1999 on developing the Automated Land and Minerd Records System, the system has
not been deployed because of sgnificant deficiencies. Developing an adequate system is
expected to take severa years and continues to be amgjor challenge facing the Department.”*

In addition to poor management of mgjor computer projects, the Department aso has a difficult
time managing privacy and security issues. For indtance:

. According to the IG, the Bureau of Land Management and the Nationa Park Service were

19Department of the Interior, Office of Inspector General, “Top Ten Management Challenges for the
Department of the Interior” (December 1, 2000).

2 pid.
21 pid.
Bpid.

14Department of the Interior, Office of Inspector General, “Top Ten Management Challenges for the
Department of the Interior” (December 1, 2000).
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found to use information-collecting devices called “ cookies’ on their Web stes without
informing the public. These “cookies’ are placed in a computer’s sysem to identify the
computer of the person vigiting the Bureau' s Site and track that user's use of the Internet.
Both agencies were violaing government policy on privacy because the Web Stes
privacy policies failed to mention cookies entirely.*

. In September 2000, the House Subcommittee on Government Management, Information,
and Technology gave the Interior Department an “F’ in information security.*

Poor Attention to Health and Safety

The Department of the Interior is responsible for protecting the hedth and safety of the
increasing number of recrestiona vigtorsto its lands and facilities, as wdll asits own workforce.
In 1999, nationa parks were visited by more than 280 million people, the Bureau of Land
Management’ s public lands had about 75 million vigts, the Fish and Wildlife Service s Nationd
Wildlife Refuge System had about 36 million vists, and the Bureau of Reclamation’s weater
projects created water-based recreation opportunities for about 90 million vistors. Accordingly,
ensuring employee and visitor safety is clearly apriority. Unfortunately, the Department often
has difficulty meeting that chalenge.

Although the Secretary of the Interior is chiefly responsible for the maintenance of federa land
and facilities under the Department’ s jurisdiction, the Secretary is authorized to contract with
private organizations to run and maintain the properties. In one investigation, the 1G found raw
sewage flowing directly into a privately-run federa reservoir—Lake Berryessa Also at Lake
Berryessa, the 1G found “mobile homes. . . ‘ perched’ over eroding lake embankments, posing a
ggnificant safety risk.” In another investigation, the 1G found that batteries were improperly
stored—or dumped—at Canyon Ferry reservoir in Helena, Montana.*’

According to GAO, more than 1,400 fires have occurred a Nationa Park Service structures since
1990, killing five people, injuring many others, and resulting in millions of dollarsin property
losses’® Asearly as 1998, the Park Service recognized the danger. Aninternd Park Service
report stated, “[S]ooner or later the [Nationa Park Service] stands to be serioudy embarrassed (at

15Senate Governmental Affairs Committee Press Release, “ Administration Compromises Citizens' Privacy:

Thompson Reveals Agency Policy Violations and Breaches of Computer Security That Leave Citizen Privacy at
Risk” (October 20, 2000).

18patrick Thibodeau, “ Federal Agencies Get Poor Grades for Security,” Computerworld (September 18,
2000), p. 20.

Y Department of the Interior, Office of Inspector General, “Semiannual Report to the Congress” (October
2000).

18General Accounting Office, “Park Service: Agency is not Meeting Its Structural Fire Safety
Responsibilities,” T-RCED-00-253, (May 2000).
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aminimum) by the catastrophic loss, ether of an irreplaceable historic structure or collection, or
of human life, from astructurd fire.” And as recently as May 2000, GAO reported that structura
fire safety was alow priority for the Park Service, and that serious deficiencies in the safety
program remain. Asaresult, “the safety of park vistors, employees, buildings and artifacts[ig]
being jeopardized: [t]hey are vulnerable to fire that could cause damage, destruction, and severe
injury and even the loss of life” Park Service officids concede the conditions cited by GAO are
typica of those throughout the 379-unit system.™®

Poor M aintenance of Facilities

Therisksto hedth and safety are largely the result of aging properties and facilities poorly
maintained by the Department of the Interior. Adequate maintenance of the Department’ slarge
and aging inventory of buildings, structures, facilities, and equipment continues to be one of the
most chalenging issues facing the Department. The Department is respongible for maintaining a
wide variety of assats, including schools, office buildings, bridges, dams, irrigation systems,
roads, and historic buildings and structures. The backlog of needed maintenance for these
properties and facilities will continue to mushroom. In fact, the Department reported that as of
September 30, 1999, the cost of the backlogged maintenance ranged from $7.8 billion to $13.7
billion. Reviews conducted by the IG, GAO, and the bureaus show that the Department has not
been able to effectively carry out its maintenance responsbilities or even develop areliable
estimate of the extent of the backlog.

GAO found that the National Park Service has insufficient information about the condition of
properties within its responsibility. According to GAO, “Frequently, basdine information about
natural and cultural resources isincomplete or nonexistent, making it difficult for park managers
to clearly ascertain the condition of resources and whether resources are deteriorating, improving,
or staying the same.”® A recent report by GAO shows 20 structures on Ellis Idand, New York,
that arein a“serioudy deteriorating condition,” some of which have “leaking roofs and peding
wadls"?* Another area of concern, according to the |G, is the maintenance of Nationa Park
Sarvice employee housing. The Nationa Park Service itsdf has said that many of its housing
unitsarein “poor” condition and that the “ substandard housing” put its employees a “physica
risk.”?

¥pid.

2General Accounting Office, “ Performance and Accountability Series: Major Management Challenges
and Program Risks. Department of the Interior,” GAO-01-249 (January 2001).

2 pig.

Z2Department of Interior, Office of Inspector General, “ Special Report on the Cost of Construction of

Employee Housing at Grand Canyon and Y osemite National Parks, National Park Service,” 97-1-224 (December 6,
1996).
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Procurement, Contracts, and Grants

In 1999, the Interior Department spent in excess of $3 billion on goods and services and
provided an additiond $2 billion to states and Indian tribes in grants and other types of federd
assstance. This hastraditionally been an area susceptible to waste, fraud, and abuse.

One particular area of concern is the Department’ s new credit card program, which accounted for
more than $300 million of the Department’ s expenditures in fisca year 2000. In arecent
investigetion by the |G, it was discovered that Department employees were circumventing the
rules and regulations regarding the use of the credit card® For instance:

Many credit card statements were not checked to verify that items purchased were
actudly for vaid government purposes.

Some cardholders alowed non-cardholders to use their cards.

Many cardholders included in the review did not adequately safeguard their purchase
cards.

The examples of abuses discovered in the |G’ s invedtigation are numerous*

One employee purchased more than $5000 in services for water treatment and duct
cleaning. However, the |G could not verify that thiswas a vaid government purpose.

Once cardholder made three transactions, valued at $1,518, but no documentation existed
for the purchases and the employee could not remember what was purchased.

One Office of Aircraft Services supervisor gpproved 26 transactions, valued at $61,325,
even though there were no invoices and/or receiptsfor 12 purchases, totaling $42,833.

An Office of Aircraft Services employee used a credit card to purchase a $654 service,
which was described as “ services to provide helicopter.” However, aletter from the
vendor requesting payment referred to the service as, “[t]he job that | dmost did.”
According to the |G, “the vendor was paid for a service that was not provided to the
Office of Aircraft Services”

ZDepartment of the Interior, Office of Inspector General, “ Survey Report on the Use of the

Governmentwide Purchase Card,” 99-i-375 (March 30, 1999).

24 bid.
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X. Department of Justice

Overall, [the Justice Department’ 5] progressin achieving desirable program
outcomes cannot be readily determined since the agency has yet to develop
performance goals and measures that can objectively capture and describe
performance results.

U.S. General Accounting Officet

Asthe naion’s chief law enforcement agency, the Department of Judtice is charged with
protecting the public from violence and crimina activity, such as drug smuggling and acts of
terrorism. The Department hel ps state and loca governments improve ther ability to prevent
and control crime aswedl. The Department enforces the nation’s civil rightslaws. Itdsois
respongible for preventing illegd immigration and heping those who lawfully migrate to the
United States. The Department has an annua budget of over $21 billion and a gaff of nearly
110,000. Its mgor components include the Immigration and Naturaization Service, the Federa
Bureau of Investigation, the Drug Enforcement Adminigtration, and the U.S. Marshals Service.

The GAO and the Department’s |G have reported on a number of performance and management
problems at the Justice Department. One overriding problem is that the Department does a poor
job of explaining what isit trying to accomplish and what it actudly is accomplishing with the

tax dollars entrusted to it. GAO reported last year that it could not determine what Justice
achieved in its key areas of regponshbility because of the Department’ s lack of meaningful
performance measures? For example:

. The Justice Department’ s Drug Enforcement Adminigtration is the federd agency
primarily responsible for combating illega drugs, which cost our society about $100
billion annualy. To help it do this job, Congress substantiadly increased the agency’s
funding and staff. The Drug Enforcement Administration’s budget (over $1.5 billion for
2000) has more than doubled since 1993, and its staff increased by about 20 percent
during the same period. However, the agency has not developed meaningful gods and
measures that can be used to judge its performance and hold it accountable. Therefore,
thereis no way of knowing whether the agency, with dl its saff and funding, has made
any differencein reducing the entry of illegd drugs®

. Likewise, GAO found it impossible to determine whether the billions spent on the Justice
Department’ s efforts to reduce illega immigration aong the southwest border of the

1General Accounting Office, “Observations on the Department of Justice's Fiscal Y ear 1999 Performance
Report and Fiscal Y ear 2001 Performance Plan,” GAO/GGD-00-155R (June 30, 2000), p. 1-2.

%lbid.
3General Accounting Office, “Major Management Challenges and Program Risks: Department of Justice,”

GAO-01-250 (January 2001), pp. 28-29; Genera Accounting Office, “Drug Control: DEA’s Strategies and
Operationsin the 1990s,” GAO/GGD-99-108 (July 1999).



United States were achieving results because the Department had no Strategy by which its
performance could be judged.’

The Department’ s own |G dso has criticized the Department’ s poor efforts to measure its
performance and to be held accountable for what it does. In one case, the Department actualy
submitted mideading performance information to Congress and the public:

. The Justice Department’s Community Oriented Policing Services (“COPS’) program is
an $8.8 hillion grant program begun in 1994 that was designed to put 100,000 additional
police officerson America’ s streets. Last year, Justice reported that the COPS program
“brought the ranks of funded community police officers to 103,720, exceeding the
President’s god to fund 100,000 cops by the year 2000.” However, the 1G noted that the
real god of the COPS program was to have 100,000 new officers on the dtreet, not just
“funded.” The |G reported that Justice would not come close to actualy deploying
100,000 new officers for some time, and that it was unlikely that 100,000 additional
officerswould even be “funded as that term is commonly understood” by 2000.°

In addition to its lack of performance accountability, the Justice Department suffers from a series
of core management problems that have been highlighted repeatedly by GAO and the IG. Many
of these problems are concentrated at the Department’ s most troubled component agency, the
Immigration and Naturdization Service. Judtice ds0 has severd department-wide management
deficiencies. Thefollowing problem areas are described in more detail below:

The Immigration and Naturdization Service;
Information technology managemernt;
Financid management;

Forfeited assets management; and

Saffing.

DO OO OO

Immigration and Natur alization Service

The Immigration and Naturdization Service is a pogter child for mismanagement in the federd
government. Congress has repeatedly expressed concern about the agency’ s ability to performits
functions, and has repeatedly increased its funding and staff resources in an effort to bolster its
performance. The agency’s $4.3 billion budget for fisca year 2000 represented an increase of
187 percent over 1993, and its staff increased over 80 percent during this period to nearly 33,000
employess. Unfortunately, thereislittle to show for thisinvestment. GAO observes.

“General Accounting Office, “Major Management Challenges and Program Risks: Department of Justice,”
GAO-01-250 (January 2001), p. 17; Genera Accounting Office, “1llegal Immigration: Southwest Border Strategy
Results Inconclusive; More Evaluation Needed,” GAO/GGD-98-21 (December 1997).

®Department of Justice, Office of Inspector General, “Management and Administration of the Community
Oriented Policing Services Grant Program,” 99-21 (July 1999).

70



Despite the significant increase in resources, INS[the Immigration and
Naturalization Service] continues to face challenges in achieving its intended
results. Those challenges arerelated to INS organizational structure and
program implementation efforts, such as controlling the border, reducing alien
smuggling and unauthorized alien employment, and addressing aliens' failure to
appear for removal hearings. In addition, INS continues to have problems
successfully developing and fielding information technology that is critical to its
operations.

Proposals to restructure INS have been issued as a result of several critics
conclusion that “ mission overload” hasimpeded INSfrom succeeding at either of
its primary functions [ combating illegal immigration and assisting legal
immigration] °

Two of the |G-designated top 10 management problems at the Justice Department center on the
Immigration and Naturdization Service. They are border control and removad of illegd diens.”

Border control. The physcd integrity of this country’s bordersisacritica chdlenge for the
Department. Within the Immigration and Naturaization Service, the Border Patrol faces
sgnificant enforcement challenges aong the southwest border and the northern border to stem
the tide of illegd aiens, drugs, and terrorists. Each year, the Immigration and Naturdization
Searvice gpprehends gpproximatdy 1.5 million diens attempting to enter the United States
illegdly or dienswho are in the United Satesillegdly.

The Border Patrol lacks performance goasto judge its success in controlling U.S. borders, nor
does it have target dates for improvements. The |G’ s recent review of the Border Patrol’s
enforcement efforts along the northern border found that northern border sectors are encountering
organized crimina activity more often than Border Patrol offices aong the southwest border.

The 1G dso found that the level of illegd activity dong the northern border is likely much

grester than the Border Pairol can document, given the generd lack of intelligence information
relating to the northern border and the limited number of agents available to patrol the area.

The IG aso noted that most of the world's prominent terrorist organizations have established
operationa bases in Canada, and these organizations help facilitate theillega trangt of their
members into the United States. In addition, during the last 5 years several suspected terrorists
have been involved in smuggling incidents or have gpplied for entry into the United States from
Canada. For example, a Pdlestinian man convicted on charges of planning to bomb the New
York City subway system had been previoudy arrested and released three times while trying to

SGeneral Accounting Office, “Major Management Challenges and Program Risks: Department of Justice,”
GAO-01-250 (January 2001), p. 13-14.

"Department of Justice, Office of Inspector General, “Top Ten Management Challenges for the
Department of Justice” (December 1, 2000), p. 7-9.

71



enter the United Statesillegdly from Canada. Findly, large quantities of marijuanaand cocaine
are smuggled into the United States from Canada each year.

Removal of illegal aliens. According to the IG, the Immigration and Naturdization Service's
program to deport illegd diensis“largdy ineffective” The Service is successful in deporting
only about 11 percent of non-detained diens after final deportation orders have been issued.
Alienswho are convicted felons are ingppropriately granted voluntary departure. The Service
lacks an effective departure verification system and therefore has no way of knowing whether
illegd diens granted voluntary departure have actudly left the country. The Service hasfailed to
identify many deportable crimind diens, including aggravated felons, or to initiate deportation
proceedings for them before they are released from prison. The Service aso lacks an
enforcement policy that specificaly targets diens who oversay their vises.

Both the |G and GAO have reported on other mgor problems at the Immigration and
Naturdization Service. For example:

C The |G issued a comprehensive report that found the Immigration and Naturdization
Service had compromised the integrity of the naturalization process during a 1996 effort,
known as * Citizenship USA,” that was designed to reduce the huge backlog of citizenship
goplications. More than one million people were granted citizenship under this effort.
However, the Service did not carefully review their quaifications, inconsstently applied
its standards for good mord character and English language ability; and did not conduct
adequate criminal history background checks?®

According to GAO, management and operationd problems at the Immigration and Naturdization
Service hamper its ability to combet the growing problem of dien smuggling. The Service's
investigative efforts are fragmented. In severd border areas, multiple anti-smuggling units exist
that operate automomoudy, overlgp in jurisdiction, and report to different Service officids. The
Service dso lacks g&ff to perform intelligence functions, and it lacks an agency-wide case
tracking system to monitor and manage investigaions’

I nfor mation technology management

According to the |G, two more of the 10 most serious problems at the Department involve
information technology management. One is the Department’ s generd weskness in planning and

8Department of Justice, Office of Inspector General, “ Semiannual Report to the Congress’ (September 30,
2000), p. 4-5; Department of Justice, Office of Inspector General, “ An Investigation of the Immigration and
Naturalization Service's Citizenship USA Initiative” (July 31, 2000).

General Accounting Office, “Major Management Challenges and Program Risks: Department of Justice,”
GAO-01-250 (January 2001), p. 17-18.
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implementing information technology projects. The other is computer security. ™

Information systems planning and implementation. Information systems provide critical support
for many of the Department’ s operations. However, the |G has identified criticaly important
computer systems in the Department that were poorly planned, experienced long delaysin
implementation, or did not provide timely, useful, or religble data. For example, the Immigration
and Naturdization Service continues to make huge investments (more than $2 billion through the
next severd years) in automation systems that, up to now, have yielded dubious results. For
example

. After spending $813 million on its automation programs, the Immigration and
Naturaization Service till can't track the status of its projects to determine whether
progress is acceptable. Asaresult, project costs continue to spiral upward with no
basdines againgt which actua costs can be compared. Also, the Service' s saff can't
adequately explain how funds are spent. Over a 14-month period, at least seven
automation projects experienced sgnificant unexplained delays. In short, the
Immigration and Naturaization Service continues to spend hundreds of millions of
dollars on automation initiatives without being able to explain what the money was soent
on or what it accomplished.™*

These computer problems limit the ability of the Immigration and Naturdization Service to do its
job and, consequently, can affect public safety:

. The |G reported problemsin the design and implementation of the Service's $85 million
automated fingerprint identification system used to identify and track crimind diens,
known as“IDENT.” According to the |G, these problems contributed to the Service's
fallure to hold Rafadl Resendez-Ramirez, a Mexican nationd with an extensve crimina
record. Known as “therailway killer,” Resendez was accused of committing multiple
murders in the United States. He had been apprehended and released by the Service
seven times while crossing the border illegdly. The IG found that none of the Service
employees who were contacted by other law enforcement agents seeking him had placed
alookout for himin IDENT. Furthermore, IDENT was not integrated with the FBI's
automated fingerprint system.*

The 1G's concerns about the Justice Department’ s information systems are not limited to the

19Department of Justice, Office of Inspector General, “Top Ten Management Challenges for the
Department of Justice” (December 1, 2000), p. 1-4.

Yibid., p. 1.
2| bid., p. 2; Department of Justice, Office of Inspector General, “ The Rafael Resendez-Ramirez Case: A

Review of theINS' Actions and the Operation of 1ts IDENT Automated Fingerprint Identification System,” Special
Report (March 2000).
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Immigration and Naturdization Service:

. An 1G specid report issued in July 1999 examined how the Department handled FBI
intelligence information related to its Campaign Finance Investigation and raised
questions about how the FBI maintains its databases. The Department’s Campaign
Finance Task Force used the FBI’s Automated Case Support system and other FBI
databases to obtain information on individuas and organizations they had under
investigation. However, problemsin the way information was entered or searched in the
databases, together with the way that search results were handled within the FBI, resulted
in incomplete data being provided to the Task Force. In addition, many FBI personnel
were not well versed in the use of the FBI’ s databases.*®

Computer systems security. The GAO has designated computer security a government-wide
“high-risk” problem. Thismakesit one of the areas throughout the federal government most
vulnerable to fraud, waste, abuse, and mismanagement. Like many agencies, the Justice
Department has mgor shortcomings in computer security.

The continuing development of more powerful computers, databases and networks has brought
with it new thresats to the security of the Department’ s systems and data. 1n September 2000, the
Chairman of the House Government Reform Committee’ s Subcommittee on Government
Management, Information and Technology gave the Department an “F” for its computer security
efforts. In addition, the Department has listed computer security as a material weakness sSince
1991. Past |G audits have disclosed serious problems in computer security that could lead to the
compromise of sengtive systems and data. In 2000, the |G issued computer security audit reports
on the Drug Enforcement Adminigtration Firebird System, the Office of Community Oriented
Policing Services Case Management System, and the Immigration and Naturaization Service' s
[-94 system. These reviews found that select computer controls were inadequate to protect the
systems and their sengitive data from unauthorized use, loss, or modification.*

Financial management

For 1999 and again for 2000, the Department failed to recaive an “unqudified” (or “clean”)
opinion on itsfinancid statements. It received “qudified” opinions because of weaknesses at the
Immigration and Naturadization Service. Most components of the Department tend to view the
financid statements as an end-of-the-year assgnment and often meet their respongibilities only
by hiring asgnificant number of contractors. They don't have regularly functioning sysems
capable of providing accounting information needed to manage their operations on a day-to-day
bass. One nagging problem that affects severa components involves the implementation of new

13Department of Justice, Office of Inspector General, “Top Ten Management Challenges for the
Department of Justice” (December 1, 2000), p. 3.

¥1bid., p. 3-4.
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financid systems. Most Department components work with commercid “ off-the-shelf”
software, but are having problems making the software function. It isimperative that these
components solve these software problemsiif the Department is to improve its financid
management.*

Financia management weaknesses expose the Department and its operations to fraud and abuse.
For example, the |G reported on serious control weaknesses in the Immigration and
Naturdization Service's multi-million fee collection program &t ports of entry into the United
States. The |G reported that cashiers could easily stedl cash smply by failing to ring it up on
cash regigers. Furthermore, employees responsible for handling cash were not held accountable
for shortages, and managers could not account for cash register tapes documenting thousands of
transactions.*

Improving financid management is particularly important in light of the increase in grant

programs administered by the Justice Department, such as the $8.8 hillion COPS program. The
|G has identified grant management as another “Top 10" problem at the Department. According
to the |G, the Department’ s multi-billion dollar grant programs are a high risk of fraud. For
example

. Justice provides State Crimina Alien Assistance Program grants to state and local
governments to hep defray the cost of incarcerating undocumented crimind diens
convicted of fdonies. An IG audit of the program found that the five states reviewed
received overpayments for undlowable inmate costs and indligible inmates. The
aggregate cost of these overpayments totaled about $19.3 million.

. In another case, aformer acting police chief was convicted of multiple counts of wire
fraud by filing false and mideading documentation to obtain a COPS grant. He hired
himsdf asthe principa partner and aso hired hiswife and daughter. None of them
performed any work under the grant. He obtained more than $100,000 in grant funds,
which he spent on persond items such as automobiles and home improvements.*’

Asset forfeiture program

The Justice Department and the Treasury Department operate separate programs to store and
dispose of so-cdled “forfeited assets,” i.e., property such as cars and weapons that law
enforcement officers confiscate because they were used in crimind activity. The combined value

Ibid., p. 4-5.

®Department of Justice, Office of Inspector General, “Immigration and Naturalization Service Collection
of Feesat Land Border Ports of Entry,” 00-05 (February 2000).

YDepartment of Justice, Office of Inspector General, “Top Ten Management Challenges for the
Department of Justice” (December 1, 2000), p. 10.
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of assets in these two programs is more than $1 billion. They dso hold large amounts of illegd
drugs and weapons that have not been assigned monetary values.

GAO has listed management of forfeited assets by the two Departments as a high-risk problem,
dating back to 1990.®* GAO points out that better controls are needed over property seized,
primarily illega drugs and wegpons. Also, the two Departments have consstently ignored
legidation dating back to 1988, aswell as a GAO recommendation dating back to 1991, that
cdled on them to develop a plan to consolidate the management of their separate programs. This
would improve the efficiency of the programs and save the taxpayers money. Currently, both
Departments maintain separate facilities at the same locations to store the same kinds of

property.*®
Staffing

The Department continues to have problems attracting and retaining quaified employees for jobs
ranging from Border Patrol agents to information technology professonds. During the last five
years, the Immigration and Naturdization Service experienced problemsin recruiting, training,
and deploying large numbers of new Border Petrol agents. The Border Patrol failed to reach its
annua gaffing gods for most of those years. For example, it achieved an increase of only 369
new agentsin 1999, faling well short of its Congressonaly mandated goa of 1,000 new
agents®® The Bureau of Prisons aso must continue to address the significant chalenge of hiring
and training enough correctiond officers and other saff to safely and effectively operate their
new and expanded facilities®

18General Accounting Office, “High-Risk Series: An Update,” GAO-01-263 (January 2001), p. 46-47.

¥General Accounting Office, “Asset Forfeiture: Historical Perspective on Asset Forfeiture Issues,”
GAO/T-GGD-96-40 (March 19, 1996), p. 7-9.

2General Accounting Office, “Major Management Challenges and Performance Risks: Department of
Justice,” GAO-01-250 (January 2001), p. 15.

ZDepartment of Justice, Office of Inspector General, “Top Ten Management Challenges for the
Department of Justice” (December 1, 2000), p. 10-11.
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Xl. Department of Labor

We remain concerned about the ease with which these [worker benefit]
programs continue to be defrauded by claimants and medical providers, as well
as about systemic weaknesses that lead to waste of program funds.

Patricia A. Dalton
Acting I nspector General

United States Department of Labor *

The Department of Labor is responsible for promoting the welfare and economic security of the
nation’ s workforce and ensuring that workplaces are safe. The Department oversees awide array
of activities that affect more than 100 million workers and more than 10 million employers.

These activities are managed through a decentrdized agency structure that includes 22
headquarters offices, more than 1,000 field offices, and shared program responsbility with
numerous state organizations and as many as 14 federd entities.

The Department must carry out these responsibilitiesin argpidly changing environment. Sow
workforce growth and increasing retirements by baby boomers, for example, will likely result in
tight labor markets continuing in the future. Employers are responding to these changes by
seeking more highly skilled workers and creating new types of work arrangements.

The Department of Labor faces a number of systemic and long-standing management problems.
On December 1, 2000, Patricia A. Dalton, the Department’s Acting |G, provided Senator Fred
Thompson, Chairman of the Senate Committee on Governmental Affairs, with an assessment of
the most serious management chdlenges facing the Department. The chdlenges, which are
discussed below, were chosen because they are considered “to be vulnerable to fraud, waste,
abuse, and mismenagement:”?

. Effectiveness of the Wefare-to-Work Initiative;
. Quality of program and cost data;
. Security of penson assets;

. Protection of worker benefit funds;

. Stewardship over information technology resources,
. Targeting of the Didocated Workers Program; and
. Integrity of eectronic benefit daims managemen.

'Department of Labor, Office of Inspector General, “Semiannual Report to Congress’ (March 31, 2000), p.

Department of Labor, Office of Inspector General, “Top Ten Management Challenges for the Department
of Labor (December 1, 2000).



In addition to these systemic problems, other studies have identified cases of ether crimind or
ingppropriate behavior on the part of individuas.

. The former lead accountant and bookkeeper for a center in Sesttle, Washington was
sentenced last June to imprisonment for two and a haf years for embezzling federd
funds. The center receives gpproximately 55 percent of its funding from the Department
through grants. An investigation reveded that the accountant issued checks drawn on the
center’stravel and payroll accounts to himsalf and members of hisfamily, including his
daughter who received approximately $350,000.

. Last June, aformer claims examiner and former investigator entered a guilty pleato
charges of theft of government property for diverting approximately $161,000 in Federd
Employees Compensation Act funds of a deceased claimant into the investigator’s own
bank account.*

Effectiveness of the Wdfare-to-Work Initiative

As part of the nationd welfare reform initiative, the Wefare-to-Work program was enacted in
1997 to help long-term welfare recipients move into meaningful work. The success of the
initiative hinges not only on the effectiveness of the Department’ s management and the qudity of
services provided, but dso on its ability to capture, report, and respond to the results of its efforts
on behdf of digibleindividuas

In 1998 and 1999, audits were conducted of the program’s grantees to assess their progress,
identify vulnerabilities, and recommend corrective action. Additiona audits were done in fisca
year 2000. The IG questioned the capability of two granteesto deliver the program described in
their grant applications. The Department has since acted to terminate both grants.

. Problems were identified with the Washington Alliance, including vendor agreements
that were awarded without competition; vendor costs and staff sdaries that appear
unreasonable; and enrollment levelsthat are lower than those targeted in its performance
gods. Theidentified problems demondrated that the Alliance was not operating its
program according to either the gpproved grant agreement or the gpplicable regulations.®

. During a survey of the Devereaux Corporation’s competitive grant program, it was
determined that the Corporation had neither the experience nor past performance record
that were presented in the grant application and which formed the basis for the award. In

3Department of Labor, Office of Inspector General, “Semiannual Report to the Congress’ (September 30,
2000), p. 36.

“Ibid., p. 84.

°Department of Labor, Office of Inspector General, “Semiannual Report to the Congress’ (September 30,
2000), p. 35.
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addition, the approved grant budget included excessve and questionable costs, staff
sdaries gppeared unreasonable; and the Devereaux Corporation incurred questionable
trangportation and travel costs.®

Three yearsinto Wdfare-to-Work, it is time to assess the program’ s effectiveness in preparing
participants for lagting employment leading to sdf-sufficiency. However, the ability to properly
measure the program’ s success is hampered by questions about the consstency and qudlity of
performance data reported by states and other grantees. Based on the early stages of a studly, it
gppears that the grantees are confused about the definitions of the performance information
required to be reported; this suggests that data are being reported inconsistently across grantees.”

Moreover, the reporting requirements themsdaves are in a tate of flux. Changes enacted in late
1999 diminated the participant and financia reporting requirements of the origina legidation.
Instead, the Secretary of Labor, in consultation with the Secretary of Hedlth and Human Services,
dates, and localities, was indructed to establish requirements for the collection, maintenance,

and reporting of thisinformation. The Department origindly expected to publish the new
reporting requirements early in 2000, but they gill have not been findized.

Quality of Program and Cos Data

Important initiatives are under way to improve the quaity of program and cost data, which serve
asthe basis for determining whether federd programs and operations are achieving their intended
results. The Department, however, islimited in its ability to access, or control the qudity of,

data used to determine the effectiveness of its programs. Thisincludes difficulties associated
with ensuring the quality of the data provided by states and other sources, where 90 percent of
the Department’ s budget is actudly spent. For example, audits have disclosed weaknessesin the
Department’ s monitoring of the quality of data submitted by grantees and subgrantees. Assuring
the rdliability of data reported by statesis dso aproblem for the Veterans Employment and
Training Service, which operates mogt of its programs through the State Employment Security
Agencies® In the employment and training ares, it is particularly important to know whether
programs have hel ped individuds to become sdf-sufficient by obtaining long-term employment.

Security of Pension Assets

®Department of Labor, Office of Inspector General, “ Post-Award Survey of Devereaux Corporation,” 03-
00-006-03-386 (May 22, 2000).

"Department of Labor, Office of Inspector General, “Top Ten Management Challenges for the Department
of Labor” (December 1, 2000).

8bid.
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The security of penson assetsis a priority of the Department. Thisincludes ensuring that
wesknesses, vulnerahilities, and crimind activity are identified and addressed. One area of
concern involves private penson plans, which serve as an dtractive target to organized crime
elements, corrupt penson plan officids, and individuas who influence the investment activity of
penson assts. Recently, labor racketeering investigations involving the investment of pension
plan monies that are jointly administered by abor union representatives and management
representatives have eevated the |G’ s concern over the security of the assets in this segment of
the pension plan universe®

Investigations have uncovered crimina enterprises perpetrated by financid and investment
service providers to the nation’s pension plans. These investigations have revealed abuses by
investment advisors and pension plan adminigtrators who have the opportunity and ability to
gructure complex financia schemesto conced their crimind activity. The IG is concerned that
abuses by financid investment service providers can result in larger dollar 1osses because they
typicdly provide investment or financia advice to more than one plan.

Protection of Worker Benefit Funds

The Department administers several programs designed to provide and protect the benefits of
workers. They include the Unemployment Insurance Program, the Federal Employees
Compensation Act, and the Black Lung Disability Trust Fund. Protection of such benefitsis
criticaly important because such programs affect the lives of millions of workers and retirees and
involve hillions of taxpayer dollars. In March 2000, the IG “identified serious vulnerabilities’
within these programs™® Examples of waste, fraud, abuse, and mismanagement for each of these
programsis presented in the following sections.

Unemployment Insurance Program. The Unemployment Insurance Program provides cash
benefits to persons who become unemployed involuntarily. Within this important program,
however, a number of schemes have been identified including “fraudulent employer schemes,
internal embezzlement schemes, fraudulent interstate claims, and the fraudulent collection of
benefits by illegd diens using counterfeit or unissued Socid Security numbers”*t Furthermore,
investigations have disclosed that the ability to file eectronic and mail cams presents
individuas with the opportunity to defraud multiple sates from a single location.

In addition, systemic wesknesses pose problems for the program, including loss of contributions
due to the inability of statesto search for hidden wages by employers who misclassify workers as

%bid.

9Department of Labor, Office of Inspector General, “ Semiannual Report to the Congress’ (March 31,
2000), p. 9.

"pepartment of Labor, Office of Inspector General, “ Top Ten Management Challenges for the
Department of Labor” (December 1, 2000).

80



independent contractors, employerswho fail to report al wages paid, or employers who
misrepresent their claims experience. Examplesinclude:

A Brooklyn, New Y ork, man collected at least $68,000 in fraudulent benefits by filing
clams using false names and Socid Security numbersin New York and New Jersey
between November, 1992, and March, 1999.*2

A Williamsport, Pennsylvania, man created a fase company on the Internet which he then
used to file $188,000 in fdse dlaims*®

A Sesitle, Washington, woman collected at least $71,000 in fraudulent Unemployment
Insurance benefits by filing clams for benefits againgt three fake businesses she had
cregted, aswell as one genuine company. At the same time, the woman aso was
collecting $700 a month in federally-funded childcare ass stance based on “employment”
at one of thefictitious busnesses™

A Fort Myers, Florida, man used afase Socia Security number and fabricated multiple
fictitious employersin various sates to obtain Unemployment Insurance benefits for a
seven-year period prior to 2000. At the same time, he received workers compensation
benefits from Ohio by claiming an on-the-job injury a hisfictitious company, Admird
Sdes, Inc. Thisbogus claim bilked the program for $113,000 in benefits.*®

A Pennsylvaniaman bilked the state’'s Unemployment Insurance program by registering a
fictitious record company with the stat€' s Department of Labor and Industry. Then he
and two accomplices submitted phony W-2 wage and tax statements and bogus pay stubs
from Pot of Gold Records to obtain benefits fraudulently. The trio even deposited a
counterfeit benefit check into their bank account. The group collected more that
$300,000 in fraudulent benefits between 1993 and 2000. The ringleader of the group was
aso found to have passed himsdlf off asalandlord to the Philadd phia Housing Authority
in order to obtain fraudulent Section 8 rental assistance payments.*®

A LasVegas, Nevada, manillegaly collected at least $230,500 in fraudulent
Unemployment Insurance benefits from four different states between September, 1996,
and November, 1999. The man established 13 fictitious companies and submitted bogus
interstate claims based on fase reported wages for 36 fictitious clamants using the names
and Socid Security numbers of dead people, and then collected the claims by mail from
Cdlifornia, Massachusetts, Texas, and Nevada’

121.S. Department of Labor, Office of Inspector General, “Semiannual Report to the Congress’

(September 30, 2000), p. 50.

3Ibid., p. 48.
1 bid.
Ibid., p. 47.
1bid.

Ybid., p. 46.
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Federal Employees’ Compensation Act. The Federal Employees Compensation Act provides
compensation and medical care for federal employees who suffer job-related injury, disease, or
degth. Among the areas where fraud is likely are medica providers who hill the government for
services that were not rendered, charge multiple times for the same procedure, bill for non-
exigent illnesses or injuries, or overcharge for services. In addition, clamants may defraud the
program by reporting false injuries, recovering but continuing to clam benefits, or falling to

report, or under-reporting, their outside employment income to the program agency.

Some recent examples include:

. A Phoenix, Arizona, letter carrier collected $87,000 in workers compensation benefits
based on ajob-rdated injury to his neck and left arm. At the same time, hefailed to
report employment as the business advisor and principa investor in Ceramics, Etc., of
which his girlfriend was sole proprietor. *

. A former fire fighter at the Newport, Rhode Idand, Naval Air Station collected $98,000
in workers compensation benefits at the same time he was doing business as Excdibur
Maintenance, Inc.*®

. A Glenville, Georgia, man was found to haveillegaly collected $111,000 in federa
workers compensation benefits based on the claim of an on-the-job injury in 1976. While
collecting the benefits, the man earned income operating a family farm.®

. A Wilmington, Delaware, former letter carrier was found to have bilked the federa
workers compensation program of $455,000 over a 23-year period. The man collected
the disability benefits a the same time he was employed supervising archeologicd digs
and expeditions and gppraisng various antique items and Civil War memorabiliafor
Archeologicd Excavations, Inc*

. A Parker, Colorado, employee of the Office of Workers Compensation Programs stole
approximatdly $161,000 in payments by diverting benefits paid to a dead claimant into
her own bank account. After the claimant had died in 1995, the case worker changed the
designation for electronic funds transfers on his benefit checks to her own bank account.?

. A Whispering Sands, New Mexico, physician was found to have defrauded workers
compensation programs and other insurance entities by submitting false and excessve
billings. The doctor made $23 million in retitution payments as a result of the case®

81bid., p. 60.
1 bid.
2 pid.
2hid., p. 59.
2 bid., p. 85.

Z1bid., p. 56.
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Black Lung Disability Trust Fund. The Department administers the Black Lung Disability Trust
Fund to provide disability benefits and medica servicesto digible workersin the cod mining
industry, when amine operator cannot be determined liable for providing such benefits.

The 1G expressed concern with the escalating indebtedness of the trust fund. This debt results
from advances provided to the program, which have become an annua necessity for the trust
fund. Currently, the excise taxes are sufficient to pay benefits and administrative costs, however,
the trust fund must continue to borrow from the Treasury to pay the interest due on past
advances.

Management’s annua projections of future receipts and outlays indicate that cumulative
borrowings from Treasury could total $32.3 billion or more by 2040. According to estimates, the
excise tax collections by 2040 would cover less than 30 percent of the interest that is accruing
and annud advances will exceed $1.2 billion per year. If current operating conditions continue,
the Department has acknowledged that a change in the statutory operating structure of the trust
fund will be necessary to meset its obligations.

Also, investigations continue to find fraud within this program both among medica providers
who bill for servicesthat are either not provided or not needed and beneficiaries who collect
benefits to which they are not entitled. Some examples include the following:

. A Grundy, Virginia, doctor was found to have illegaly bilked the Black Lung Trust Fund,
Medicare, and Medicaid by routinely prescribing atwo week dosage of apain medication,
and then requiring the patient to return at the end of the period for a second unnecessary
examination, for which the doctor then billed various medica assstance programs. The
doctor paid $100,000 in regtitution for his crimes, aswell aslosing his medica license?

. A Lee County, Virginia, doctor affiliated with the Lee County Virginia Community
Hospita congpired with a hospita adminigtrator to bilk federal medica assistance
programs, including the Black Lung Trust Fund by leasing medica equipment owned by
the doctor’ s company to the hospital at inflated prices, in part to cover the cost of
kickback payments made to the hospital adminigtrator. The hospital was bankrupted as a
result of their scheme. #°

Stewar dship over Information Technology Resour ces

Agencies are required to develop and implement an agency-wide information security program,
emphasizing the need for agencies to plan for future information technology needs as well asto
andyze ther current practices to determine their efficiency and effectiveness.

#1bid., p. 57.

1pid., p. 58.
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The Department of Labor currently operates 65 misson-critica information sysems. It relieson
these systems to monitor and andyze the nation’ s labor market and economic activities, manage
workforce services, and protect and compensate American workers. Past studies have noted
increased risks for computer crimes and other interruptions made possible by the Internet and lax
interna controls. Thiswork has aso shown that the Department’ s systems have been deficient in
the areas of genera controls and security. The Department needs to assure thet al of its mgjor
systems are secure againgt threats and |oss of assets.

Further, the Department has begun its planning for future information technology needs by
embarking upon amulti-million dollar systems upgrade. It is paramount for the Department to
ensure that this new architecture isimplemented in a careful and well thought-out process. The
Department needs to ensure that agencies will be able to seamlesdy exchange data both within
the Department and externdly with stakeholders. Clearly thisis amuch-needed ability. For
example

. An audit of the development of the Penson Wefare Benefits Adminigtration’s new
Employee Retirement Income Security Act information system identified numerous
software errors and miscues in delivering aworkable system after a$2 million
investment. Asaresult of recommendations by the |G, the Penson Welfare Benefits
Adminigtration terminated its development effort.2®

Targeting of the Dislocated Workers Program

The Department provides retraining and support services to didocated workers. These services
are provided to igible didocated workers, including those who have been terminated or laid off,
who have recelved a notice of termination or layoff, who are long-term unemployed or
sef-employed, or who are displaced homemakers.

The |G conducted an audit in 2000 to determine whether the policies and practices under the
program resulted in the serving of the targeted population. It was found that programs were not
predominantly serving persons who were victims of plant closings or mass layoffs. 1t was aso
found that in 35 percent of the cases, program participants were ineligible, documentation was
insufficient to establish their digihility, or available evidence caused them to question whether

they were persons whom Congress intended the program to serve?”  The audit disclosed that the
funding formula, which is based on various unemployment measures rather than on the number

of didocated workersin an area, may not distribute funds to where they are most needed. Where
funds were alocated to locdities with relatively few didocated workers, some entities relaxed

the digibility criteriain order to spend the available funds. Further, the audit reveded that

Z5Department of Labor, Office of Inspector General, “ Streamlining EFAST and Development of EMS,”
17-98-001-12-001 (March 27, 1998).

2'Department of Labor, Office of Inspector General, “ Dislocated Workers Program in a Growing
Economy,” 04-00-002-03-340 (June 29, 2000).
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program data reported by states was often incomplete or in error.

Thelntegrity of Benefit Programs Must be Ensured in an Electr onic Environment

State Employment Security Agencies administer the Unemployment Insurance and Job Service
programs at the date level. The state agencies are currently upgrading and modernizing their
operations to offer customers telephone and Internet access to salected services including
Unemployment Insurance cdlamsfiling, employer registration, employer wage and tax reporting,
and gppedsfiling. In addition, the Federd Employees Compensation Act program is
automating dl of its casework. Managers expect to enter dl medica hills, records, and payments
to cregte dectronic filesfor dl dams. Thisinitiative, if implemented correctly, will enable the
program to handle claims with more accuracy and efficiency.

The use of automated procedures and Internet communications has the potentia to broaden the
range of services, increase hours of operation, and reduce adminigrative costs. However, there
need to be adequate procedures in place to prevent the misuse of these systems. Recent casework
has suggested that the use of automated procedures brings with it the potentia for unauthorized
activity that can contribute to fraud and result in monetary losses for the program.?® Therefore,

the Department must utilize a comprehensive, integrated approach of oversght and enforcement

to address the increased potentid for fraud that accompanies dectronic claims and thereby ensure
the integrity of the automated programs.

ZDepartment of Labor, Office of Inspector General, “ Top Ten Management Challenges for the
Department of Labor” (December 1, 2000).
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XII. National Aeronautics and Space Administration (NASA)

NASA'’s aging workforce and facilities are being stretched to their limits asthe
agency attempts to keep running regular shuttle trips to build the I nternational
Space Station while at the same time launching more and more “ faster, better,
cheaper” missionsto discover the origins of the universe. In February, the
Aerospace Safety Advisory Panel, a group chartered by Congressto keep an eye
on NASA, wrote of the agency’' s “tendency to ‘ make do’ with job losses and
infrastructure deficiencies, relying instead on short-run fixes. ... Yet, with
infrastructure, as with workforce, sustained shortfallsin these resources will
eventually compromise NASA’s ability to carry out its challenging mission.

Government Executive M agazine'

NASA cdlsitsdf “aninvesment in America sfuture” Inits strategic plan, NASA compares
itsdlf to “explorers, pioneers, and innovators . . . boldly expand[ing] frontiersin air and space to
inspire and serve America and to benefit the qudity of life on Earth.”® Indeed, from its

beginning, NASA'’s exploration of space has captured the imagination of the American people

and theworld. NASA has accomplished great scientific and technological featsin air and space,
and the technology it has developed has been adapted for many non-aerospace uses by the private
sector. NASA remains aleading force in scientific research and in stimulating public interest in
aerogpace exploration, as well as science and technology in generdl.

Nonetheless, because of its size and the complexity of its operations, NASA suffers from some
substantia management problems. According to NASA’s |G, the agency’ s worst management
problems include the following:

C Mismanagement of information technology and security;
C Poor management of contracts and major projects, and
C Poor financid management.

Most Americans ill identify NASA as the federd agency responsible for putting a man on the
moon, as wdll asfor achieving some of the most spectacular scientific achievements in human
history. However, NASA isaso well known for grest failures.

| nfor mation Technology

Like many other projects run by NASA, the procurement and administration of computers and
other information technology (IT) are subject to mismanagement. This mismanagement hasa

!Beth Dickey, “NASA: The Few, The Tired,” Government Executive Maagazine (April 1, 2001).
2NASA Strategic Plan (1998).

3Ibid.



detrimental effect on other projects planned by NASA. For instance, according to the G,
NASA’s mismanagement of the development of software delayed the launch of the Chandra X-
Ray Obsarvatory, amisson that is “intended to observe the universe in four eectromagnetic
Spectrum regions. vishle, infrared, gammaray, and x-ray.” According to the |G, this delay will
“increase contract costs by an estimated $28.8 million.™

NASA'sinahility to harness the efficiencies that come from information technology aso affect
smaller parts of its operations, like the acquisition of office supplies. Inan andyssby thelG,
NASA centers were found to be paying in some cases up to 600% more for office supplies than
they should smply because they weren't taking advantage of e-commerce—using the Internet to
buy whet they needed. For instance, NASA’s Marshal Space Flight Center paid just $1.47 for a
pack of AA batteries, while Langley Research Center paid more than ten dollars for the exact
same batteries) Goddard Space Flight Center paid just $17 for abox of ordinary copy paper, but
Johnson Space Center paid more than $57. Office supplies purchased in ayear totaled more than
$17 million. The portion of weste clearly fel in the millions. Below is a breskdown of some of
the products purchased by NASA facilities and the variation in price they paid, from the highest

to the lowest, just because some of them weren't using the Internet to save money.°

Sample of 15 Office Supply Itemsan the Variation in Price Paid by NASA®

Product Description Lowest Price Highest Price Difference
AA Batteries (8/Pack) $1.47 $10.79 634%
Pad of Engineer Computation Paper $0.72 $5.03 599%
AAA Batteries (8/Pack) $1.12 $5.74 413%
3" Binder $1.13 $4.95 338%
Roll of Tape $0.59 $1.69 186%
Mechanical Pencil (12/Box) $8.16 $22.61 177%
Computer Disk (10/Box) $2.34 $5.84 150%
Address Labels for Laser Printer (2000/Box) $13.12 $28.68 119%
Pocket Folders $0.44 $0.88 100%
Toner for Laserjet Printer $55.60 $92.23 66%
Hanging Folder (Box) $4.48 $7.09 58%

“National Aeronautics and Space Administration, Office of Inspector General, “Audit of Advanced X-Ray
Astrophysics Fecility,” 1G-99-016 (March 24, 1999).

°National Aeronautics and Space Administration, Office of Inspector General, “ Electronic Commerce:
NASA’s Acquisition of Office Supplies,” 1G-00-008 (February 23, 2000).

S1bid.
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NASA, like most federd agencies, dso has difficulty protecting its computers from hackers.
According to both GAO and the IG, NASA systems are vulnerable to unauthorized access, and
information contained in its computersis not secure. In its most recent semiannuad report,
NASA’s |G wrote:

The host security audits identified vulnerabilities that increase the probability that an
intruder could access NASA system and application software, data, and information if
network and perimeter controls are successfully circumvented. Examples of such
vulnerabilities include inadequate:

C Security monitoring to identify that an unauthorized user is attempting to access
or has obtained access.

Password management.

Protection of critical system directories and files.

I mplementation of vendor-supplied security options.

Control over powerful system capabilities that could allow a user to bypass
security and auditing controls.’

OO OO

The 1G dso found that “NASA did not have security plansfor many of its. . . systems and many
of its computers that host publicly accessble Web sites” The |G eaborated, “In fact, mgor
elements of one of NASA'sfive mgor IT investments did not have security plans, contingency
plans, or risk assessments.” This means that the agency failed to consder the risks to its systems
and thus, hadn’t put the right proceduresin place to protect its computer systems.

With such avast amount of sengitive information, NASA should do a better job of protecting
itsdlf. But the risk to NASA isnot just hypothetica. In severd cases, NASA has suffered
attacks from outside. For example:

. A juvenile computer hacker known as“ skalir” was charged with two counts of computer
abuse in the Second Judicid Court, Children’s Court Divison, State of New Mexico,
County of Berndillo. “Skalir” was charged after dlegedly hacking into a NASA
government computer syslem. The computer system was compromised, system fileswere
modified, and illegd accounts were added.?

. A juvenile alegedly broke into NASA computer systems located at the Jet Propulson
Laboratory in Pasadena, CA, and the Goddard Space Flight Center in Greenbelt, MD. The
youth alegedly broke into an Energy Department computer system located at Sandia
Nationa Laboratoriesin Albuquerque, NM, that same month. The youth alegedly
defaced Web pages by dtering system files and uploading new filesto display images

"National Aeronautics and Space Administration, Office of Inspector General, “Semiannual Report to the
Congress’ (September 30, 2000).

8National Aeronautics and Space Administration, Office of Inspector General, “Computer Hacker
Charged,” 2001-039 (February 14, 2001).
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relating to the hacking group “Electronic Souls.™

. Raymond J. Torricelli was charged with gaining unauthorized access to two computers at
NASA'’s Jet Propulsion Laboratory in Pasadena, California He aso dlegedly had
unauthorized possession of credit card numbers, user names, and passwords for additional
computer systems. Asaresult of aguilty plea, Torriceli faces a maximum sentence of 27
yearsin prison and fines totaling $950,000.%°

These cases exemplify the danger to NASA’ s information technology infrastructure. But they
pae in comparison to the vulnerabilities that exist throughout NASA. In fact, according to a
recent audit by the I1G, “the Space Station could be susceptible to receiving unauthorized
command and contral ingtructions”**  Although NASA is attempting to assess the need for
stronger authentication requirements, it's clear they haven't paid enough attention to managing
their information technology and ensuring its security.

Poor M anagement of Contractsand Major Projects

NASA projects are extremely complex. They require an immense amount of attention to detall.
Inits work toward the completion of these projects, NASA spends more than $12 billion
annualy. Unfortunady, it does not dways spend that money in an efficient manner. For
example, according to GAO, the initid cost estimate for the Internationa Space Station was $5.2
billion. The expected completion date was origindly 2002. Today, the estimated cost to
complete the space station is $9 hillion, and the project is not expected to be complete until 2006.
Inits most recent analysis of NASA’s management of the International Space Station and other
contracts, GAO wrote, “[T]he agency’ s contract management function remains a high-risk
area-”lZ

According to the IG, even though NASA knows about poor management of the Space Station, it
continues to pay exorbitant and undeserved rewards to the contractors. The |G reported that the
Boeing Corporation’s estimate of the cost of itswork was unredisticaly low and that NASA

knew this. Despite continued cost overruns and schedule dippages, NASA awarded Boeing $16

°National Aeronautics and Space Administration, Office of Inspector General, “ Computer Hacker Arrested

for Allegedly Hacking into at Least Three NASA Computer Systems and One Department of Energy Computer
System,” 2001-045 (March 12, 2001).

19N ational Aeronautics and Space Administration, Office of Inspector General, “Computer Hacker Pleads
Guilty,” 2001-018 (December 7, 2000).

HNational Aeronautics and Space Administration, Office of Inspector General, “Semiannual Report to the
Congress’ (September 30, 2000).

12General Accounting Office, “Major Management Challenges and Program Risks: National Aeronautics
and Space Administration,” GAO-01-258 (January 2001).
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million in “unearned incentive fees™*  Although the agency eventudly got that money back, the
project will continue to suffer from cost overruns and delayed implementation.

In some cases, NASA' s projects faill completely, even after immense effort and great expense.
For example:

. The Mars Polar Lander, launched in January 1999, was to be the first-ever landing in the
polar regions of Mars. Regrettably, communications were logt as the lander began its
entry into the Martian atmosphere on December 3, 1999. Flight controllers spent severd
weeks searching for the spacecraft to no avail. The lander was equipped with cameras, a
robotic arm and ingtruments to measure the compaosition of Martian soil. The cogt of this
falled project was $120 million.** A NASA investigation of potentid reasons for the
failure found that “one team used English units (e.g., inches, feet and pounds) while the
other used metric units for akey spacecraft operation. This information was critica to
the maneuvers required to place the spacecraft in the proper Mars orbit.”*

. The Mars Microprobe Mission, also known as Deep Space 2, was the second deep-space
technology-validation misson in NASA’s New Millennium Program. Thetwo Deegp
Space 2 microprobes hitched aride to Mars aboard the Mars Polar Lander with the goal
of penetrating into the Martian subsurface to detect water ice. Unfortunately, no word was
ever received from the probes. Their cost was $29.6 million.*®

. After spending billions to develop the X-33, a space travelling airplane, NASA decided to
cancel the project entirely. Asearly as 1999, GAO wrote, “because of problemsin
developing technologies for the X-33, the program will not meet some of its origind cog,
schedule, and performance objectives.” GAO added, “Costs have increased, the test
vehiclesfirg flight was delayed by 16 months, and some performance objectives—such
as a peed reduction from Mach 15 to Mach 13.8—were reduced.”*’

Without sufficient attention and planning, NASA’ s numerous and expensive projects will be
subject to delay, cost overruns, and, in the worst case, falure.

13National Aeronautics and Space Administration, Office of Inspector General, “ Semiannual Report to the
Congress’ (September 30, 2000).

1430urce: NASA (http://mars.jpl.nasa.gov/missions/past/pol arlander.html).
Ppid.
1pid.

Y General Accounting Office, “Space Transportation: Progress of the X-33 Reusable Launch Vehicle
Program,” GAO/T-NSIAD-99-243 (September 29, 1999).

90



Financial M anagement

NASA has received clean opinions on its annua financid statements for seven yearsin arow.
NASA saysit can balance its books. However, recent disclosures show that this may not be the
cax. Infact, last year it was found that NASA made a $590 million error onits financia
satements that went undetected even by the auditors whom NASA had paid to check the
agency’sbooks. In aletter to NASA Administrator Dan Goldin, House Science Committee
Chairman James Sensenbrenner wrote, “NASA provided a written explanation admitting that
these errorswere made. This regrettable circumstance brings into question the overdl integrity
of NASA’sfinancid management syssem.”*® GAO is currently investigating the extent of
discrepanciesin NASA's annud financid statements.

Poor financid management iswhy contracts and projects are consstently over budget and
behind schedule. It'swhy different parts of NASA pay too much for office supplies. 1t'swhy
improper payments can go undetected, leaving NASA vulnerable to waste, fraud, and abuse.
Some of the cases where the perpetrator of fraud was detected include the following:

. The 1G found that seven employees of a NASA subcontractor ordered “ substantial
quantities of building suppliesfor their persond use and were paid kickbacks by the
supplier in return for their orders,” which were paid by NASA. These individuads were
sentenced on January 9, 2001.*°

. The |G dso found one contractor who purchased a home and an automobile with NASA
funds?®

. Tracy A. Carpenter, aformer NASA employee a Goddard Space Hight Center, dlegedly
transferred $148,321 from the NASA Accounting system into her persona account.

These arejust afew of the cases ongoing at NASA. Unfortunately, NASA often spends tax
dollars for things other than what was intended. According to the |G, NASA management has
not ensured that funds have been used for their intended purposes. TheIG reviewed 36
expenditures totaing about $44.8 million. Agtonishingly, $44.7 million may have been charged
to the wrong account. According to NASA, many of these expenditures may have been againgt
the law.

18|_etter from Congressman James Sensenbrenner (W1), Chairman, House Science Committee, to NASA
Administrator Daniel Goldin (July 6, 2000).

19National Aeronautics and Space Administration, Office of Inspector General, “Semiannual Report to the
Congress’ (September 30, 2000).

2 pig,

ZINASA Office of the Inspector General News Release, “ Former NASA Employee Indicted,” 2001-033,
(February 1, 2001).
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XII1. Small Busness Administration

[The Small Business Administration] is confronting several major performance
and accountability challenges that affect its ability to efficiently deliver services.

David M. Walker
Comptroller General of the United States *

The U.S. Smdl Business Adminidiration was established in 1953 to assst smal businesses from
gartup through the many stages of growth. Itstwo mgor gods are helping smdl businesses
succeed and helping Americans recover from disasters.

The agency carries out these functions primarily through the following offices: the Office of
Capitd Access, the Office of Entrepreneurid Development, the Office of Government
Contracting and Business Development, and the Office of Disaster Assstance. The Office of
Capital Access has severd |oan programs that assst small businesses, including the so-cdled
Section 7(a) program. The Office of Entrepreneuria Development provides counsding and
expertise to new entrepreneurs. The Office of Government Contracting and Business
Development administers programs that assst smal businesses with federd procurement
opportunities. Technica and procurement assistance to digible businesses are provided through
programs that include the Section 8(a) program.

In the wake of hurricanes, floods, earthquakes, wildfires, tornadoes and other physical disasters,
the Office of Disaster Assstance is authorized to make both physica disaster loans and

economic injury disaster loans. The disagter program is the only program within the agency for
entities other than small businesses. As of September 30, 2000, the total loan portfolio was about
$52 hillion, of which about $7 billion was for disaster loans?

On December 1, 2000, PhyllisK. Fong, the Smal Business Adminigration’s |G, provided
Senator Thompson, Chairman of the Senate Committee on Governmenta Affairs, with an
assessment of the most serious management chalenges facing the Small Business
Adminidration.® The chdlenges, which are discussed below, include the following:

. Information systems for loan monitoring and financiad managemernt;
. Information systems security;

. Human capitd management drategies,

. Business |oan purchase processes,

1General Accounting Office, “Major Management Challenges and Risks: Small Business Administration,”
Performance and Accountability Series, GAO-01-260 (January 2001), p. 6.

2| bid.

3Small Business Administration, Office of Inspector General, “ Top Ten Management Challenges for the
Small Business Administration” (December 1, 2000).



. Lender oversight;
. Rulesfor 8(a) Business Development; and
. Loan fraud.

L can monitoring and financial management systems

The Smdl Business Adminigration’s current system for monitoring loans is not efficient.

The agency needs to ensure that its planned systems for loan monitoring, lender oversight, and
financid management are developed, integrated, and implemented efficiently and effectively, so
that intended objectives are achieved and numerous risks are minimized.

The Smdl Busness Adminidration’s goas depend heavily on new information sysems. To
achieve these gods, the agency has engaged in a set of systems development and acquisition
projects, collectively referred to as the Systems Modernization Initiative. To support its credit
programs, the agency is developing the Loan Monitoring System. Another mgjor component is
the Joint Accounting and Adminigtrative System, which is intended to address procurement and
grants management, human resources, accounting, budgeting, and financia operaions and
reporting. This multi-million dollar initiative is currently scheduled for completion in 2003.

Under the Loan Monitoring System, information such asloan volume, origination quality,
delinquency rates, default rates, and recoveries should be more readily available and accurate,
and provide for better andyses. This system should aso provide informetion that will dlow the
agency to more easly identify lenders with potentid problems and provide better oversight of
lenders actions.

The Joint Accounting and Administrative System is intended to help the agency addressa
number of financid and adminidrative deficiencies. For example, flawsin the current financid
reporting system have been reported as a significant weskness* The new system should alow
for the integration of program and accounting data to provide more timely and accurate financia
reports and enhance program analysis. 1t should aso provide for increased accountability over
transactions and compliance with the federd financid management system requirements.

| nfor mation systems security

The Small Business Adminigration’s programs and activities depend heavily on computerized
systems. The agency is engaged in severd initiatives, such as paperless loan applications, that
will increase its reliance on such systems. While information technology can result in a number
of benefits, such as information being processed quickly and communicated amost
ingtantaneoudly, it also increases the risk of fraud, ingppropriate disclosure of sengtive data, and
disruption of critica operations and services.

4bid.
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GAO has designated information security as a government-wide high risk area because of
growing evidence indicating that controls over computerized operations are not effective and
risks are increasing. An audit disclosed that while the Smal Business Administration has made
ggnificant progress in this area, improvements are till needed in the areas of entity-wide security
program and planning, access controls, gpplication software development and program change
controls, system software, segregation of duties, and service continuity.®

Human capital management strategies

Managing and investing in human capita has emerged as an important issue throughout the

federd government. Human capitd management is especidly important for the Small Business
Adminigration. Over the last decade, the agency has made mgor changesin its ddivery of

goods and services. For example, the agency now uses public-private partnerships to perform the
loan origination, servicing, and liquidation functions that federa personnd formerly handled. At
the same time, the agency has decreased its workforce by more than 20 percent.®

While the agency has taken steps to better manage its human capitd activities, including
activitiesin workforce planning, leadership, talent development, and fostering a performance
culture to meet this chalenge, more remainsto be done.

Business |loan pur chase pr ocesses

A 1997 report on business loan guaranty purchases found that the Small Business Adminigtration
did not consistently apply its procedures when purchasing guaranties. The audit found that 29%
of the decisons ether were not supported by sufficient documentation or resulted in clams being
paid when they should have been denied or reduced. A dtatistica projection of the audit results
indicated that an estimated $102.9 million in purchases was not supported by sufficient
documentation, and guaranties totaing up to $16.2 million should not have been honored.

Audit reportsissued in FY 2000 on four early defaulted loans showed that lenders did not
originate the loans in accordance with the agency’ s requirements or prudent lending practices.
Two loan guarantees were purchased even though the lenders did not properly evauate
discrepanciesin financia information or adequately secure the loan, or had aready reimbursed
the borrower for indigible expenses. The audits dso showed that the lender for the two other
loans did not properly evauate cash flow or obtain support showing that the loan proceeds were
used for authorized purposes. The lender withdrew his request for a guaranty purchase on one of
the loans and the other loan is being reviewed.”

Sbid.
S1bid.

Ibid.
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L ender oversight

Private lenders are performing an increasing percentage of the loan underwriting, servicing, and
liquidation functions that were previoudy performed by Smadl Busness Adminidration saff. To
ensure compliance with requirements, the agency should continue to refine its newly designed
lender oversight program, increese its ability to identify lenders needing improvementsin their
performance, and ensure that borrowers comply with the terms of the loan agreement.

An audit on Section 7(a) loan processing issued in 1999 found that “lenders did not consistently
comply with 22 key processing procedures. Of 240 loans reviewed, 170 procedura problems
were noted for 118 loans. The deficienciesinvolved indigible purposes of loans, lack of
repayment ability, and use of proceeds for an unapproved or indigible purpose. The audit results
showed that 26 loans . . . totaling $7 million had deficiencies that could cause the agency to
question part or dl of the guaranty if a purchase request were received from alender. Four of five
deficiencies with requirements occurred when the agency had limited or no oversight of lenders
processing and disbursing actions. According to agency guiddinesin place at the time, didtrict
offices should have visited each lender annudly unless awaiver was judtified. Out of 147 lenders
inour sample, only 44 . . . recaived fidd vidts by didtrict office personnd during fiscd years
1996 and 1997.7®

In 1998, GAO reported that in the five digtrict offices they visited, the agency had not performed
an on-gte review of about 96 percent of the lendersin the past 5 years. In some cases, there was
no evidence that lenders who had issued the agency’ s loans for 25 or more years had ever
received an on-ste review. GAO concluded that the agency had no systematic means, without
conducting periodic on-site reviews, to ensure that lenders actions did not increase the risk of
loss to the agency.®

Lender monitoring is particularly important as the agency moves from direct involvement in loan
goprovasto increased reliance on participating lenders to perform loan origination, servicing,
and liquidation. Y et, the agency does not have a comprehensive system to capture and
summarize performance measurement data for lender and loan monitoring. Information on loan
volume, loan origination, delinquency rates, default rates, and liquidetion is not readily available.
Comprehengve reporting and andysis of such information in aconsistent and integrated manner
would alow the agency to better identify lenders with potentia problems and provide
appropriate oversight.

Rulesfor 8(a) Business Development

This program is intended to be used exclusively for business development purposes to help small

8 bid.

%1bid.
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businesses owned by “socidly” and *economicaly” disadvantaged persons compete on an equd
bass. To ensure that its participants benefit from the business devel opment aspects of the
program, the agency redtricts the amount of afederal contract that may be performed by a
non-participant. 1G audits, however, have found that many non-8(a) companies benefit from the
program. Audits, especidly involving computer parts, have found instances where 80 percent or
more of the contract costs are redlized by large computer manufacturers.'®

L oan fraud

Obtaining additiond background information from loan agents and business loan borrowers
could reduce the incidence of fraudulent loans. While the fraud identified thus far isasmal
percentage of the totd portfolio, the dollar amounts are significant.

Loan Agents. Loan agents provide referrd and loan application services to prospective
borrowers or lendersfor afee. Some agents have been involved in avariety of fraudulent
schemes, such as submitting false tax returns or other financia data, using fictitious names on
forms, and conspiring with borrowers to submit false loan packages™ These schemes, which
have been copied from one fraudulent agent to another, have resulted in borrower defaultsthat in
turn caused loan purchases by the Smadl Business Adminigtration and, ultimately, losses to the
taxpayers.

Crimind investigations have been initiated involving gpproximately $90 million in loan
goplications handled by 18 loan agents over the last five years. Allegations involving loan agents
continue to be reported.*> Also, because the Internet alows ready access to anationa audience,
dishonest loan agents can expand the scope of ther fraudulent activities.

The agency and the |G have agreed that it would be helpful if adatabase linking loansto
individua agentsis maintained. When the agency identifies a circumstance of potentid fraud, it
would be able to identify other loans packaged by the same individua and thus would be able to
more reedily locate other loans where smilar fraud may have occurred.

Borrowersin Business Loan Programs:  Audits have shown that borrowers who do not disclose
thelr crimina histories have higher rates of default on loans than those who ether disclose their
records or have no crimind histories*®* The agency performs name checks to help identify
individuas with crimina higtories but does not have authority to routinely perform full crimind

i,
2 pid.
21 pid.
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background checks. Consequently, the agency cannot always identify individuas with crimina
histories and this may result in higher losses.

Past sudies have reveded problems with the accuracy of the crimind history information
provided by loan gpplicants. To determine the extent of the problem, the IG initiated severd
investigations. Thefirgt showed that dmost 12 percent of the defaulted loans involved
borrowers who failed to disclose their criminal records. A number of audits have also
documented misrepresentation by borrowers of their crimind histories. An audit of 240 loans
found that eight percent of the 429 borrowers failed to disclose their crimina records.* For
example

The owner of a now defunct photo studio was indicted in August 2000 charging that he
falsely stated in an application for a guaranteed loan that he wasa U.S citizen and that
he did not have any prior criminal convictions. In fact, he had been convicted of
smuggling and was a federal fugitive wanted on a parole warrant. Further, records
showed that he was not a citizen, but rather a legal resident alien facing deportation.*®

Mogt recently, an audit by the |G reveded “that, on average, nearly 1 out of every 11 loans
guaranteed by SBA contained a fase statement by one or more borrowers. The sample further
reveded that |oans in which applicants lie aout their crimind record are 1.3 times as likely to
become non-performing and result in the purchase of the guaranty by SBA."*°

¥ pid.

15Small Business Administration, Office of Inspector General, “ Semiannual Report to the Congress”
(September 30, 2000).

15Small Business Administration, Office of Inspector General, “ Applicant Character Verificationin SBA's
Business Loan Program” (April 2001).
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XIV. Department of State

Essential to coming to termswith the new world is being able to ensure that our
foreign policy apparatus and people are fully up to thetask. And hereisthe
problem: a good portion of the apparatus, especially the Department of State,
simply falls short in mission, organization, and skills relative to what is needed
to navigate sensibly through the new international universe.

TheHonorable Frank C. Carlucci, Chairman
Report of the Task Force on State Department Reform*

The State Department is the diplomatic arm of the federd government and works to advance the
Unites States objectives throughout the world—qgrester freedom, more security and more
prosperity. Among its key duties, the State Department promotes peace and stability in regions
of vital interest to the United States; works to create jobs at home by opening markets abroad;
helps deve oping nations establish stable economic environments that provide investment and
export opportunities for the United States; and brings nations together to address globa problems
such as cross-border pollution, the spread of communicable diseases, terrorism, nuclear
smuggling, and humanitarian crises.

The State Department manages the nation’ s diplomatic relations with about 180 countries, and
aso maintains reaions with many internationd organizations. Thus, there are more than 250
offices under the management of the State Department throughout the world. 1n the United
States, about 5,000 professiond, technical, and adminigtrative civil service employees work
adongside foreign service officers serving a home.

The State Department suffers some of the worst management problemsin government.
According to the State Department 1G, those problems include the following:

Worldwide security;
Financid management;
Human resources,; and
Pan Columbia

OO OO

In February 2001, the Council on Foreign Relations and the Center for Strategic and Internationa
Studies prepared areport on the state of management at the Department of State and the effect
that mismanagement has on American diplomacy. 1n an introductory memorandum to President
Bush, the task force wrote, “The apparatus of U.S. foreign policy making and implementation
that you have inherited isin a state of serious disrepair. The Department of State suffers from
long-standing mismanagement, antiquated equipment, and insecure facilities” This statement is

Council on Foreign Relations and the Center for Strategic and International Studies, “ State Department
Reform,” Independent Task Force Report (February 2001).
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supported by innumerable reports and investigations completed by both the State Department |G
and the GAO.

Worldwide Security

An increased focus on the security of State Department facilities in the United States and abroad
isthe result of the 1998 bombings of the embassesin Nairobi, Kenya and Dar es Sdaam,
Tanzania. Recent lapses in security at State Department headquarters—the theft of alaptop
computer containing classified information and the discovery of “bugs’ near the Secretary of
State s office—have dso heightened attention to the safety and security of U.S. facilities
everywhere. A number of reports have recommended substantial security upgrades.
Notwithstanding this renewed attention, however, the task force report states:

The Department of State’ s infrastructure, both overseas and at home, is dilapidated and

insecure. Overseas facilities, including embassy buildings, are in a serious state of

disrepair. They frequently do not meet [ safety] standards. Nearly 25 percent of all posts

are seriously overcrowded. A total of 88 percent of all embassies do not fulfill
established security standards, and many require major security upgrades. U.S

personnel stationed overseas cannot be expected to fulfill their missions effectively if they

must operate in shabby and insecure facilities.?

The |G shares the concerns expressed in the task force report. In arecent letter to the
Governmenta Affairs Committee, the IG wrote:

A June 2000 IG report found that none of the 42 embassies evaluated met all of the

physical security standards. Actions have been taken or are underway to correct those

items that the Department can quickly fix, such asimproving the local guard service,

lighting or alarms at the chancery. A program of sustained capital investment is essential

to ensure the safety of the diplomatic infrastructure in the future. However, such a
programwill not immediately alter the circumstances of personnel overseas.*

Some of the specific ingtances of security vulnerabilities uncovered by the IG indude the
following:

. Even after suffering maor terrorist attacks and receiving Department resources to
upgrade facilities, the |G testified before Congress that “ both interim facilities still faced
problems at the time of our May 1999 security evaluation. Embassy Dar es Sdaam
lacked sufficient emergency power for security systems such as exterior security lights,

3bid.

“Department of State, Office of Inspector General, “ Top Ten Management Challenges for the State
Department” (December 15, 2000).
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aarms, and vehicle barriers. Embassy Nairobi needed to reduce the risk of exposure
presented by the placement of large glass windows in the front of the interim chancery
building and provide a secondary exit point from the compound.”

. International Broadcasting Bureaus at Germany and Prague had “ numerous physical and
procedura security deficiencies” In Germany, the International Broadcasting Bureau's
tower was eadlly accessible in an open field. In Prague, the Radio Free Europe/Radio
Liberty office building “lacks setback and is Situated between two busy streets.”

. Although the Department provided $118.5 million to establish an emergency and
evacuation radio program, the 1G found that “at the posts visited, the ingdlation of the
[radio] equipment did not necessarily trandate into an operating emergency radio
network.” The G continued, “Pogt officids were often unfamiliar with how to use the
radio equipment, and new emergency and evacuation procedures incorporating the new
equipment had not yet been put in place.”’

Aswith physicd security, the State Department suffers from amgor inability to protect
classfied information from unauthorized disclosure. In March 1998, Department officias shut
down its computer systems after investigators found data indicating that an unauthorized person
had used computers at two undisclosed overseas posts. As aresult of this October 1997
intrusion, the two posts were limited in their access to the network, which forced the State
Department to circulate delicate information on paper via courier.®

According to the task force report, State Department communications and technology equipment
are s0 outdated that personnd in some facilities cannot e-mail each other. Most overseas posts
ether operate on obsolete classfied systems or have no classified connection to the rest of the
government.’  In addition, GAO investigators, with assstance from a mgor accounting firm,
succeeded in bresking into State networks by diaing in from modems. The investigators dso
thwarted building security and walked into areas where there were unattended computers and
servers. A user identification and password were taped to one computer. Onceinsde State's
networks, GAO investigators reported, they “were able to access sengtive information. In
addition, [they] could have performed system administration actions that would have alowed

>Statement of Jacquelyn L. Williams-Bridgers, State Department | nspector General, before the House
Committee on International Relations (May 17, 2000).

®1bid.
"Ibid.
8« State Dept. Computers Vulnerable,” Government Executive Magazine (March 24, 1998).

®Brian Friel, “Council Urges Overhaul of State Department Management,” Gover nment Executive
Magazine (February 14, 2001).
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[them] to download, delete and modify these data, add new data, shut down servers, and monitor
network traffic.” The systemsthat GAO penetrated held performance gppraisas, internationa
financia data, travel arrangements, e-mail, and passwords.*

Financial M anagement

Although the State Department got a clean opinion on its most recent financia
satements—meaning it could baance its books—financia management at the Department is not
good. The Department cannot produce timely, accurate, and reliable financia information on a
regular basis. The Department accounts for over $5 hillion in annud appropriations and over
$20 billionin assets. However, at any point in time, the State Department does not know how
much its programs cost, how much money it has, or to whom it owes money. According to the
|G, despite progress made by the State Department, “there are concerns with: (1) the security of
the domestic mainframe computers and the Paris Accounting and Disbursing System; (2) the
inadequacy of interna controls over the management of unliquidated obligations, and the
inadequecy of the Department’ s financial and accounting system, which is both an internd
control weakness and an issue of noncompliance with severd laws and regulations; and (3)
overseas regiona accounting and disbursing systems.”**

Inits audit of the State Department’ s financid statements, the firm of Leonard G. Birnbaum and
Co. highlighted a number of problems with the Department’ s financia management.*> Those
problems include the following:

. “[1]nformation system networks for domestic operations are vulnerable to unauthorized
access. Consequently, other systems; including the Department’ s financia management
systems, which process data using these networks, may aso be vulnerable.”

. In some cases, the Department could not reconcile its ba ances with the Department of the
Treasury, which keegps arecord of funds available to the State Department. Therewasa
difference of $162 million between what Treasury thought the State Department had
available and what the State Department thought it had available.

. State Department records indicate that it owes $3.5 million on past orders. However,

according to the auditor’ s report, much of that is for items that were ordered but never
delivered.

1General Accounting Office,“ Computer Security: Pervasive Serious Weaknesses Jeopardize State
Department Operations,” AIMD-98-145, May 19, 1998.

M| etter from State Department of Inspector General Jacquelyn L. Williams-Bridgersto Chairman, Senate
Committee on Governmental Affairs (December 15, 2000).

12| eonard G. Birnbaum & Company, Certified Public Accountants, “Independent Auditors Report:
Department of State” (March 1, 2001).
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Because of its financia mismanagement, the State Department leaves itsalf open to fraud and
wagte. In some cases, the Department catches people who are attempting to defraud it. In many
others, however, waste, fraud, and abuse go undetected. Some of the reports made by the IG
include the following:

. A State Department employee submitted and received payment for fraudulent clamsin
excess of $29,000.*3

. A State Department contractor billed the U.S. Government $92,538 for insurance
premiums on apolicy that did not exist. The contractor had received approva to obtain
the policy but never obtained it.**

. The spouse of aformer Ambassador submitted a false voucher for reimbursement of
$1,637 for damage to items included in a shipment of household belongings. Theitems
the spouse claimed were damaged had been purchased for an amount significantly less
than the value that the spouse claimed they were worth.*

. The Internationd Ingtitute of Wisconsin spent $46,626 in federd grant money on airfare
for individuals who did not participate in its programs, on “excess working meds” on an
“unreasonable amount of tickets for sporting events,” and on unsupported sdaries and
benefits. For example, the Ingtitute used grant funding to purchase $375 of acohol
(which is expresdy prohibited), 30 tickets to a Milwaukee Bucks game, and 50 tickets to
aMilwaukee Brewers game for ten program participants, and it ingppropriately
digtributed many of the tickets to non-participants of the exchange program. Further, at
one dinner for twelve program participants, the Ingtitute also ingppropriatey pad for the
meds of 68 additiona “guests."*®

Human Resour ces

Like many federd agencies, the State Department has difficulty hiring and retaining the people it
needs to achieveitsmisson. According to the task force report:

The Department of Sate’s human resource practices and administrative policies are
dysfunctional. The department’s* up-and-out” promotion systemis having the
unintended effect of forcing qualified personnel out of the service. Its antiquated
recruitment process is unable to meet the department’ s workfor ce needs in both number

BDepartment of State , Office of Inspector General, “Semiannual Report for October 1, 1999 to March 31,
2000 (April 28, 2000).
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and skill. The department’s lack of professional training opportunities for its personnel,
itsinattention to the family needs of its overseas personnel, and its inflexible grievance
system have become major incentives for employees to seek work elsewhere.*’

The President’ s most recent budget blueprint made the same point:

Current personnel policies and workforce planning threaten the department’ s ability to
recruit and retain the highest possible caliber workforce. The Department of State will
create and implement policies to ensure that it recruits, hires, and retains foreign and
civil service officers with the right skills needed to fulfill the Department’ s strategic and
performance goals.*®

Plan Columbia

According to the State Department’ s “ Narcotics Control Report,” Plan Columbiais an integrated
strategy focusing on the peace process, the economy, the counternarcotics strategy, justice reform
and human rights protection, and democretization and socia development in Columbia. 1ts $1.3
billion price tag supplements ongoing U.S. counternarcotics programs totaling $330 million that
were in place before Plan Columbiawas initiated. Under Plan Colombia, the U.S. is supposed to
support justice sector reform and aternative development projects and will provide equipment,
training, and technical assistance to the Colombian antinarcotics police and the military to

increase their capability to eradicateillicit coca and opium poppy cultivation and to conduct
interdiction operations. According to the State Department |G, however, Plan Columbia “has
hed little measurable impact.” In its monthly report, the |G wrote the following:

Despite spending over $100 million on the increased [drug] eradication efforts during

FY 1997-99, the results of the spray program are discouraging. Although the data
indicates that the spray program has had the effect of moving cultivation from one region
to another, it is uncertain whether the current program has decreased the supply of drugs
from Colombia. Furthermore, the [ State] Department’ s efforts have had little
measurable impact on the availability of drugsin the United Sates.™®

GAO hasdso sad that Plan Columbia “will take years to produce results.” Despite U.S. and
Colombian efforts, theillega narcotics threet from Colombia continues to grow and become
more complex. Although U.S.-provided assistance has enhanced Colombian counter-narcotics
cgpabilities, it has sometimes been of limited utility because of long-standing problemsin
planning and implementing assstance. For example, hdicopters that State provided to the

YCouncil on Foreign Relations and the Center for Strategic and International Studies, “ State Department
Reform,” Independent Task Force Report (February 2001).

18Brian Friel, “ State Department to Cut Middle Management,” Gover nment Executive Magazine (March 1,
2001).

Department of State, Office of Inspector General, “Monthly Report” (July 2000) (Available at
HTTP://oig.state.gov/pdf/july00.pdf.
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Nationa Police and the military lacked sufficient spare parts and adequatdly trained personnd to
operate and maintain them for conducting counter-narcotics operations. In addition, the
Colombian Nationa Police, which has a questionable history on human rights, has not aways
documented its use of counter-narcotics assistance, and U.S.-provided helicopters and fue have
been diverted for purposes other than counter-narcotics missons.
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XV. Department of Transportation

| .... don’'t haveto explain the problems or the challenges that lie ahead for our
transportation sectors. | am surethat you are all fully aware or our crumbling
infrastructure and the costly, time-consuming gridlock that we face every day as we
attempt to move about this country.

Congressman Don Young
Chairman

House Committee on Transportation
and Infrastructure*

According to the Department of Trangportation’s annua performance report, in the year 2000
Americanstraveed 2.6 trillion miles on America s highwaysin their 215 million vehicles. They
traveled inthe air for 17.6 million hours. And they get around the nation’ s waterways in their
12.3 million recreationd watercraft.? It isthe Department of Transportation’s responsibility to
ensure that the nation’ s air, seaand highway travel systems are safe and reliable.

The Department of Transgportation accomplishes its mission with dmost $60 billion in tax

dollars. It manages ten different organizations, including the Federa Aviation Adminigtration,

the Federd Highway Administration, the Federa Railroad Adminigtration, and the United States
Coast Guard. The Department employs more than 1,000,000 people and is considered one of the
best managed agenciesin the federd government. Neverthdess, like most federd agencies, the
Department suffers sgnificant waste, fraud, and abuse.

According to GAO and the Department’s |G, the Department of Transportation suffers from the
following mgor problems:

. Poor attention to transportation safety;

. Airlineflight ddays and cancelldtions;

. Overdght of mgor highway and airport projects,
. Poor computer security; and

. Insufficient financia accountability.

Poor Attention to Transportation Safety

As this report makes clear, the waste of taxpayer dollarsis an epidemic in the federa
government. However, far more criticd isthe safety of the citizens. Inthe case of air travd, itis
the federd government’ s respongbility to maintain the safety of the skiesin which airplanesfly.

!statement of the Honorable Don Y oung, Chairman, House Committee on Transportation and
Infrastructure regarding Department of Transportation (DOT) Inspector General report on airline customer service.
(February 7, 2001).

2Secretary of Transportation, “Leading the Way to Transportation Excellencein the 21st Century” (May
2000).



Unfortunatdly, recent evidence shows that American skies aren't getting safer, they're getting

less so.

According to the IG's most recent semiannud report, the risk of airplane runway collisonsis
increasing. The number of near misses on the ground increased 34%, from 230 in 1995 to 321 in
1999. Operationd errors by air traffic controllers, which the |G describes as letting planes get

too close to each other in the air, increased 51%, from 764 in 1996 to 1154 in 1999.2 Operational
errors and near-misses are not acceptable in air travel, and an increase should not be tolerated.

Unfortunately, the Department isn't doing enough about it. According to a recent report by the
|G, “[the Federa Aviaion Adminigtration] must approach reducing operationa errorswith a
sense of urgency.” That report described the need to do better:

While operational errors, which occur mostly in midair, can pose a serious safety risk,
the true extent of the safety risk remains unknown because [the Federal Aviation
Administration] does not determine the severity of every incident. For example, the
severity of operational errors can vary from an incident that does not pose an immediate
safety threat, such as when two airplanes are headed in the same direction with 4 miles
of separation, to an incident that is only seconds away from a head-on-collision.®

But these incidents are not hypotheticd. In fact, the |G’ s report detail s specific cases where
operationd errors put airline passengers at direct risk of a catastrophic accident. For example:

In July 1999, an operationa error occurred over Atlanta when one airplane, a an atitude
of 23,400 feet, came within approximately 1200 feet lateraly and 400 feet verticaly of
another arplane. A collison was avoided only after the crew took evasve action asa
result of an on-board darm system.®

In April 2000, an operationa error occurred when an air traffic controller allowed two jet
arlinersto “lose separation” and approach each other head on at 39,000 feet. According
to the I G, the planes were “less than 20 seconds from amidair collison.” Again, the
crews took evasive action as aresult of an on-board alarm system.’

3Department of Transportation, Office of Inspector General, “ Semiannual Report to the Congress”

(September 30, 2000).

“Department of Transportation, Office of Inspector General, “ Actions to Reduce Operational Errors and

Deviations Have Not Been Effective,” AV-2001-011 ( December 15, 2000).

Sbid.
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. The |G’ sreport recounts one instance in Philade phiawhere a military cargo plane came
within 100 feet another airplane, and another ingtance in Los Angeleswhere a
commercid cargo plane came within 200 feet of colliding with another airplane®

Unfortunately, air travel is not the only place the Department of Trangportation has a problem
with safety. Of the 100 most dangerous federd work sites of 1999, 5 are located at Department
of Transportation facilities® And arecent report by the |G shows that the U.S. Coast Guard
doesn’'t know how many livesit saves. According to the IG, “The U.S. Coast Guard isusing
inaccurate data to measure its performance in reducing recreationd boating fatdities, our audit
found. The Coast Guard aso has not established criteria for monitoring the effectiveness of Sate
recreationa boat safety programs. . .. "°

Airline Flight Delays and Cancellations

In addition to serious threats to passenger safety, improvement is needed in the timeliness and
relidbility of ar travel. According to the Federa Aviation Adminigration itsdlf, flight delays

have increased 58% since 1999 (from 236,802 to 374,116). The number of times passengers had
to St on the runway for more than an hour increased 130% since 1995. And because the agency
doesn't measure flight delays correctly, the IG reports that the “ actuad extent of delaysis much
greater.”*! In addition to frudtrating the traveling public, delays to commercid flights cost

airlines more than $3 billion ayear.*?

Unfortunately, according to the agency’s |G, the Department can't get figure out why the delays
are happening in the first place. The 1G wrote recently:

The Air Transport Association, for example, blames [the Federal Aviation
Administration] and weather for most delays. In contrast, the Federal Aviation
Administration points to weather and flight volumes as the main factors. The lack of
consistent and complete causal data has only fueled this debate, with no one system

8 bid.

K aty Saldarini, “ The 100 most dangerous federal work sites,” Government Executive Magazine
(September 28, 1999).

Department of Transportation, Office of Inspector General, “Semiannual Report to the Congress”
(September 30, 2000), p. 25.

Department of Transportation, Office of Inspector General, “ Air Carrier Flight Delays and
Cancellations,” CR-2000-112, (July 25, 2000).
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possessing a full picture of the causes of flight delays and cancellations.*®

Notwithstanding the confusion about the causes of delays and cancellations, the Transportation
|G has concluded that, in addition to the wesather, five factors contribute to flight delays and
cancelaions: increased number of flights, air carrier scheduling practices, increased use of
regiond jets, the practice of alowing planesto land before a gate becomes available, and
equipment failures and management practices of the Federd Aviaion Adminigtration.

Oversight of Major Highway and Airport Projects

One of the federa government’s worst managed construction projectsisin Boston. According to
the |G, Boston's Central Artery — the so-cdled “Big Dig” — isthe most expensive
infrastructure project in the nation’ s history. One expert called it “the greatest public works
scandd of modern times™* Unfortunately, its cost continues to rise and is now estimated a
$13.6 hillion — an increase of more than five times the origind estimate of $2.6 billion. ThelG
has found that project managers have failed to disclose cost trendsin finance plans and
manipulated data to prevent detection, with the most recent finance plan understating

congtruction costs by dmost $1 billion.*> And the |G has reported additiona problems with that
project:

. According to the IG, the Massachusetts Turnpike Authority’ s lack of diligence has
directly resulted in $1.4 hillion in additiona costs for the Boston Centrd Artery project.’

. The Massachusetts Turnpike Authority is purchasing $300 bed springs for residents
whose deep is disturbed by ongoing Boston Central Artery project construction.*’

Boston's Central Artery, despite its reputation as the worst managed highway project in the
nation’s history, is not the only case where the Department of Transportation mismanaged a
project. Examples abound:

. According to the |G, the cost of New Y ork City’ s redevelopment of Penn Station has
risen to $768 million—more than twice the origind estimate. And it's currently

13Department of Transportation, Office of Inspector General, “ Air Carrier Flight Delays and
Cancellations,” CR-2000-112 (July 25, 2000).

Timothy B. Clark, “ Overlooking Oversight,” Gover nment Executive Magazine (April 2001).

5Department of Transportation, Office of Inspector General, “October 2000 Finance Plan for the Central
Artery/Tunnel Project Boston, Massachusetts,” IN-2001-009 (November 29, 2000).
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scheduled to be completed in 2005, 6 years later than planned. According to those who
plan to use the gation, it will need more than $800 million in safety improvements.*®

It isunclear when the FAA’s new satdllite-based navigation system (Wide Area
Augmentation System) will be up and running. But the cost of that system has grown
from $508 million in 1994 to $2.9 hillion in 2001.*°

The prospects for improvement are not good. Initsrecent analyss of the entire Department,
GAO wrote:

Over the years, many large-dollar highway and transit projects have incurred cost
increases and schedule delays. From 1998 through 2003, [ Transportation] is expected
to provide at least $198 billion for highway and transit projects through programs
financed largely from the Highway Trust Fund. . . . [ The Federal Transit Authority] may
not have the resources it needs after fiscal year 2001 to adequately oversee the
significant number of new transit projects requiring oversight . . .” %

Poor Computer Security

Asa many other federa agencies, the security of information contained in the Department’s
computersisat risk. Asof September 2000, the |G had identified several computer system
wesknesses and vulnerahilities at the Department:

Department computers were ble by unauthorized users. The IG gained
unauthorized access from the Internet to about 270 computers located within the
Department’ s private networks.**

The Department’ s computers were vulnerable to ingder attack—another type of threet.
The 1G found gpproximately 900 computers located throughout Trangportation
headquarters that could be accessed by unauthorized insders, such as employees,
contractors, and grantees. In a previous audit, the |G identified employees who had

18Department of Transportation, Office of Inspector General , “ Pennsylvania Station Redevel opment

Project,” RT- 2000-081 (April 19, 2001).

9Department of Transportation, Office of Inspector General, “Key Safety, Modernization, and Financial

Issues,” AV-2000-072 (April 11, 2000).

2General Accounting Office, “Major Management Challenges and Program Risks: Department of

Transportation,” GAO-01-253 (January 2001).

ZDepartment of Transportation, Office of Inspector General, “Report on Headquarters Computer Network

Security,” FI-2000-124 (September 24, 2000).
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embezzled funds through stolen passwords, in one case as much as $600,000.2

. Internet users were able to bypass the Department’ s “firewall” security and gain accessto
the Department’ s private network because 13 public web servers were ingppropriately
placed on Trangportation’s private networks.?®

. The Department’ s Web sites were vulnerable to attack. Trangportation has about 240
Web serversfor public access through its Home Page. Of the 119 Web serversreviewed
by the |G, 41 were rated as highly vulnerable®*

But the Department of Transportation’s computer security vulnerabilities are not limited to its
headquarters. The |G aso found major computer security problems at the Federd Trangit
Adminigration. According to the IG:

. The Federa Transit Adminigtration maintained passwords that should have expiration
dates but did not, and it allowed unlimited guesses at passwords.®

i Computer rooms were not secure.

. Appropriate background checks for the Federa Transit Administration and contractor
employees were not performed.?®

Poor Financial Accountability

Unfortunately, the Department of Trangportation was unable to baance its books this year.
Because of poor financid management at the Federd Aviation Adminigtration, Transportation's
management of federd dollars remains amgor problem. According to GAO, “[Systems
deficiencies affected [the Department’ g ability to prepareits financid statements and account for
lighilities’

To ass=ss whether the Department was adequatdly fulfilling its financid responghilities, the IG

2| hid.
2 hid.
24 hid.

ZDepartment of Transportation, Office of Inspector General, “Computer Security Controls of Financial
Management System,” FE-2000-098 (May 23, 2000).

28| hid.

2’General Accounting Office, “Major Management Challenges and Program Risks: Department of
Transportation,” GAO-01-253 (January 2001).
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audited 40 separate contracts. The |G found that:

. Twenty-nine contracts, totaling about $62 million, were paid without making certain that
the payments made by the Department were dlowed. Of the 13 contracts, over $3 million
of the sample, 11 were not audited as required. After the |G audited one of the contracts,
$62,000 was returned to Transportation.?®

. The rates a which contractors were billing the Department were not appropriately
adjusted for 21 of the 40 contracts totaling $25 million. In some cases, thisresulted in
overbilling. For example, for one contract in which rates were not properly reviewed and
adjusted, the contractor had to return about $10,000 of overbilled costs.?®

. Of the 40 contracts examined, 8 of them, totaling about $5 million, had little oversight
throughouit the life of the contracts®

. The 1G found that “[the Department] did not close contracts in atimely manner, resulting
in funds remaining [on the books] for aslong as 12 years. At least $35.4 million no
longer represented vaid liabilities. "3

. The Federd Aviatiion Adminigtration incorrectly paid about $63 million annudly in
overhead cost because the cost accounting system did not appropriately account for
overhead costs.*

Of the different organizations within Trangportation, the Federd Avigtion Adminidrationisa
particular problem. According to GAO, which put the Federal Aviaion Administration’'s
financid management on itslist of areas of the federal government most susceptible to waste,
fraud, and abuse, “[ The Department’ ] financia management weaknesses have been particularly
troublesome at [the Federd Aviation Adminigtration] because of their longstanding nature and
the agency’ s dow progressin resolving them.” GAO continued, “Until [the Federd Aviation
Adminigration] has financid and management systems and related procedures and controls that
provide reliable information, the agency will continue to be a high risk of waste, fraud, abuse,

ZDepartment of Transportation, Office of Inspector General, “Closeout and Payment Processes for Cost-
Reimbursable Contracts,” FI-2001-018 (January 23, 2001).

2 hid.
301 hid.

3.Department of Transportation, Office of Inspector General, “Closeout and Payment Processes for Cost-
Reimbursable Contracts,” FI-2001-018 (January 23, 2001), p. 2.

#2Department of Transportation, Office of Inspector General, “Report on Design of the Cost Accounting
System for Research and Acquisitions,” FI-2001-013 (December 18, 2000).
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and mismanagement.”*?

But the Federd Aviation Adminigtration is not the only Transportation agency with problems.
The |G identified overpayments as amgor problem at the Federd Highway Administration.
According to the IG, the Federal Highway Adminigtration made 42 duplicate payments to the
State of Georgia, totaing $1.6 million, resulting from weeknesses in the Adminigtration’ s poor
billing process. **

33General Accounting Office, “Major Management Challenges and Program Risks: Department of
Transportation,” GAO-01-253 (January 2001).

34Department of Transportation, Office of Inspector General, “Semiannual Report to the Congress’ (March
2000).
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XVI. Department of the Treasury

Certain significant financial systems weaknesses; problems with fundamental
record keeping and financial reporting; incomplete documentation; and weak
internal controls; including computer controls, have undermined the U.S.
government’ s ability to obtain an opinion on the reliability of itsfinancial
statements for the 3 years that we have reported on these statements.

David M. Walker
Comptroller General of the United
States’

The Department of the Treasury’s mission is to promote a prosperous and stable economy;
manage the government’ s finances; protect our financid systems and lenders, and foster asafe
and drug-free America. The Department is organized into 13 bureaus and 12 offices. They
include the U.S. Customs Service; the Bureau of the Public Debt; the Financial Management
Service; the Bureau of Alcohol, Tobacco, and Firearms; and the Internal Revenue Service.

The Department of the Treasury faces anumber of systemic and long-standing management
problems. On December 1, 2000, |G Jeffrey Rush provided Senator Fred Thompson, Chairman
of the Senate Committee on Governmenta Affairs, with an assessment of the most serious
management chalenges facing the Department.? The most serious challenges, which are listed
below, are summarized in the following sections:

. Information security;

. Treasury’ s information technology invesment management;
. Money laundering/bank secrecy;

. Trade enforcement and narcatics interdiction;
. Revenue protection;
. Financid management a Treasury; and

. Safety and soundness of the banking industry.

In addition to these systemic problems, other studies have identified cases of ether crimind or
ingppropriate behavior by individuas:

. An officid at the Bureau of Alcohol, Tobacco, and Firearms retired on July 31, 2000,
after an invedtigation reveded that he had misused government equipment and officia
travel to conduct business related to a non-profit organization he founded. The officid,
who had atelephone for the organization installed on a support staff member’s desk, dso

1General Accounting Office, “Major Management Challenges and Program Risks: Department of the
Treasury,” GAO-01-254 (January 2001), p. 10.

Department of the Treasury, Office of Inspector General, “ Top Ten Management Challenges for the
Department of the Treasury” (December 1, 2000).



directed his g&ff to perform work on government time for a private company owned by a
persond friend.®

. A Senior Research Specidist resigned after it was revedled that he improperly used his
officid pogtion, time and government resources. The andyst gathered and solicited
information about the Church of Scientology and acted as an unpaid consultant to
members of a group opposed to Scientology while on officid duty. He adso actively
assigted in the creation of an Internet web Ste designed to discredit members of the
Church of Scientology while on officid duty.*

. A maintenance employee at the Philaddphia Mint was steding coins from the Mint.>

. An employee with the Office of the Comptroller of the Currency received rembursement
payments for travel that was never taken. Specificaly, he entered fase datainto the Time
and Travel Reporting System; funds were then eectronicaly deposited into his persona
bank account.®

. A Time and Attendance Clerk for the Office of the Comptroller of the Currency fasfied
her own time and attendance records between 1997 and 1998. Asaresult of her
fadficaions, she was paid gpproximatdy $23,000 in overtime pay for time thet she did
not work.

| nfor mation Security

Protecting information and data from unauthorized accessis critical to ensure the integrity of
Treasury’slaw enforcement and financid operations. Asinformation becomes more accessble
through the Internet, threats to security increase. These threats have resulted in various initiatives
to improve the government’ sinfrastructure. Oneinitiative, Presdentid Decison Directive 63,
requires the development of areliable and secure information system.

Such asystem is essentid to protect Treasury’ s information infrastructure from physica and
electronic threats. Although Treasury has achieved some of its security goas, more needs to be
done. For example, audits have found significant, long-standing weaknesses in the U.S. Customs
Service s ahility to maintain continuity of operations aswell as overdl security and access
control.® Asaresult of theseissues, the |G issued a“7-Day” |etter to the Secretary of the

3Department of the Treasury, Office of Inspector General, “Semiannual Report to the Congress”
(September 30, 2000), p. 17.

“Ibid., p.17.
*Ibid.

®Ibid., p. 18.
’Ibid., p. 19.

8Department of the Treasury, Office of Inspector General, “ Top Ten Management Challenges for the
Department of the Treasury” (December 1, 2000).
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Treasury on May 26, 2000, who in turn notified Congress® The letter recommended that the
Customs Service take immediate steps to develop its dternative Site for continuity of operations
and ingtd| detection software to reduce the risk of unauthorized Internet access. Financia
satement audits have identified Electronic Data Processing genera control weaknesses a other
Treasury bureaus as well, most notably the Financial Management Service.

Treasury’sInformation Technology | nvestment M anagement

The Treasury Department invests nearly $2 billion annualy on information technology. The law
requires the Department to improve capital planning, investment controls, project management,
systems development, and performance measurement inthisarea. Treasury’s weeknessesin
effectively managing mgjor investments have been well documented over the past severd years
for such systems as the Internal Revenue Service Tax System Modernization and the Customs
Automated Commercid Environment initiative. Last year, the Ingpector Generd issued areport
noting that Departmental practices needed improvement if they were to be able to provide
executive direction and effective management over information technology investments.™

Money L aundering/Bank Secr ecy

It is esimated that criminds launder hundreds of billions of dollars globdly each year. GAO
recently reported that the nation’s largest bank “failed to follow federd guiddinesto prevent
money laundering and alowed as much as $800 million in suspicious Russan funds to flow
through 136 accounts.”** GAO aso reported that a second bank alowed $600 millionin
suspicious Russian funds to flow through 100 accounts because of lax enforcement. The Office
of the Comptroller of the Currency should uncover such instances of money laundering through
its examinations of nationa banks for safety, soundness and compliance. In an audit of the
Office, however, the IG identified the need to strengthen examination procedures in severa
areas. The |G found that examiners did not aways perform a complete examination, which
should indude (1) following up on indicators of suspicious activity and (2) performing sufficient
reviews of high-risk accounts.

The 1G swork on Customs' strategic money laundering initiatives has revealed opportunities for
expanding its intelligence capabiilities. The IG dso determined that Customs' “Report of
Transportation of Currency or Monetary Instruments’ was outdated. Certain travelers checks,

° Thelaw requiresthe |G to report to the Secretary of the Department whenever a particularly serious
deficiency in the operations of the Department becomes apparent. Under the same provision of law, the Secretary is
then required to transmit areport to the appropriate committees or subcommittees of Congress within 7 calendar
days.

Department of the Treasury, Office of Inspector General, “Top Ten Management Challenges for the
Department of the Treasury” (December 1, 2000).

2 pigd.
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money orders, and foreign bank drafts, were not required to be reported even though they had
been categorized as reportable instruments under revised regulations.*

Nar cotics | nterdiction and Trade Enfor cement

The Customs Service ensures that goods and people entering and leaving the United States do so
in accordance with U.S. laws. It isdso largely responsible for preventing the entry of illega
narcoticsinto the country. Itsinspection, investigative, inteligence, canine, marine, and air
interdiction activities are key to the Office of Nationd Drug Control Policy’s nationd supply
reduction drategy.

Despite years of concerted effort, drug smuggling continues unabated. As an indicator of the
magnitude of theillicit drug trade, over 1,120 tons of cocaine entered the United States during
fiscal year 1999. For the same period, the Customs Service reported that it had seized 172 tons
of cocaine™ Audits by the |G have disclosed that the Customs Service needs better narcotics
examination criteria, better targeting systems, and more consistency in the performance and
reporting of narcotics examinations.

Infisca year 2001, the Customs Service expects to process 25 million entry summaries valued at
$1.3 trillion, 503 million persons, and 149 million conveyances. However, the automated system
that the Customs Service uses to process merchandise is outdated. The system aso has
ggnificant control weeknesses. For example, the |G recently issued areport detailing a
programming flaw in the Air Automated Manifest System that can dlow merchandise and
contraband, including narcotics, to enter the county without Customs inspection, thereby
compromising Customs enforcement efforts.*

The Cugtoms Service recognizes that its ability to process the growing volume of imports, while
improving compliance with trade laws, depends heavily on its modernization of the trade
compliance process and related supporting automated systems. The success of this effort is
contingent on how well and how soon the Customs Service is able to implement the Automated
Commercid Environment, the Service sinformation technology project to facilitate the
movement of goods into and out of the United States.

Revenue Protection

In fiscd year 1999, the Customs Service collected approximately $22.0 billion, while the Bureau

21pid.

Bpid.
Y1bid. (Anentry summary isaformal declaration provided by each importer or broker that supplies details

on what is being imported, how much is being imported, and the duties or fees associated with theseimports. It also
identifies the appropriate harmonized tariff schedule code.)
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of Alcohol, Tobacco and Firearms collected another $12.1 billion, making them the nation’s
second and third largest sources of revenue, respectively.® The |G bdieves that the Customs
Service could sgnificantly reduce logt revenue through its planned large-scae systems
improvements. Thisisamgor chalenge, but when system improvements are completed,
Customs should be in a much better position to handle dectronic commerce and control the tens
of billionsit collects annudly in duties, excise taxes, and fees.

The Bureau of Alcohol, Tobacco and Firearms can further strengthen its controls to ensure dl
acohal, tobacco, and firearms excise taxes are collected. For example, the 1G found that alack
of controls resulted in the Bureau being “unable to locate file documentation supporting the
tax-free status of 149 tobacco export shipments with atax vaue of $65.6 million. Also, [the
agency] closed 350 shipments with an excise tax vaue of $21.3 million that either lacked
documentation to support exportation or had inadequate documentation. In addition, [the
agency] had not timely resolved about 25,500 notices of remova with a potentid tax liability of
$59 million. Thiswas afollow-up to a September 1999 audit that found similar problems with
tax-free exports of digtilled spirits.”*°

Financial Management at Treasury

The Treasury Department is responsible for preparing the U.S. government’ s financia
gatements, which are audited by GAO. GAO has reported that the federa government is not
able to properly and consstently compile financid statements, identify and diminate
intragovernmenta transactions, or reconcile the results of operationsin the financia statements
with the budget results. Inaccurate or incomplete financid information provided to Treasury by
other federal agencies causes many of these problems. Concerted and coordinated efforts are
needed at the Treasury Department and other federa agenciesto address these problems.

. The Department’ sfisca year 2000 consolidated financiad statements identified two

materia weakness, two reportable conditions, and five instances where the Department
was nat in compliance with existing laws and regulaions.’

Safety and Soundness of the Banking Industry

With combined assets exceeding $7.2 trillion, commercid banks and thrifts are important in
domestic and world economies. The banking system serves the financia needs of commerce,

Bpid.

8 pid.

Y Department of the Treasury, Office of Inspector General , Office of Audits, Fiscal Y ear 2000
Consolidated Financial Statements, Ol G-01-050 (February 2001).
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locd communities, and individuads. These needs are met through avast array of financid
services ranging from credit systems to payment systems to over-the-counter exchanges. Clearly,
asafe and sound banking system is a precondition for stability within our financid system.

The Treasury Department regulates and supervises a substantia portion of the banking system.
With combined assets of over $4.2 trillion, Treasury’ s regulated banks and thrifts account for
over 58 percent of total industry assets. In addition, regulated nationa banks account for the vast
mgority of the off-balance-sheet assets, a'so known as financid derivatives, which are estimated
to exceed $35 trillion.*

For nearly a decade the banking industry has experienced record profits, and bank failures
continue to be minima with less than 10 per year since 1995. However, for the second quarter of
caendar year 2000, the banking industry’ s earnings not only declined but aso were the lowest
since 1997.%° In addition to economic factors, banks are experiencing added regulatory and
supervisory chdlenges. Recent legidation lifted decades-old restrictions on affiliations between
banks, securities firms, and insurance companies. With these changes, additiona supervisory
chdlenges may arise in other areas such as money laundering, financia privacy, and the

expanded sharing of regulatory respongbility under the new law’s functiond regulation

provisons.

The |G sreview of the fallure of Keystone National Bank identified areas where bank
examination procedures could be strengthened. Keystone sfailure is expected to cost the Bank
Insurance Fund over $700 million. Y early examinations of Keystone from 1992 through 1999
repeatedly uncovered unsafe and unsound banking practices and regulatory violations.?®
Enforcement actions, however, proved ineffective in getting Keystone to fully addressits
operating problems. Also, the |G observed excessive reliance was placed on third- party
information, such as the annua independent financid audits.

18Department of the Treasury, Office of Inspector General, “Top Ten Management Challenges for the
Department of the Treasury” (December 1, 2000).

¥pid.
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Inter nal Revenue Service (IRS)

While the examples above describe the genera state of mismanagement at the Treasury
Department, a closer examination of its mgor component - the Interna Revenue Service -
revedls how dangerous the Stuation in the Department has become. In fact, Comptroller David
Walker recently wrote that,

IRS lacks reliable cost and operational information to measur e the effectiveness of its tax
collection and enforcement programs and to judge whether it is appropriately allocating
its staff resources among competing management priorities.

The Internad Revenue Service has the responsibility for collecting taxes, processing tax returns,
and enforcing the nation’stax laws. The IRSisalarge, complex, decentraized organization with
about 100,000 people in 10 service centers, 3 computing centers, and numerous other field
offices that it operates throughout the United States. The agency is currently undergoing a
reorganization that is sgnificantly affecting the roles and respongihilities of these offices. In

fiscal year 2000, the agency collected over $2 trillion in taxes, processed over 210 million tax
returns, and paid about $194 billion in refunds to taxpayers.

In January 2001, GAO updated their “high-risk list.” These are the areas of the federa
government that are particularly susceptible to fraud, waste, abuse, or mismanagement. Six of
the areas on the list gpply to the IRS: strategic human capita management, informeation security,
IRS tax systems modernization, IRS financia management, earned income credit
noncompliance, and collection of unpaid taxes. Clearly, the IRS faces a number of systemic and
long-standing management problems.

On December 1, 2000, David C. Williams, the Treasury Department’s G for Tax
Adminigtration, provided Senator Fred Thompson with an assessment of the most serious
management chalenges facing the Depatment.** The worgt areas include the following:

. Modernization of the Internd Revenue Service;
. Financid Management;
. Security of the Internal Revenue Service s Information Systems;

. Providing Quality Customer Service Operdions,
. Revenue Protection - Minimizing Tax Filing Fraud;
. Taxpayer Protection and Rights.

In addition to these systemic problems, other studies have identified cases of elther crimind or
ingppropriate behavior by individuds.

ZIDepartment of the Treasury, Treasury Inspector General for Tax Administration, “ Top Ten Management
Challengesfor the Internal Revenue Service” (December 1, 2000).
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. In March 2000, an employee of the IRS pled guilty to unauthorized ingpection of tax
return information. The employee accessed the account of a relative without
authorization or for officid business?

. In June 2000, an employee was sentenced to 12 months probation after pleading guilty to
one count of unauthorized use of a government computer. The employee accessed a tax
account.?®

. An investigation reveded that an employee was receiving free dentd trestment from a

dentist in exchange for abating approximately $20,000 in tax pendties and interest, and
lowering the dentist’s monthly tax instalment payment from $5,000 to $3,000 per
month.?*

. In January 2000, an employee received $3,000 in U.S. Postal money orders as payment on
ataxpayer’sliability. The employee did not process the remittances. Instead, in late duly,
the employee provided the money orders to the employee’ slandlord as partia payment on
overdue rent.?

M oder nization of the | nternal Revenue Service

Modernization of the IRS includes the restructuring of the organization and the modernization of
technology. On October 1, 2000, the Service achieved its first milestone by putting into effect a
new organizationa structure that should ultimately serve taxpayers better and support the
employeesin an improved work environment. This sructureis far from complete. Modernizing
the IRS is along-term effort, with probably a decade remaining of updating technology,
revamping business practices, and refining measures of organizationd performance. Riskswill
remain throughout the process.

Modernization of IRS stechnology is crucid to implementing this effort. The modernization of
computer systems and the security of taxpayer information have been mgor concerns over the

pest severa years. For more than a decade, at a cost of $4 hillion, the IRS has been attempting to
modernize its antiquated tax systems.?®

Z2Department of the Treasury, Treasury Inspector General for Tax Administration, “ Semiannual Report to
the Congress” (September 30, 2000), p. 30.

3pid., p. 30.
#1bid., p. 31.
Bpid.,, p. 33.

Z8Department of the Treasury, Treasury Inspector General for Tax Administration, “ Top Ten Management
Challengesfor the Internal Revenue Service” (December 1, 2000).
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Financial M anagement

Financid management aso continues to be aconcern. The agency’ s financid sysems il
cannot produce the reliable information necessary to prepare financia statements in accordance
with federa accounting standards. GAO rendered an unqualified opinion on the IRS s Fisca
Year (FY) 2000 statements. However, according to GAO, “IRS s approach to obtaining this
unqudified opinion on its fisca year 2000 financid statements reied heavily on codtly, time-
consuming processes, satistica projections, externa contractors, substantia adjustments, and
monumental human efforts that extended well after the September 30, 2000 fiscal year-end.”*’

Based on examples from the financid audit of the IRS sFisca Y ear 2000 financid statements,
these efforts are faling far short of what is required to prepare the IRS for the next century.
GAO found that IRS s records contained errors and that there were significant delaysin
recording activity in taxpayer accounts. During their Satistica sample of unpaid tax
assessments, GAO found the following problems?®

. Sgnificant delays—of up to 12 years—in recording payments made by taxpayers to

related taxpayer accounts. Some payments were not recorded at al in related taxpayer
accounts. Some of these delayed or unrecorded payments were made in the late 1980s.

. Delays in updating information in taxpayer accounts. Intwo cases, IRS sfalureto input
or reverse information resulted in refunds that should not have ben issued because the
taxpayer had other outstanding tax ligbilities. In each of these cases, the ingppropriate
refund was more than $4,000.

. Input errors. A deceased individud’ s estate sent a payment of $68 million to IRSin
January 1999, but the IRS recorded the payment to the wrong taxpayer account. The
taxpayer's estate was actualy owed arefund of dmost $7 million. Thisinput error was
not corrected until dmost 2 yearslater. Consequently, IRS did not pay the refund to the
edtate for nearly 2 years after it was owed.

There were dso significant deficienciesin the IRS s treatment of equipment:?®

. The IRS was unable to locate 35 items (16 percent) in asample of 220 items taken from
their property records. The items included computers, monitors, printers, and computer
software. IRS later determined that 23 of these items had been disposed of months
earlier, but that their records had not been updated to reflect the disposal. Also, 14 of 219

2’General Accounting Office, “Financial Audit: IRS Fiscal Year 2000 Financial Statements,” GAO-01-
394 (March 2001), p. 6.

2 bid., p. 87.

Ppid., p. 93.
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sample items (6 percent) selected at 22 Sites could not be traced to IRS s records.

. At 18 of the 22 buildings that were visited, there were inaccurate property records
conggting of ether items not at the Site as recorded, or items at the Site but not on the
records.

. Error rates of 32 and 25 percent, respectively, existed in asample of beginning and
ending balances of undelivered orders. These errors were primarily due to goods and
services having been received but not deducted from unddlivered orders. Of one
undelivered order from fisca year 2000 totaing $7.9 million for computer equipment,
gpproximately $3.4 million of the equipment had been delivered but had not been
removed from the unddlivered orders baance.

In another case, it was determined that IRS was not complying with their own hiring policies.
Last year, GAO reported that the IRS was hiring individuas and alowing them access to cash,
checks, and other taxpayer data before it received satisfactory results of their fingerprint checks.
In response, IRS issued anew palicy in April prohibiting the hiring of applicantsin any IRS
office until fingerprint checks were completed. However, GAO found that 145 of the 2,526 staff
hired from the time the policy was issued through September 30, 2000, began working before
IRS received the results of their finger print checks®

Findly, GAO reported that IRS continues to be unable to determine the specific amount of
revenueit actudly collects for three of the government’ s four largest revenue sources—Socid
Security, Hospital Insurance, and individua incometaxes. In addition, IRS continues to be
unable to determine the collections for the Highway Trust Fund or other trust funds that receive
excise tax receipts at the time payments are received.

Security of the Internal Revenue Service' s | nfor mation Systems

The IRS Commissioner has stated that protecting taxpayer information and the systems used to
deliver services to taxpayersis key to the success of a customer-focused Internal Revenue
Service. Inthe pag, the security of taxpayer data has been problematic, particularly in the area of
unauthorized browsing of taxpayer records. Asthe primary revenue collector for the United
States, the IRS is atarget for both terrorists and hackers. Thisthreat has increased over the last
few years as more computers are being linked together. Disgruntled employees aso represent a
mgor threat, particularly with the turmoail that the IRS is experiencing during its reorganizetion
process. Information security will be a continuous challenge to the IRS as long as computer

30General Accounting Office, “Internal Revenue Service: Progress Continues But Serious Management
Challenges Remain,” GAO-01-562T (April 2, 2001).

31General Accounting Office, “Financial Audit: IRS Fiscal Year 2000 Financial Statements,” GAO-01-
394 (March 2001), p. 99.
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sysemsexist. New security vulnerabilities are dways being discovered as new technology and
equipment are added. Access control wesknesses also continue to be a perennia problem for the
IRS.*

. During last year’ stax filing season, the IRS did not take adequate steps to protect the
security of dectronic filing systems and eectronicdly tranamitted taxpayer data. Asa
result, unauthorized individuds, both ingde and outside the IRS, could have gained
access to the IRS dectronic filing systems and viewed and modified taxpayer data.®®

Providing Quality Customer Service Oper ations

The IRS has invested heavily in technology but has not significantly improved telephone service
to taxpayers. The agency centrdized the management of the toll-free telephone system, invested
in new technology, committed significant enforcement resources to answering telephones, and
expanded the hours of operation in an effort to better serve taxpayers. Nevertheless, in 1999, the
IRS did not provide an increased leve of qudity telephone service to taxpayers in an economical
manner.

In addition, the IRS s performance in providing toll-free tel ephone service compares unfavorably
with private sector organizations recognized as providing “world class’ service. Theleve of
service provided to taxpayers on the 3 main telephone lines declined from 73 percent in the
prior-filing season to 51 percent in 1999, and amost 16 million more taxpayers received busy
sgnas. Also, during the first 6 months of fiscd year 1999, the accuracy of answersto tax law
questions, as salf-reported by the IRS, declined from 79 percent to 72 percent. For the same
period, tota labor costs increased by over $30 million from the prior fiscal year, even though 1.4
million fewer cals were answered.®*

A recent investigation by the 1G, however, demonstrates the need for improvement. Over afour-
day period during this year’ s tax filing season, auditors from the |G “made 368 random test cdls
tothe IRS' tall-free number and were unable to gain access 37% of the time. When successful in
getting through, the IRS incorrectly responded 47% of the time.”*

32Department of the Treasury, Treasury |nspector General for Tax Administration, “Top Ten Management
Challenges for the Internal Revenue Service” (December 1, 2000).

33General Accounting Office, “Information Security: IRS Electronic Filing Systems,” GAO-01-306
(February 2001).

34Department of the Treasury, Treasury Inspector General for Tax Administration, “ Top Ten Management
Challenges for the Internal Revenue Service” (December 1, 2000).

3Department of the Treasury, Treasury Inspector General for Tax Administration, Testimony by the
Honorable David C. Williams before the Subcommittee on Oversight, House Committee on Ways and Means (April
3, 2001).
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Revenue Protection - Minimizing Tax Filing Fraud

The IRS must continually seek opportunities to protect revenue and minimize tax-filing fraud in
its programs and operations. In August 2000, the Service released its most recent Earned
Income Credit compliance study. The study’s centrd finding is that an estimated $7.8 billion
(25.6 percent) should not have been paid. These results show that the IRS needs to continue to
be innovative and aggressive in its compliance efforts.®

The IRS 4till faces significant chalenges in the business tax return arena. Despite extensive
efforts it has made to detect and stop fraudulent claims, relatively little effort has been made to
systematically identify refund schemes involving business returns and associated crediits. A few
business schemes have been identified but it has generdly been through labor intensve manua
procedures. The IRS is concerned that fraudulent refund claims may be expanding to include
business returns and that scheme perpetrators continue to develop new methods to defraud the
sysem. ThelG is concerned that current controls may be bypassed and, as aresult, has initiated
areview inthisarea

Taxpayer Protection and Rights

The IG has reported improvement in the IRS s compliance with many provisons of the IRS
Restructuring and Reform Act. 'Y et some provisons of that Act need continued monitoring
because the IRS is not in full compliance. These include redtricting the use of enforcement
datigtics to evauate IRS employees, not designating taxpayers asillega tax protesters, providing
proper and timely notice that a federd tax lien has been filed, and not improperly withholding
information in response to taxpayers written requests for informetion.

%I nternal Revenue Service, “Compliance Estimates for Earned Income Tax Credit Claimed on 1997 Tax
Returns’ (August 2000).
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XVII. Department of Veterans Affairs

A national nursing shortage could aversely affect [the Department’ 5] effortsto
improve patient safety in [Department] facilities and put veterans at risk.

David M. Walker
Comptroller General of the United States *

The Department of Veterans Affairsis the nation’s second largest department in terms of
daffing. Itsmisson isto serve Americd s veterans and their families by providing hedlth,
disability, education, and housing benfits, as wel as interment and memoria services. There
are an estimated 24.8 million veterans.

Asof lagt year, the Department had approximately 204,100 employees. It maintainsfacilitiesin
every date of the Union, the Didrict of Columbia, the Commonwealth of Puerto Rico, Guam,
and the Phillippines. Approximately 187,000 of its employees work in the hedlth care system.
Hedlth careis funded at approximately 43 percent of the budget and is provided to an average of
58,100 inpatients daily. Slightly more than 40 million episodes of care are estimated for
outpatients. There are 172 hospitas, 766 outpatient clinics, 134 nursing home units, and 40
domiciliaries. Veteran bendfits, including compensation benefits, penson benefits, and life
insurance, are funded at dmost 55 percent of the VA’ s budget.

The Department of Veterans Affairs suffers from severd systemic and long-standing
management problems. On November 28, 2000, Richard J. Griffin, the Department of Veterans
Affars |G, provided Senator Fred Thompson, Chairman of the Senate Committee on
Governmental Affairs, with an assessment of the most serious management problems facing the
agency.? The chdlenges, which are discussed below, include the following:

. Hedth care qudity management and patent safety;

. Claims processing, gppedls processing, and timeliness and quality of compensation and
penson medica examinations,

. Inappropriate benefit payments;

. Security of systems and data;

. Debt managemernt;

. Workers Compensation costs; and

. Procurement practices.

In addition to these systemic problems, other studies have identified cases of ether crimind or

!General Accounting Office, “High-Risk Series: An Update,” GAO-01-263 (January 2001), p. 79.

Department of Veterans Affairs, Office of Inspector General, “Top Ten Management Challenges for the
Department of Veterans Affairs’ (November 28, 2000).



unethica behavior by individuds. For example:

. A registered nurse at amedicd center diverted controlled substances from the medical
center for his own use?

. A pharmacy technician was arrested with four shopping bags filled with pharmaceuticals
and controlled substances that were stolen from amedical center. The drugs had avaue
of more than $21,000.

. A registered nurse diverted more than 60 doses of controlled substances from Department
supplies for persond use®
. A former warehouse worker stole $20,000 in computer equipment from the Department.®

. A company charged the Department for ingtaling adaptive equipment into vans sold to
disabled veterans. In fact, the equipment was never ingtalled.”

Health Care Quality M anagement (QM) and Patient Safetv

One of the mogt serious chalenges facing the Department is the need to maintain a highly
effective hedth care program. In too many cases, hedth care facilities are antiquated; waiting
times for trestment are at times excessve; there is a problem with cleanliness; and there is not
enough patient privacy. Thisis further complicated by the need to ensure high-qudity, safe
patient care in an environment that is rgpidly evolving to an outpatient setting from the traditiona
inpatient care.

One of the principal issues that continues to present a management chalenge isthe Veterans
Hedth Adminigtration’ s ingbility to provide consstent clinica qudity and safety. To complicate
this problem, managers have not prescribed any consstent staffing patterns for medical center
quality management departments throughout the country. Thus, no two medica centers qudity
management departments focus on the same issuesin the sameway. These differencesimpede
the Department’ s ability to identify and correct unsatifactory practices. Reportsfromthe IG
detall avariety of problems

. “The physicd environment of the operating room is unacceptable. Severd employees
told us that the operation room was not clean. Inspectors confirmed these conditions.

3Department of Veterans Affairs, Office of Inspector General, “ Semiannual Report to the Congress”
(September 30, 2000), p. 17.

*Ibid., p.18.
*Ibid.
®Ibid., p. 19.

’Ibid., p. 25.
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They found that water leaks had damaged the callings and walls. The walls have peding
paint that is easily didodged by touch. Thefloors are badly rutted and stained, and
therefore difficult to keep clean. Nursang employeestold us that they had raised these
issues, but that they did not believe managers had made repairs a high priority.”

. “Petients were located in the halway, with oxygen tubing running across the floors of
patients rooms and the halway, cregting afdling hazard for employees. This latter
hazard a0 cresated the potentid for accidentally disconnecting the patient from the
oxygen source.’

. The Nutrition and Food Service, which provides food to one Veterans Affairs hospital
“shares the loading dock with the Environmental Management Service' s hazardous waste
containers. Dirty Environmental Management Service and red biohazard carts are located
next to the area where food is transported to the kitchen.”°

. “Inspectors observed cooking equipment that needed to be cleaned, sitting on open racks.
Bulk frozen food items were lying on carts, and the carts themsalves were blocking egress
from the Canteen. The refrigerators contained uncovered, open food containers.
Inspectors a so observed ingtances in which employees did not wash their hands between
handling customers’ money and handling food.” **

. “Medication security was inadequate in some areas of the medica center. Unauthorized
employees could readily accessa. . . medication room . . . and a medication refrigerator

... wasfound to be unlocked. Reviews. . . revealed numerous incidents of unsecured
medications on the inpatient units. Inspectors found outdated medicationsin aroom. . .
even though the room is not designated as a medication room.”*2

. “[L]ack of sufficient gtaffing in dlinica support services such as Radiology, Pharmacy,
and Pethology and Laboratory Medicine Service, aswell asagenerd lack of clerica
support, has greetly impacted upon the facility’ s ability to deliver timely, qudity services
in the primary care setting and has contributed to longer waiting times and delayed patient
trestment.” 3

. “Over 35 specidty clinics across the system exceed 30-day wait times for appointments,
and some gppointment wait times gpproach 1 year. Further, both Urgent Care and
emergency room personnel reported that they often experience delays in obtaining results

8Department of Veterans Affairs, Office of Inspector General, “Combined Assessment Program Review,”
00-00025-37 (April 3, 2000), p. 9.

Department of Veterans Affairs, Office of Inspector General, “Combined Assessment Program Review,”
00-01199-72 (May 25, 2000), p. 7.

1bid., p. 11.
bid.
2|bid., p. 15.

13Department of Veterans Affairs, Office of Inspector General, “Combined Assessment Program Review,”
00-00933-88 (June 19, 2000), p. 5.
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of ‘stat’ laboratory tests, reportedly often due to technica problems, which further
exacerbates the problem of patient waiting times.™**

. “Cleanliness, safety of non-patient areas, and patient privacy . . . need management
attention. We found [a nursing home care unit] dirty and it had a detectable pungent odor
on the day of our survey. . . . The congregate bath was on the main hall. It afforded little
privacy, as the door was propped open with only a curtain in place.”**

. “[1t] appeared that three nurang home unit patients did not receive their evening med
trays, and clinicians assembled their meals from other patients’ trays. . . . In another
ingtance, employees told us that a diabetic patient had been inappropriately given sugar
packets and jelly. The Nutrition Services quality control monitor on medl tray errors
showed that tray errors increased from 6 percent in April to 24 percent in May 2000. . . .
We reviewed the food service gdley . . . and found bananas that were overripe and
infested with fruit flies. These bananas had been washed and prepared for patients.
Severa food service employeestold usthat it was not uncommon for Nutrition Serviceto
accept poor quality produce.”*®

. “Locd palicy required the presence of agynecology attendant to chaperone dl pelvic
examinationsin the Women Veterans Treatment Program. In addition to chaperoning
pelvic examinations, the attendant’ s duties included preparing pap smears and culture
dides. We found that managers had not ensured that atrained gynecology attendant
would be consgtently available to assist physicians during pelvic examinations. . . . We
aso found that when untrained attendants were used to provide these services, the
laboratory tests were often invalid because of improper specimen preparation. Invalid
test results require that patients return to the clinic to repeat the procedure, and often
cause unnecessary anguish and inconvenience for the patients.” **

Claims Processing, Appeals Processing, and Timeliness and Quality of Compensation and
Pension M edical Examinations

The Veterans Benefits Adminigtration needs to improve the processing and timeliness of benefits
clams processng. Numerous studies have addressed timeliness and qudity issues with their
compensation and pension claims processing system. The system is used for the overdl
adminigtration of dmost $23 billion in compensation and pension payments to veterans annudly.

1bid., p. 9.

Department of Veterans Affairs, Office of Inspector General, “Combined Assessment Program Review,”
00-01202-107, (August 18, 2000), p. 4.

Department of Veterans Affairs, Office of Inspector General, “Combined Assessment Program Review,”
00-02003-108 (August 18, 2000), p. 8.

Y Department of Veterans Affairs, Office of Inspector General, “Combined Assessment Program Review,”
00-01225-109 (August 31, 2000), p. 10.
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Claims processing: The Veerans Benefits Adminigration is struggling with timeliness of dams
processing. It faces a high workload backlog and unacceptably long time to processclams. The
number of pending compensation claims for fisca year 2000 averaged about 360,000, and it took
about 185 days for claims to be processed.*®

Appeals Processing: According to GAO, the average time to resolve veterans gppedls of claims
decisions continue to exceed 2 yearsin 1999."° Large claims backlogs have continued to impact
the Department’ s ability to provide veterans with timely service; in some cases, veterans have

had to wait years for decisons on their dams.

Timeliness and Quality of Medical Examinations: Disability benefit payments are based, in part,
on interpretations of medica evidence by the Veterans Benefits Adminigtration disability rating
pecidigs. That evidence is developed by physicians or private contractors through examination
of the veteran. Proper medica examination services are important because the Administration
cannot complete payment on veterans disability dlams until examination results are received.
When amedica examination is not performed correctly, the veteran's claim is delayed until

another examination is scheduled and completed. This usudly resultsin Sgnificant dlam
processing delays. While management had made some changes to this process, little

improvement had been made.?

| nappr opriate Benefit Payments

The Veerans Benefits Administration needs to develop and implement an effective method to
identify inappropriate benefit payments. Recent audits found that the appropriateness of
payments has not been adequately addressed. Some of the problem areas are described below.

Payments to incarcerated veterans: A review found that Department officids did not implement
a systematic approach to identify incarcerated veterans and dependents and adjust their benefits
asrequired by thelaw. Of 527 veterans randomly sampled from the population of veterans
incarcerated in 6 states, the Department had not adjusted benefits in over 72 percent of the cases
requiring adjustment, resulting in overpayments totaling $1.8 million. Projecting the sample

results nationwide, the 1G estimates that about 13,700 incarcerated veterans have been, or will

be, overpaid about $100 million. Additiona overpayments totaing about $70 million will be
made over the next 4 yearsto newly incarcerated veterans and dependents if the Department does

18Department of Veterans Affairs, Office of Inspector General, “ Top Ten Management Challenges for the
Department of Veterans Affairs” (November 28, 2000).

9General Accounting Office, “Major Management Challenges and Program Risks: Department of
Veterans Affairs,” GAO-01-255 (January 2001), p. 27.

20y S, Department of Veterans Affairs, Office of Inspector General, “Top Ten Management Challenges for
the Department of Veterans Affairs’ (November 28, 2000).
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not establish a systematic method to identify these prisoners®

Payments to deceased beneficiaries: The Veterans Benefits Administration needs to develop and
implement amore effective method to identify deceased beneficiaries and to terminate thelr
benefits, in order to avoid Stuations like the following:

. One woman failed to notify the Department of the death of her mother, a beneficiary who
was receiving compensation benefits. The woman alowed the Department to continue to
electronicaly deposit the fundsinto a bank account she had shared with her mother,
thereby receiving $78,500 in ingppropriate payments. She was later indicted and charged
with five counts of theft.

Benefit overpayments due to unreported beneficiary income An audit found that opportunities
exig for the Department to accomplish the following gods sgnificantly increase the efficiency,
effectiveness, and amount of potentia overpayments that are recovered; better ensure program
integrity and identification of program fraud; and improve delivery of servicesto beneficiaries.

The potentia monetary impact of these findings to the Department was $806.3 million. Of this
amount, the |G estimated potentia overpayments of $773.6 million associated with benefit
clamsthat contained fraud indicators, such asfictitious Socid Security numbers?®

Benefit overpayment risks due to internal control weaknesses: Three employees embezzled
nearly $1.3 million by exploiting interna control wesknesses in the benefit program. An
assessment identified 18 categories of vulnerability involving numerous technica, procedurd,
and policy issues®

Security of Systems and Data

The Department needs to improve physica and dectronic security over itsinformation
technology resources. The Department requires automated data processing of transactions
vaued a over $28 billion annualy and maintenance of over 40 million sengitive veteran records.
Security risk increases as data is shared among the Department’ s organizations. Multiple
architectures and complex misson-specific systems throughout the Department increase the risk

2 pid.

ZDepartment of Veterans Affairs, Office of Inspector, “ Semiannual Report to the Congress’ (September
30, 2000), p. 31.

ZDepartment of Veterans Affairs, Office of Inspector General, “ Top Ten Management Challenges for the
Department of Veterans Affairs” (November 28, 2000).
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of ingppropriate access and misuse of sengitive data®

Debt M anagement

As of September 1999, debt owed to the Department totaled over $3.2 billion. This debt had
resulted from home loan guaranties, direct home loans, medica care cost fund receivables,
compensation and pension overpayments, and educationa benefits overpayments. The IG has
issued 15 reports over the last 6 years, addressing the Department’ s delt management activities.
The recurring themes are that the Department should be more aggressive in collecting debts,
improve debt avoidance practices, and streamline and enhance credit management and debt
establishment procedures. Through improved collection practices, the Department can increase
recei pts from delinquent debt by tens of millions of dollars eech yeer.

Workers Compensation Costs

The Federd Employees Compensation Act provides benefits for disability or death resulting
from an injury sustained in the performance of duty. The Department of Labor administers the
program for dl federal agencies. The benefit payments have two components— sdary payments
and payments for medica treetment for the specific disability. Medicd trestment includes dl

necessary care, including hospitdization.

An audit in 1998 concluded that the program was not effectively managed and that by returning
current claimants to work who are no longer disabled, the Department could reduce future
payments by $247 million. The |G aso identified 26 potentia fraud cases from arandom
sample. Based on the sample results, it was estimated there were over 500 fraudulent cases. In
1999, the IG completed an audit of high-risk areas in the Department’ s Workers Compensation
Program. The audit found that V eterans Health Administration was vulnerable to abuse, fraud,
and unnecessary costs associated with program claimsin three high-risk areas reviewed (dua
benefits, non-Department employees, and deceased clamants). The IG estimated that the
Veterans Hedth Admingration has incurred or will incur about $11.2 million in unnecessary
costs associated with claimsin these high-risk aress.

For example, aformer nurse was convicted on charges of submitting afalse satement in order to
receive workers: compensation benefits to which she was not entitled. She claimed she was
unable to work due to an injury even though she was earning income working a her husband's
home improvement business?®

Pr ocur ement Practices

2| pid.

ZDepartment of Veterans Affairs, Office of Inspector, “ Semiannual Report to the Congress’ (September
30, 2000), p. 20.
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The Department spends over $5.1 billion annualy for supplies, services, congruction, and
equipment. It faces mgor chalenges to implement a more efficient and effective acquisition
effort. The Department must also ensure that adequate levels of medica supplies, equipment,
pharmaceuticals, and other supply inventories are on hand on a daily basis to satisty demand.
Inventories above those levels should be avoided so funds that could be used to meet other needs
are not tied up in excess inventories.

Higtoricaly, procurement actions are at high risk for fraud, waste, abuse, and mismanagement.
Vulnerabilities and business |osses associated with theft, waste and damage of information
technology are known to be significant. Recent reviews have identified the following serious
problems with the Department’ s contracting practices and acquigtions.

Inventory management: Excessive inventories are being maintained, unnecessarily large quantity
purchases are occurring, inventory security and storage deficiencies exist, and controls and
accountability over inventories need improvement. At any given time, the vaue of the Veterans
Hedth Adminigtration-wide excess medica supply inventory was $64.1 million, 62 percent of
the $103.8 million tota inventory. Audits a four locations found that about 48 percent of the
$1.7 million pharmaceutica inventory were excess. Another audit at five locations concluded
that 48 percent of prosthetic supply inventories were excessive. According to the IG:

We tested inventory levels. . . . The results of our tests revealed wildly inaccurate
inventory data. . . . We found that, because of inaccuracies. . ., important supply items
needed for patient care and maintained in stock for issue were expired or near
expiration. . .. [D]uring our tour of . . . operations, we identified two other items. . . that
had already expired. One of these two items had expired 15 months earlier, and one had
expired 19 months earlier.?’

Purchase card use: There are sgnificant vulnerabilitiesin the use of purchase cards. Work
requirements have been split to circumvent competition requirements and some goods and
services have been acquired at excessive prices and without regard to actual needs. Risk will
escalate as purchase card use increases throughout the Department.

. A former administrative clerk was arrested on charges of allowing individuals to use
Government credit cards for personal use.”®

. A former respiratory therapist was sentenced to supervised probation and community
service after it was disclosed he used a Government purchase card to buy over $4,900

2'Department of Veterans Affairs, Office of Inspector General, “Combined Assessment Program Review,”
00-01199-72 (May 25, 2000), p. 39.

ZDepartment of Veterans Affairs, Office of Inspector, “ Semiannual Report to the Congress’ (September
30, 2000), p. 20.
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worth of household appliances and other items for personal use.?

Ppid., p. 20.
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