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EXECUTIVE SUMMARY
The Federal Air Marshal Service (FAMS) traces its history to the anti-hijacking
initiatives of the 1960s, and was drastically built up after the attacks of September 11, 2001.
While undergoing this rapid build-up and deployment of air marshals, the Service has
encountered numerous problems that severely impact morale and, potentially, national security.
The Committee on the Judiciary initiated an inquiry into the FAMS and has discovered that
while many of the problems facing the management of the FAMS could be easily remedied, they

remain unaddressed. This report outlines key problems and provides recommendations.

HISTORY OF THE FEDERAL AIR MARSHAL SERVICE

Created in 1961, the U.S. Sky Marshal Program (the legacy name of the FAMS) was a
reaction to the increased number of hijackings, which occurred when the Castro regime took
control of Cuba in 1958, and were further exacerbated after the failed Bay of Pigs invasion in
1961. In the beginning stages of the program, marshals were placed upon aircraft at the request
of either a commercial air carrier or the Federal Bureau of Investigation (FBI). The program was
an initial success as the number of hijackings dramatically decreased between 1962 and 1967.!

In 1968, however, the trend reversed and the U.S. suffered 19 domestic hijack attempts
on U.S. flights to Cuba. The trend continued into 1969 and after eight hijackings to Cuba in
January alone, the Federal Aviation Administration (FAA) created the Task Force on the
Deterrence of Air Piracy (Task Force). One of the hallmarks of the Task Force was the creation
of the "hijacker profile." By 1970, five air carriers were utilizing the "hijacker profile" system in

conjunction with metal detectors to deter and prevent hijackings.?

! See hutp:/fwww.ice.gov/graphics/fams/history itm.

21d.



In the period between 1968 and 1972, extortion became the primary motive for airplane
hijackings, whether it was by terrorist organizations that demanded the release of prisoners and
other political concessions, or individuals who demanded a monetary ransom in exchange for
hostages. In response to numerous extortion hijackings, the Federal Government developed an
anti-hijack initiative in 1970 that included an expanded sky marshal program. As a result of this
initiative, hijackings declined by 1972. By 1974, the FAA was designated as the agency to
implement all law enforcement efforts aboard in-flight aircraft. While the initial focus of the
program was on increasing the number of sky marshals, because of improved passenger
screening requirements designed to detect weapons that could be used to hijack a plane and other
deterrents to hijacking, staffing levels at the sky marshal program declined until 1985 *

Due to an increase in terrorist activity in the Middle East in 1985 that included airplane
hijacking attempts, President Ronald Reagan signed the “International Security and
Development Cooperation Act.”* This was the first explicit statutory authority for the air
marshal program. As a result of this measure, air marshal staffing levels rose to close to 400 in
1987 before declining to 33 just prior to September 11, 2001 .°

The tragic events of September 11, 2001, forced the Nation to reassess aviation security
in order to prevent enemy attacks on the seemingly vulnerable commercial aviation industry.
Shortly after September 11, 2001, the FAA authorized an increase in the number of Federal Air
Marshals. As a result, over 200,000 prospective Federal Air Marshals submitted applications to

the FAA. A classified number of these applicants have been hired, trained, and deployed over

*1d.

* Public Law 99-83.

S1d.



the past four and a half years.

In another effort to augment the security of commercial aviation, Congress enacted the
“Aviation and Transportation Security Act” (ATSA)® on November 19, 2001. Under ATSA, the
Federal Government assumed responsibility for aviation security. ATSA also transferred
management of aviation security, including the FAMS, from the FAA to the newly created
Transportation Security Administration (TSA) which, at that time, was part of the Department of
Transportation (DoT). TSA was subsequently transferred from DoT to the newly created
Department of Homeland Security (DHS) as a result of the “Homeland Security Act of 20027
FAMS continued to operate under the TSA until it was transferred in September 2003, by DHS
to the U.S. Immigration and Customs Enforcement (ICE) Agency, also part of DHS. In July of
2005, it was announced that FAMS would return to TSA.* The move became effective October

16, 2005.

COMMITTEE INVESTIGATION

FAMS is essential to securing commercial aviation and, therefore, homeland security.
Beginning in 2002, numerous press reports’ claimed that there were severe problems facing the

FAMS, including a poor retention rate for and lowered hiring standards by the Service, as well as

® See Public Law 107-71
7 See Public Law 107-296

¥ DHS Press Release, “Homeland Security Secretary Michael Chertoff Announces Six-Point Agenda for
Department of Homeland Sceurity,” July 13, 2005.

“See Blake Morrison, Air Marshal Program in Disarray, Insiders Sav, USA Today, Aug. 16, 2002; Brock
N. Mccks, Air Marshals Program Ilits Turbulence, MSNBC.Com, Ocl. 24, 2003; Brock N. Mceks, Sewior Federal
Marshals Demoted, MSNBC.Com, Oct. 24, 2003; Martin Fdwin Andersen, Law Officer Association Attacks IFAM
Service, Congressional Quarterly, Apr. 16, 2004; Larry Sandler, Security Puiting dir Marshals at Risk, Milwaukee
Journal Sentinel, May 2, 2004; Larry Sandler, dir Marshals Warned Superiors — Then Complained to Congress,
Milwaukee Journal Sentinel, May 5, 2004.



Federal Air Marshals falling asleep on the job, mishandling weapons, and having extremely low
morale. As a result of these reports, the Committee on the Judiciary (Committee), exercising its
oversight responsibility pursuant to Rule X(1)(7) of the Rules of the House of Representatives of

the 109™ Congress, initiated an inquiry into the operation of the FAMS.

May 13, 2004 FAMS Briefing to Commaittee Staff

As a first step in this inquiry, the Committee arranged a briefing between Committee staff
and FAMS Director Thomas D. Quinn on May 13, 2004. At the briefing, Director Quinn
outlined the stand-up of the FAMS, the initial and ongoing training Federal Air Marshals
receive, the FAMS’ Surveillance Detection System (SDS), the dress and grooming standards,
boarding procedures, the attrition rate, and he also addressed the question of low morale.
Director Quinn assured Committee staff that the problems at the FAMS were entirely
exaggerated by the media and that an overwhelming majority of the rank-and-file Federal Air
Marshals are more than satisfied with their working conditions and FAMS policies. Director
Quinn went on to state that it is only a vocal “two percent” of Federal Air Marshals who are
complaining about policies and procedures of the FAMS. Director Quinn described these
Federal Air Marshals as “disgruntled amateurs” who bring down the organization. He stated that
aside from the small minority, operations at the FAMS are a huge success and a majority of the
Federal Air Marshals supported polices such as the dress code, boarding procedures, and training

schedule.

Committee Staff Interviews of Rank-and-File Air Marshals

Following this briefing from Director Quinn, Committee staff began to independently



interview rank-and-file Federal Air Marshals from various FAMS field offices across the
country. Over 30 Federal Air Marshals from the Washington, Boston, Chicago, Atlanta, Los
Angeles, Las Vegas, Houston, and Dallas field offices were interviewed in person, via telephone,
or by email correspondence. Every Federal Air Marshal interviewed indicated that there are
ways in which the service needs improving. An overwhelming majority of the interviewed Air
Marshals stated that most concerns centered around threats created by the Service’s own policies
to preserving anonymity and safety. Most also indicated a reluctance to approach supervisors
with these concerns for fear of retaliation that included being given difficult scheduling
assignments and being required to wash FAMS vehicles and paint office walls. Many of those
interviewed said that they initially tried to voice their concerns to FAMS supervisors but were
told that there would be no changes. An overwhelming majority contended that their FAMS-
issued Personal Digital Assistants (PDA) were unable to perform a majority of their
administrative functions and at times could not communicate while in flight. Some Federal Air
Marshals complained that difficult scheduling assignments left little time to train physically and

felt this scenario left them at a disadvantage should they encounter a hostile situation.

Resulting September 28, 2004 Oversight Letter

As a result of these interviews, more press reports,'” a November 2003 Government

YRicardo Alonso-Zaldivar, Easy to Spot Air Marshals Might Be Easy Targets, Los Angeles Times
Headlines, May 31, 2004; Stall’ Wriler, Ridge Promises Kohl Changes to Air Marshal Procedure, Associaled Press,
Jun. 9, 2004: Larry Sandler, Concerns at Mitchell Prompt Federal Probe of Aiv Marshal Secrecy, Milwaukee
Journal Sentinel, Jun. 9, 2004, Staff Writer, Too Many Sore Thumbs, Winston-Salem Journal, June 11, 2004; Staff
Writer, Report: Security rocedures Continue to Expose Air Marshals, Associated Press, lun. 22, 2004; D.R.
Stewart, American Airlines Pilots Say Air Marshals Srand Our, Knight Ridder/Tribunce Business News, Jun. 24,
2004; Staft Writer, I'light dttendants Say Marshals® Dress Code Compromises Them, The Duluth News Tribune,
Jul. 1, 2004; Joe Sharkey, What Really Happened on Northwest Ilight 327, The New York Times, July 20, 2004
Audrey 1ludson, Lerrorists Are Testing Jets, Crews Say, The Washington 'imes, July 21, 2004; Brock N. Meeks,
Report Finds Air Marshal Standards Lacking. MSNBC.Com, Aug. 31, 2004.



Accounting Office (GAO) report,'’ and an August 2004 Department of Homeland Security
Inspector General’s Report (the IG report) entitled Fvaluation of the Iederal Air Marshal
Service, the Committee sent a detailed oversight letter to Director Quinn on September 28, 2004

(see Appendix 1).

The letter, with a response deadline of October 15, 2004, posed questions relating to the
FAMS dress code, boarding procedures, Federal Air Marshal flight numbers and missions, and
alleged probing activities by potential terrorists, among others. The Committee was concerned
that FAMS policies were placing Federal Air Marshals in situations that could potentially
compromise the Federal Air Marshals’ identities and/or mission. The letter was also an attempt
to gain a general understanding about the state of the FAMS and to gain insight into the
Service’s mission and procedures, should any legislative remedies be necessary by this

Committee.

FAMS October 20, 2004 Response Letter

Director Quinn responded to the Committee’s letter on October 20, 2004 (see Appendix
2). In the process of reviewing the FAMS responses to the Committee letter, questions were
raised concerning the accuracy of some of the statements made by the FAMS. Further
investigation confirmed that statements made in the response letter from Director Quinn were

indeed inaccurate.

Heiovernment Accomnting Office, Aviation Security: Federal Air Marshal Service is Addressing Challenges
of Tts Expanded Mission and Work (oree, but Additional Actions Needed. November 2003.



Discrepancies Between FAMS Response Letter and Subsequent Evidence Discovered by
the Committee

In the letter from this Committee, Director Quinn was required to “provide a summary of
all complaints and requests for policy modification”*” relating to the FAMS dress code. In his
response, Director Quinn stated, “[i]f a modification to an existing policy were suggested, the
Special Agent in Charge would send the requested modification to headquarters for review. To

date, no such modification requests have been received from field offices.”"

The Committee subsequently discovered an email from FAMS Atlanta Special Agent in
Charge (SAC) Ernest “Don” Strange, Jr. to Deputy Assistant Director John Novak sent on July

17, 2003 (see Appendix 3), well over a year before the Committee inquiry.

The e-mail from Mr. Strange outlined the need for a more flexible and common sense
approach to the FAMS dress code. At a briefing on November 17, 2004 at which Deputy
Assistant Director Novak was present, Committee staff presented this document and asked why
it was omitted in the response to the original September 28, 2004 letter. Deputy Assistant
Director Novak claimed to never have seen the document in question. Five days later, on
November 22, 2004, FAMS Congressional Affairs indicated, via e-mail, that the “e-mail to
Novak on July 17, 2003.... was ‘food for thought.” It was a general philosophical type message
covering several issues to include his thoughts on the policy directive covering the dress code. It

was never intended to be a formal request to consider modifying the dress code according to the

2Question 1.E. in letter from Chairman Sensenbrenner and Ranking Minority Member Conyers to Federal
Air Marshal Director Thomas Quinn. September 28, 2004, page 2.

13Response to question 1.E. in letter from Director Quinn to Chairman Sensenbrenner and Ranking
Minonty Member Conyers, October 20, 2004, page 3.
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SAC " Even if this characterization by FAMS Congressional Affairs is true, it is nonetheless
the type of information the Committee requested and, as such, should have been included in the

response by the FAMS.

If the e-mail from Mr. Strange was the only request for a policy modification relating to
the dress code, the Committee plausibly could accept the FAMS response as a mere oversight in
diligently attempting to answer the Committee’s questions to the fullest extent possible.
Subsequent investigation, however, uncovered numerous other requests or recommendations for
dress code policy modification. On September 3, 2002, Federal Air Marshal Richard Meares IV
from the Los Angeles field office wrote a letter to Director Quinn outlining his concerns about
the dress code (see Appendix 5). Additionally, Meares filed mission reports on or about August
9™ 14™ and 29™ of 2002 that specifically recommended dress code changes (see Appendix 6).
On October 28, 2003, Federal Air Marshal Frank Terreri sent a letter to Director Quinn outlining
various concerns including the dress code (see Appendix 7). Terreri wrote to Director Quinn on
January 6, 2004, indicating that Terreri’s team leader had briefed him on Director Quinn’s
failure to address Terreri’s letter. Terreri’s team leader told him that Director Quinn would not
be responding to Terreri’s concerns (see Appendix 8). In addition to these documents the
Committee discovered numerous e-mails and reports from various Federal Air Marshals
regarding requests for policy modification or complaints about FAMS operating procedures (see
Appendix 9). The FAMS response to the Committee’s September 28, 2004 oversight letter

failed to reference any of these communications.

In the same September 28, 2004 letter from the Committee, Director Quinn was asked to

"*Email from Tim Cahill to Jason Cervenak, Subj: Follow Up, November 22, 2004. (sce Appendix 4).
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“confirm or deny whether FAMS have garnered credible evidence on probing” (see Appendix 1).
Director Quinn responded that, “[t]he FAMS cannot substantiate that probing activities are
occurring. However, the lack of credible evidence to date is insufficient to definitively conclude
that no probing activity has occurred or will not occur in the future” (see Appendix 2).
Subsequently, however, the Committee discovered that on June 27, 2002, and again on August
29, 2002, the Federal Air Marshal Daily, produced by FAMS headquarters, _
-
(see Appendix 10). The publication is distributed to all Federal Air Marshals to ensure that all
Federal Air Marshals have the information they need to effectively secure air transportation.
The June 27, 2002 and August 29, 2002 Federal Air Marshal Daily publications were omitted
from the FAMS response to the Committee’s question on the topic about which these editions
contain information. FAMS knew, or should have known, that these publications and the
information upon which they are based are the type of information the Committee was seeking
when asking this question, and by omitting the June 27, 2002 and August 29, 2002 editions of

the Federal Air Marshal Daily, FAMS violated the spirit of cooperative Congressional oversight.

Committee Findings

The Committee is unclear why the response letter did not take these communications into
account, but the Committee is concerned that the FAMS either should have an internal
procedure to ensure that these types of matters are referred to headquarters for review or should
have a better mechanism of tracking these items. Moreover, FAMS, in their effort to answer the

Committee’s letter, had a responsibility to identify receipt by the Service of this type of
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information. Without procedures to bring these recommendations to headquarters, management
is in no position to fully understand the problems that may be facing their organization. Itis
unacceptable for FAMS management to be oblivious to the problems facing their organization,
either because there is no established system for managing requests for policy modifications or

because there is a deliberate effort to ignore such requests.

FAMS POLICIES AND PROCEDURES

Federal Air Marshals are the last line of defense against those who wish to do harm to
our nation’s commercial aviation industry. The FAMS’ strategy to operate anonymously is key
to this defense. As such, Federal Air Marshals must be given all opportunities available to
remain anonymous. Any policy or procedure that potentially compromises the identity of a
Federal Air Marshal is a policy or procedure that compromises commercial aviation and national
security. The Committee is concerned that FAMS management may not have taken the
opportunity to review all policies and procedures that potentially compromise Federal Air
Marshals’ anonymity and has remained opposed to considering input from rank-and-file Federal

Air Marshals regarding these issues.

According to the Department of Homeland Security’s August 2004 Office of Inspector
General Report, “[a]rmed air marshals blend in with ordinary passengers to cover high-risk
domestic and international flights on U.S. air carriers.”** Section 4016 of Public Law 108-458,
the “Intelligence Reform and Terrorism Prevention Act of 2004, specifically directs the FAMS

Director to, “continue operational initiatives to protect the anonymity of Federal air marshals.”

13 01G-04-32
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The language in this section is clear and unambiguous and it is incumbent upon the FAMS
Director to implement policies and procedures consistent with the language without delay.

As arelatively new agency, and one that has expanded quite rapidly over the past four
years, most upper level policy makers at FAMS have little to no direct aviation security
experience. In fact, many in FAMS headquarters have never actually served as a Federal Air
Marshal, which is understandable given the rapid build up of the FAMS. FAMS management,
however, should be receptive to input from rank-and-file Federal Air Marshals who fly on a
daily basis and can make recommendations based upon their actual experience and practical
knowledge.

Security Checkpoint and Boarding

Check-in, security checkpoint, boarding, and pre-flight procedures for Federal Air
Marshals are articulated in the FAMS internal operating procedure ELT 6002, Check-In,
Boarding, and Pre-Flight Briefing Policy and Procedure - Domestic Mission Deployments.
Because this document is considered Sensitive Security Information (SSI), the Committee will
not fully disclose its contents. However, after examining this document and speaking with
Federal Air Marshals, the Committee feels that any procedure that could potentially compromise
the anonymity of a Federal Air Marshal is a risk to national security.

In fact, a May 2, 2004 article in the Milwaukee Journal Sentinel pointed out the glaring
shortcomings of the FAMS boarding procedures.'® The author of the article was able to outline
the FAMS boarding procedures by simply watching the entrance gate for a brief amount of time.

According to the article, a “reporter was able to see the apparent security shortcomings in less

16 Larry Sandler, Security Putting Air Marshals ar Risk, Milwaukee Jounal Sentinel, May 2, 2004,
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than two hours at the airport.”"” The article also drew the conclusion shared by the Committee
that, ““[a] terrorist, presumably, could have done the same.”™ In Director Quinn’s response letter
to this Committee, he pointed out that the FAMS was able to successfully eliminate the TSA
requirement that Federal Air Marshals entering the sterile area of an airport be required to sign a
law enforcement log book and be approved entry by an airport law enforcement officer. The
letter also stated that the FAMS were in the process of working with TSA to “to create airport-
specific solutions for discreet movement of FAMs through sterile areas.”" The Committee
applauds Director Quinn for initiating these important common sense steps, but believes that too

little progress has been made in implementing discreet entry points for Federal Air Marshals.

Recent interviews with Federal Air Marshals indicate _

-, It has been more than a year since Director Quinn assured this Committee that the
FAMS were in the process of enabling Federal Air Marshals to traverse all airports discreetly.

More needs to be done, and it needs to be done immediately.

It is the Committee’s understanding that procedures for entering the sterile areas of an
airport fall under the jurisdiction of a local Federal Security Director (FSD) and airport police,
and are enforced by TSA. FAMS management should immediately enter into a dialogue with all
FSDs at airports in which Federal Air Marshals operate to ensure that there are uniform and

discrete procedures. These discussions should establish procedures in which Federal Air

4.
" 1d.

1 Response to question 2.A. in letter from Director Quinn to Chairman Sensenbrenner and Ranking
Minority Member Conyers, October 20, 2004, page 4.
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Marshals are not in the visible vicinity of the flying public at every airport in which Federal Air
Marshals traverse. Now that the FAMS have returned to the TSA, the Assistant Secretary for
Transportation Security can work cooperatively with the FAMS Director to move this process

along quickly.
Grooming and Dress Standards.

FAMS dress standards were first issued in May of 2002 (FLT 6002, Standards of Dress)
and subsequently designated SSI in December of 2002 and renamed ADM 3702, Standards of
Dress. FAMS grooming standards were first issued in August of 2002 as ADM 3701, Grooming
and Appearance Standards, and subsequently designated SSI in December of 2002. The only

discernable difference between the two sets of policies is the SSI designation.

According to Director Quinn, the policy “enables FAMs to perform their duties without
drawing undue attention to themselves.” * In practice, however, many Federal Air Marshals
indicate that the dress code actually draws more attention to the identity of Federal Air Marshals
because of'its rigid requirements that prevent Federal Air Marshals from actually blending in
with their surroundings. Director Quinn claims that the “policy also gives field management the

latitude to make exceptions to the policy in certain circumstances.” One such scenario often

pointed to is _ Numerous Federal Air Marshals, however,
state that _must be the only exception, because at all other -
-he dress code is in effect.

The Washington Times reported in December of 2004 that Director Quinn was personally

agitated when he visited Ronald Reagan Washington National Airport on Thanksgiving Day,

2OResponse to question 1.A. in letter from Director Quinn to Chairman Sensenbrenner and Ranking
Minority Member Conyers, October 20, 2004, page 1.
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2004 because only one Federal Air Marshal was wearing the required jacket.”’ The Committee
questions the importance of wearing a suit jacket on Thanksgiving Day as an effective strategy
for ensuring Federal Air Marshals blend in with fellow passengers. A suit jacket on a day when
few, if any, business travelers are flying would more than likely cause the Federal Air Marshals
to stand out. Director Quinn acted to follow up this incident by assigning supervisors to airports
to perform dress inspections of Federal Air Marshals as they enter or leave an airplane. The
Committee is concerned that this effort may not use the finite FAMS’ resources in the most

efficient manner possible.

The requirement that Federal Air Marshals wear a jacket or suit on every flight simply
does not advance a goal of having Federal Air Marshals blend in with the traveling public in all
circumstances. For example, Federal Air Marshals dressed in suit jackets are not likely to blend
in with travelers flying to a vacation or tourist destination on a low cost air carrier on a weekend.
A suit or jacket, however, does make sense on a weekday flight between two commercial hubs
where many business travelers are likely to make up the majority of travelers on these flights. A
dress code, if any, should represent and mirror the fluidity of air travel. Federal Air Marshals fly
these routes on a daily basis and must certainly be aware of what is and is not appropriate attire

for any given flight.

On August 12, 2005, The Washington Post reported that the FAMS dress code “has been
modified.”* While the article does not address the specifics of the dress code, the Committee is

looking forward to seeing the modification and hopes it mirrors a common sense approach. Zhe

21Audrey LIudson, Dress Code Wearing Thin on Air Marshals, The Washington 1imes, December 8, 2004.

2 Stephen Bair, Association Representing Air Marshals Applauds Dress Code Modifications, 'Ihe
Washington Post, August [2, 2005.
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Washington Post article bases its sources on a statement from a Department of Homeland
Security representative and excerpts from the Federal Law Enforcement Officers Association’s
(FLEOA) magazine.” In addition to being concerned about the efficacy of the a dress code that
in and of itself reveals the presence of a Federal Air Marshal, the Committee also is concerned
that both DHS and FLEOQA commented publicly on law enforcement sensitive information that
could provide additional verification about the identity of a Federal Air Marshal. By releasing
such information, FLEQA has done a disservice to its Federal Air Marshal members as well as
the general public. It would be entirely appropriate for DHS to investigate whether such release

of information constituted an unauthorized release of SSI.
Hotel Policy

FAMS policy requires Federal Air Marshals to stay at designated hotels and to show their
credentials to desk clerks, as governed by FLD 7330, Designated Hotels During 1Y Mission
Deployment. FAMS management justifies quartering Federal Air Marshals at designated hotels
as a means by which management can more efficiently communicate with and assemble Federal
Air Marshals in the event of an emergency. The policy requires Federal Air Marshals to identify
themselves to hotel clerks upon check-in. The Committee does not find fault with the FAMS’
desire to be able to quickly communicate with and locate Federal Air Marshals in the event of an
emergency. However, this goal is not dependent upon Federal Air Marshals being required to
identify themselves as Federal Air Marshals upon check-in. Moreover, requiring Federal Air
Marshals to verity their identity to hotel personnel constitutes a great breach in the FAMS goal

of maintaining anonymity for the Federal Air Marshals. Because having Federal Air Marshals

# See Appendix 10
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identifying themselves to hotel personnel is not necessary for management to communicate with
and assemble Federal Air Marshals, the Committee is concerned that requiring Federal Air
Marshals to identify themselves upon check-in unnecessarily jeopardizes their identity and,

subsequently, national security.

In addition to jeopardizing the anonymity of Federal Air Marshals - and consequently the
safety of the flying public - the Committee is concerned that the FAMS hotel policies could put
hotel patrons at risk. First, incidental hotel guests could observe Federal Air Marshals
identifying themselves. Second, the policy has the effect of enabling hotels themselves to
expose the presence of Federal Air Marshals as hotel guests. For example, the Sheraton Fort
Lauderdale Airport initiated, and FAMS management did not prevent, a public declaration that
the Federal Air Marshal Service was designated as a “company of the month” for reserving a
substantial number of rooms for the Federal Air Marshals (see Appendix 12). This public
designation essentially advertises for any terrorist wishing to attack a location populated by a
concentration of Federal Air Marshals that such a target is the Sheraton Fort Lauderdale Airport.

The Committee questions the judgment used in making and permitting this designation.

In the October 20, 2004 response letter to this Committee, Director Quinn responded to
questions by the Committee about the effect of requiring Federal Air Marshals to reveal their

identity as Federal Air Marshals by indicating a new and more discreet identification card would

be fortheoming within 180 days. | NN
Y i ector Quinn, in the

same letter, also stated that FAMS is attempting to implement a program where all hotel

bookings would be handied b [N, <

process has taken longer than expected to implement. On August 11, 2005, nearly ten months
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after the Committee was informed a change would be forthcoming, this Committee was notified
by FAMS Congressional Affairs that a pilot program of selecting and booking Federal Air

Marshal hotel accommodations will be instituted at _

-. According to FAMS Congressional Affairs, “the program will:

L. Enable the recall of FAMSs for Emergencies: The Mission Operations Center (MOC) will be
able to quickly locate and notify all FAMs in the vicinity of emergencies or national incidents
that require the availability of additional "mission-ready" FAMs. Such knowledge will also be
invaluable in confirming the FAMs' safety during crisis incidents and reducing the confusion of
multiple cellular telephone calls during emergencies.

2. Provide for Discrete Check-in:

_Alleviate FAMs of Burdensome Paperwork:

4. Ensure Quality of Hotel Amenities and Room Availability: Hotels will be chosen based on
ecific criteria through field office input such

This initiative will
also ensure the availability of hotel accommodations, even during room shortages attributed to
conventions, tourist travel, etc.”

The Committee is supportive of initiatives that protect the anonymity of Federal Air

Marshals. The above policy appears to respond to concerns expressed by the Committee and by

rank-and-file Federal Air Marshals by ensuring _
_. The Committee is concerned, however, about the large
bureaucratic workforce | ".c Commitice
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requests that the FAMS provide this Committee with the number of full time employees -
Y - v s any
other associated costs. This response also should indicate whether or not these positions require
security clearances but the Committee cautions that if the positions do not require security
clearances, the Committee will continue to be concerned that security lapses could arise under

this practice just as they do under the current procedure.
Free Speech and Disciplinary Issues

FAMS employees’ interactions with the media are governed by ADM 3700, kmployee
Responsibilities and Conduct, Sections 17 and 18. Specifically, Section 17 prohibits Federal Air
Marshals from using “speech, writing, or other expression to criticize or ridicule FAMS ...
policy or other employees[;]” from creating or participating in “unofficial Internet websites
concerning the FAMS[;]” and from making “any public statements concerning the FAMS”
including addresses to public gatherings, appearances on radio or television, preparation of
articles for publication, and correspondence with any newspaper or periodical. Finally, and more
generally, under the directive, Federal Air Marshals may not “release or divulge investigative

information or any other matters pertaining to the FAMS.”

FAMS management contends that ADM 3700 is necessary to “efficiently and effectively
safeguard civil aviation security and maintain a high level of public confidence in the country’s

»2 While the Committee shares these concerns, the Committee is unclear

civil aviation system.
whether ADM 3700 is the least intrusive means to safeguard air security and maintain

confidence in the Nation’s air transportation system. When individuals’ free speech is restricted

2"Response to question 4.B. in letter from Director Quinn to Chairman Sensenbrenner and Ranking
Minonty Member Conyers, October 20, 2004, page 10.
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by the Government, it is incumbent that the Governmental restrictions be consistent with the
Constitution. While the Committee supports efforts to safeguard classified national security
information, the Committee is concerned that this directive is applied in a much broader manner
than is constitutionally permissible or necessary for national security. Two federal lawsuits
challenging the constitutionality of ADM 3700 were filed in 2005. In settling one of the
lawsuits, the government agreed to amend ADM 3700 as well as notify Federal Air Marshals
that they are not prohibited from publicly criticizing the agency, so long as they do not disclose
inappropriate information about the highly secretive airline security operation.® Aside from the
Committee’s substantive concerns about the policy, the Committee also is concerned that FAMS
management continued to open up DHS and the Government to unnecessary liability by
enforcing ADM 3700 in a manner that is inconsistent with established protections of free speech.
The Committee also finds troubling allegations that FAMS management uses ADM 3700
as a retaliatory mechanism against those who vocalize legitimate concerns about FAMS policies.
In October of 2004, it was widely reported that FAMS management removed Federal Air
Marshal Terreri from flight duty because of an email sent to colleagues from his personal
computer.?® Terreri was accused of “threatening” a fellow Federal Air Marshal, known as
“Becky,” who was interviewed as part of a People magazine article on October 18, 2004. Terreri
was critical of “Becky’s” participation in the article, claiming that her disclosures about weapon
type, training, and tactics jeopardized the anonymity and mission of the FAMS. Terreri also
called “Becky” a “sellout.” The Committee does not necessarily disagree with the FAMS’

initiation of an investigation to determine if Terreri’s comments were indeed creating a hostile

25 See Air Marshal claims victory in lawsuit deal, UP1, April 18, 2006.

26 Eileen Sullivan and Tim Kaufman, ICE Ethics Office Investigates Suspension of Air Marshal, Federal
Times, Oclober 25, 2004,
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work environment. What is troubling to the Committee, however, is Terreri’s removal from
flight status because, as the Committee understands, it is extremely unusual to remove someone
tfrom active duty during an investigation of an allegation that a Federal Air Marshal has violated
a policy in a manner that does not threaten national security. In fact, the Committee is aware that
Terreri was not the only Federal Air Marshal being investigated in this matter, yet he was the
only one removed from flight status. It is this type of disparate disciplinary action that appears
to be retaliatory, especially considering Terreri’s written requests to effect policy changes at

FAMS headquarters.

Additionally, Terreri was removed from flight status in October of 2004 but not
permitted to return to normal duties until April 22, 2005, even though he had been cleared of all
accusations by ICE Office of Professional Responsibility (OPR) on March 9, 2005 (see
Appendix 13). The Committee is concerned by the delay in time between when OPR made its

finding and when Terreri was permitted to return to active duty.

Moreover, as part of the rationale for finding no evidence of wrongdoing on the part of
Terreri, OPR found that the ICE Office of the Principal Legal Advisor (OPLA) concluded that
ADM 3700 is unenforceable as written because it was found to be overinclusive and excessively

restrictive of protected speech.

The disparate disciplinary action experienced by Terreri does not appear to be an isolated
incident. Atlanta Special Agent in Charge Strange was removed from his duties as Atlanta SAC
for allegations of non-criminal misconduct in March of 2005. This action took place only a short
time after Strange began communicating with this Committee. Further, just prior to being
removed, Strange had just received an “above average” performance rating (See Appendix 14).

The Committee is also aware of at least one other SAC who is under investigation for arguably
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more egregious misconduct, yet was not removed from his position during the OPR
investigation. The Committee believes that FAMS management should immediately implement
a standard procedure for placing employees on administrative leave. In fact, the DHS Inspector
General’s Office recommended in August of 2004 that “the Assistant Secretary of U.S.
Immigration and Customs Enforcement establish a policy addressing the FAMS’ use of
administrative leave.”” The Committee is concerned that this recommendation has yet to be

implemented.
Media Interaction

The Committee is concerned by FAMS management’s overeagerness to disclose
sensitive security information to national media outlets. On at least three occasions FAMS
management has participated in televised news segments that reveal tactics, positioning, attire,

and other sensitive information about the FAMS.

On November 5, 2003, WSVN, a FOX television affiliate in Miami/Ft. Lauderdale, aired
a segment about the Federal Air Marshal Service.® The segment included information about
where Federal Air Marshals are seated on an airplane, how they react to hostile situations, the
fact that there are multiple Federal Air Marshals on flights, and out of which airports FAMS
operate in the Miami area. Again, on February 5" and 6%, 2004, representatives of FAMS
participated in a televised story on the NBC Nightly News. This program essentially walked the
viewer through all of the steps and tactics Federal Air Marshals utilize when flying a mission.

For example, it disclosed the number of Federal Air Marshals who fly a mission, check-in and

27L)epamnent of Ilomeland Security, Office of the Inspector General, Evaluation of the Federal Air
Marshal Office, O1G-04-32, August 2004, p. 21.

ZY‘hLLp://\\'W\\r .wsvi.eom/[catures/articles/specialreport/C 106/
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boarding procedures for the Federal Air Marshals, a Marshal’s practice of interaction with the
airline crew, their seating configuration, the specifications of the service weapon used by Federal
Air Marshals, and the requirements for their attire. Finally, on February 17, 2005, CNN
provided the world with a report about the Federal Air Marshal Service entitled “A Day in the
Life of An Air Marshal”. This segment was similar to the NBC story and revealed detailed
information about FAMS tactics and procedures as well. While these media appearances may
have been informative to the average viewer, the segments individually and collectively could
potentially be used by those who wish to do harm to our aviation industry as they provide vital
information about what to look for and what tactics the Federal Air Marshals on any given flight
will utilize. In fact, the Federal Bureau of Investigation sent the FAMS a communication that an
Al Qaida terrorist in custody was able to devise a plan of attack based upon information seen on
a television news report.”” While it is true that FAMS has a responsibility to bolster confidence
in the aviation industry, it should not be done at the expense of Federal Air Marshal and
passenger safety. The Committee believes that FAMS management should adhere to the same
guidelines imposed upon their employees and refrain from divulging potentially compromising

information about the mission of the Federal Air Marshals.

FINDINGS AND RECOMMENDATIONS

1.) Finding: Factual inaccuracies exist in the response letter from FAMS Director Quinn to

the initial September 28, 2004 letter from this Committee.

29Stcphn:n Loscy, FBI to air marshals: Your cover is blown, Federal Times, April 4, 2006,
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Recommendation: FAMS should immediately reexamine the answers provided in the
October 15, 2004 response letter and submit an addendum to the original response no
later than 30 days after this report is issued to ensure no inaccuracies are present. In
conducting this task, FAMS should obtain all information from any necessary source so
the addendum fully and accurately respond to the Committee. This update should also
include changes to policies that impact FAMS and the rationale behind each change,

including those changes made as a result of section 4016 of P.L. 108-458.

Finding: The check in and boarding procedures currently employed by FAMS are

unacceptable to ensuring the anonymity of Federal Air Marshals.

Recommendation: FAMS management should expeditiously enter into a dialogue with
Federal Security Directors, TSA, and other relevant entities to ensure that anonymous
check-in and boarding procedures are available in each and every airport that Federal Air

Marshals traverse.

Finding: Any standard of dress or grooming that does not take into account the true
nature of dress by the flying public on a given flight unnecessarily places Federal Air
Marshals in jeopardy by potentially compromising the anonymity of the Federal Air

Marshals.

Recommendation: FAMS should employ a dress code that reasonably reflects the nature

of modern air travel and does not place Federal Air Marshals in harm’s way or risk their
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unnecessary identification.

Finding: Requiring Federal Air Marshals to identify themselves as such to hotel

employees is an unnecessary breach of security and anonymity

Recommendation: The FAMS should immediately implement a process by which
Federal Air Marshals can access appropriate hotel accommodations without disclosing
their identity or affiliation and the FAMS can reach all Federal Air Marshals in a timely

fashion.

Finding: Restrictions on Federal Air Marshals’ speech should only be as stringent as
needed to ensure that no sensitive or classified information is released but should also

protect Federal Air Marshals’ First Amendment rights.

Recommendation: FAMS’ Restrictions on Federal Air Marshals’ speech should be
rewritten to adequately protect First Amendment rights and reflect the written advice of

ICE OPLA.

Finding: FAMS has shared tactics, methods, and procedures, many of which should be

considered sensitive, with local and national media outlets

Recommendation: FAMS should exercise better judgement when dealing with the

media to ensure that no sensitive information is revealed. Furthermore, FAMS should
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not divulge any information that has the potential to enable a person to identify a Federal

Air Marshal.

Finding: Disciplinary procedures at FAMS can be called disparate and, on their surface,

can be characterized as unfair and even retaliatory.

Recommendation: FAMS should employ disciplinary procedures that are standardized
for any given infraction. Investigations and punishments should be handled by a neutral

party, such as the ICE Office of Professional Responsibility.

COMMITTEE REQUESTS
The Committee requests a delineation of the conclusion of all OPR investigations that
resulted in a finding of unsubstantiated or unfounded claims, including when and by
whom employees were notified of the disposition of the claims against them, the dates of
OPR’s conclusions, and the dates on which these exonerated employees returned to

active duty.

The Committee requests an explanation by FAMS management as to why it continues to

enforce ADM 3700 that its own Office of Professional Legal Advisor has found

unenforceable for lack of constitutional permissibility.

The Committee requests a list of all media activities FAMS management has sanctioned,
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authored and/or participated in since 2002.

CONCLUSION
Certainly the FAMS has come a long way since 9/11, but, as this report demonstrates,
there are necessary steps to be taken to make the Service the elite law enforcement agency it
should be. DHS, TSA, and FAMS management should address the obvious shortcomings in
order to make FAMS a better agency. Ensuring the anonymity of Federal Air Marshals should
be a top priority of the organization. Steps should begin immediately to ensure that policy

initiatives are rapidly implemented to achieve this goal.
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JOUN CONYERS, M. Marigen
HENRY 4. HYDR, Winale :‘&k A, Cottrnis
L.‘?_"-’-m":%;h ONE HUNGRED EYGHTH CONGRESS ’A__,T:mm‘ o e
/%08 SOOTATHL . ot
TEVE CMARCT, Ohle z. 208 LOMMIEN, Catfards
Zsm— Congress of the Nnited States EEERES
AR T S
s House of Representations sl
SRR COMMITTEE ON THE JUDICIARY St
#;-:’-k: 2138 Ravaumn House Opack Busoiia
'F—uh"-n:‘—f-—- - WasnmcTon, DC 20635-3218
(202) 226-3061 ..
UM house gamfudiclery
September 28, 2004

The Honorable Thomas D). Quinn
Direetor -
Federal Air Marshal Service
ICE Headquarters - FAMS

425 1Street NW
Washington, DC

Dear Director Quinn;

A;yuukww,meComnﬂm.onﬂuJudiciuyhuwoningbiﬁtyformeFedaﬂAk
Marshal Sesvice (FAMS). Weureooncempdhymediueyo:;,'umuumpomﬁouother
sma,dmiﬁnglﬂegdmmityminnixjhv_el.mw our oversight responsibilities, the
Comumittee has the duty 19 ensure that the efforts of the FAMS are effective, We also owe a duty

. mdbﬁmzﬁe&wbﬁcwdowmm;manmmuh'@mﬂmakmvdhngﬁu

possible.

To assist the Commitice in our oversight efforts, pléase reapond by 5:00 p.m. on October 15,
2004, to the following questions: ‘ ) ; ’

I An April 2004 letter from an air hal 3 ation to Members of Congr and July
2004 press ‘inthethingtanTmsanquwYo&Timm,'amon;mhm,mm
the professional dress code required for air hals may be having the unintended .

_ consequence of making air marshals easily recognizable. Other reports indicate that the
dress code is determined individually by FAMS fieid offices so that requirements vary

throughout the Nation,

A. Do you consider the benefits of this professional dress code to outweigh the
potential harm to individuals and missi of having an izable FAMS
team? Please explain.

B. Please provide the dress code(s) as well as guidelines that have been used for
interpreting implementation of the code(s), Please include all dress codes that the
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The Honorable Thomas D. Quinn

September 28, 2004
Page Two
FAMShnuaedsichanuaryonOOZ .
C. Pleuepmvidethemnofconseqmthncouldhcixﬁpoudifmairmm
does not adhere to the dress code. o
D.  Please provide information on all discipli ,acﬁbnthnhaihkvnplmuua'
. mhotmdrmummukedn;wtbedmam. Pleass inchude all
mpanying on to support discipliniary actions,
E. . Ploaso providea '

Xy, of al complaints and roquests i policy modification
recoived om sir marshafs and an explanstion of haw each of the
wmmmﬂnﬁmhuliemwi_sbeing.molved.

2. Cmmh:ﬂmmmﬂmo&m@pomﬂlyaxpouhidmﬁtyof
: : bala inclii py hals 10 ity checkpotaty,

and identify themselves specifically as federa! air marshal not just as g
agents; ) ’

A

Please provide the | ditres used by air miarshal: in bypassing ity o
chackpoints, including, bist not limited to, whtt air hals‘are ushered up the
chockpoimcxitinphinviewqununm

Please provide the boarding procedures that air
Please provide the procedurss that air marshal utilize in revealing their ideatity
to law enf t, security, and airline p L, including, but not limited to,
showing their identification and signing loghooks,

AmmmwnMwmmmmmqu-menaeﬁcm

als ars o fotlow, including;

+ travel, they are requi d to stay in iffed hotels ined in 8 short list of

approved hotels and, when checking in, must identify themselves and show their

concernis that the ability of air marshals to maintain cover may be compromised .
and that hotels regularly sérvicing air marshals may be targeted. Please verify the

* truth or falsity of this allegation, including, but not limited to, whether air ’
el ired to .

are req present credential idcndfyiugthmuajrmmhalsin
order to reccive a discount and whether they are timited to a small number of
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The Honorable Thomas D. Qnmn‘ n
September 28, 2004
Page Three

hotels in which they may stay.

E. Pleasouﬂinethesuting i ion used by air hals on flights,

3. Comdicbrynwmoftb:typeofammuzﬁﬁonusedbyuirmmhmhuspuked
concern by travelers, pilots, and others. The debate incl vhether all p g
ﬁmﬂmwimmhmbthpeofmmiﬁmmedbymmmud
whetbarmemwmiﬁonhthetypamnwndnunmmvelmm:hummbody.

A. Mwumgmhmwﬁmmwwmm_

‘B, Doaﬂlirmuyhdadmysclrrythistypeohmmuniﬁon? lfmt,plemexphin
cm:mmmuwmmmoﬂntypu of ammunition, the specifications for any
alternative ammunition used, how often these circumstances arise, and what

i are in place to'ensure safety when altemative ammunition is used.

C. Please provide examples that clarify the impact assessments for cach typs of
ammunition used including; birt not limited to, the effect on an aircraft and a
humnhodyﬁmilbﬁnzpcmmdbytheamuiuniﬁonusedbyairmlnhah when
fized at varying distances. )

D. Aselirmnhlsudnndindwspeciﬁm@capabiﬁﬁes of the ammunition and,
weapons they carry?. Ifso,plqmdet;ﬂthgmhmnndextemofd:atrﬁning.

a4 Seveu‘l media outlets have reported on air marshal activities and procedures.” Some of
these mpomh(vcb@incunjumﬁm Or cooperstion with the FAMS and some have mot.

A, Under what circumstances is official FAMS information shared with thé public?

Wha is suthorized to speak for the FAMS?
B What restrictions are placed on air matshals with regard to speaking about their
job or employer? Please describe the that could be imposed if an

air marshal fails to comply with these restricti . Please also indicate all
discipﬁmryuﬁonmathnbeenmkmmntdingtlﬁsisme.

C. Why did the FAMS believe that it was appropriate to provide Time Magazine
access to air marshals on board NW flight 327, while failing to bring those
individuals to a Congressional briefing about NW flight 327, If the air marshals
are important enough to the facts to present to a national audience, why then, are
they not important to a Congressional inquiry?

‘ s. According to media reports, policy directives have required air marshals, in at Jeast
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The Honorable Thomas D. Quinn
Septembey 28, 2004
Page Four

portions of the country, to submit at lcast one “surveillance detection report™ (SDR) per
month, resulting in fraudulent reports being filed. E .

A Pleaso confinn whether such policy directives have been made (officially or
unofficially).

B. If such polic'y directives have been made, please provula the oopi«nofelcﬁ.‘

C. ‘What are the range of consequences that could be imposed for failure to comply
with a directive?

lwthnpravidinithepreeiumb«ofﬁxmashnkmayimpwthw
- enforcement ability to prevent potential terrorists or others who may wish to disrt the

air travel system from taking advantage of lapses in coverage. Nevertheless, it ia vital
that Congress have a cledr understanding of the depth of air marshal coverage within the
air tranisportation system. . ;

A, Please provide the number of active air marshals a¢ of the date of your
to this inquiry. Because flights operate at alt hours of the day, and because ait
marshals are provided annual and sick leave, please qualify the munber of active
air hat ding to the ber who are on'duty at any one time, - :

B, Please provide the number of non-FAMS Immigration and Customs Biforcsment

(ICE) agents used to support FAMS anid the number of FAMS used to support
non-FAMS ICE agents. o

€. Pleass provide the number of law enforcement officials who are not employed by
the FAMS but who may be considered air miarshals of any other category of “air
law enforoement” at any time. Under what ci are law enfix ;
officials counted as air marshals or any other category of “air law enforcement?”
When law enforcement officials not employed by FAMS are participating in
troop enh nent or are idered in any capacity as any “air law
* enforcement,” are these individuals required to follow all of the same procedures
and regulations as on-duty air hals? For ple, are law enf
officials required to carry weapons on their bodies when flying for personal
reasons or reasons wrelated to providing air safety? Are law enforcement
officials permitted to sleep, read, or consume alcoholic beverages when flying for
pamnalnamarmmmumlnedmpmvidiunirsﬁem If these individuals
aré in a capacity in which they ate not required ta follow all of the same
procedures and regulations as on-duty air marshals, are they counted for troop
enhancement purposes or are they considered an “air law enforcement” officer for
any purpose? If so, for what purposes?
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The Honorable Thomas D, Quinn

E.

September 28, 2004
Page Five )
" D Please provide the number of flights that are covered each day by the FAMS. In

doing so, please indicate the size of each aircraft being covered 2s well as the
distances traveled by each aircraft, . ’

Please indicate how ge of flights is d ined by the FAMS. What factors
are idered when making this decision?

7. All federal crimiinal investigators (those in the G8-18}1 series) muat have authorization
for their investigative duties and are 1o be provided investigatory training. :

A,

B.

Are air marshal idored investigators? What suthosity limits or authori

any investigatory activities undertaken by air hals?

What investigatory training do air marshal ive? I this training required to
be completed before air marshals begin service? .

How are air hal ired to i t, or delineate dutics, with othes law

enfarcement officials? Please provide a complete brsakdown of which fa
enforcement officials are to complete each task whesi an air marshal identifics a
suspicious individual on a flight. ’

P d prior to ucting any investiga

What limits constrain air marshals abﬂﬂymgnthqinfumnﬁon? For example, do
air marshals have access to inft ion regarding abowt a flight on
whichi an air marshal is serving? Doairmhalsh‘avu'gceumﬂigmmmifesh
or other passenger databases? R R :

) Wbupréﬁminxyintellisenu,minﬁng}b@km\md,wothainfommionmak
b ’ y investigation or Tterrameticos

8. Instances of probing occurring or flights have been reported on widely by thie media, et
FAMS has stated that there have not been any credible reports of probing on aircraft,

A,

Please confirm or deny whether FAMS has gamered ¢redible evidencs on
probing,

. Please detail the standard used by FAMS in d ining whether allegations of
probing are considered “credible,”
Please provide a 'y of all probing allegations that have been reported to
and/or investigated by FAMS and the Tusid hed upon idering the

allegations.
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- The Honorable Thomas D. Quinn
September 28, 2004

Page Six
D. Please detail whether a central y exists, ining reports of suspici
ucuvlty,thnuavndahletoa.lldtmmhh.
E. Though airline p 1 have at their di: 1 dures to report suspici

activity to FAMS, claims exist that, rather than have their employees report such
mnmwaAMs,aixhnummmthmmnwwwpmmhmmymudm
security, PbmdeuﬂmeAMSumnochlamsdmuhu :
penonnclnponmpmmluﬁvitywnﬂh;ucmunmenhnmPAMBmd
whather FAMS has investigated such claims. If FAMS has investigated these
.claims, please detail FAMS® ﬁndlnguegu‘ldin;them.

It remaing unsluruﬁawhnthestmdmipmudmuminphuwhenmurmmhd
encounters a suspicious or potentially hostile situati

A, Pleudmdimwhntpmceduruuemplwewhmmmmmhdenwmnl

ip whomlg whxlnhﬂighismthem Is there a difference:
b . dure? If so, what is it? Who has the
horil wdtvettor di landlplmshouldamuauomame?Whn

thre!holdlnudhbemqtmordcmmkg&uuuon?

B. Are there requirements that pilots or or airling employees relay an air marshal
suspicion to the Federal Aviation Adniinistration (FAA), National Targeting:
Center (NTC), Maintenance Operation Control Center MOCC), or 2 Joint
Terrorism Task Force (JTTF)? If so, what are they? If not, why not?

C. How does ICE define critieal high-risk flights? What policy is in place to smen
foreign originating flights acriving at high-risk locations? What policy is in place
when:‘\vmh-ﬁswd”pmnctpetwmlsdkwvemdaﬂermk eoff?

D. Do FAMS air rshal receive tralning on immigrati issues as a part of ICE?
What ig the relationship between the FAMS, FAAandNI'C'I Plcase provndeau
documenhmcl\ximg.b\nnmllmbdto" da of Ui ing, relating to these
relationships. What steps are being di dertaken to i

thesn
relationships, including, but not limited to smdardizanou of. an-port rules, pmcadwu
and badges?

According to a recent DHS Inspector General (IG) mpoﬂ entitled, Evaluation of thc
Federal Air Marshal Service (FAMS), in 2003 FAMS began
disciplinary problems with numerous active air marshals.

A The IG reviewed 504 applicants who had been favorably adjudicated and
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The Honorable Thamas D. Quinn
September 28, 2004
Page Seven

nwuﬁng n)oboﬁq Of those 504 applicants, 161 were foundm have
questionable financial, employment, and criminal activities, FAMS spokesman
Dave Adams told Government Executive (September 1, 2004) that “ultimately,
none of the 161 questionable applicants were hired.” Please provide

_ documentation of this claim.

B. Appendix A (p. 24) of the nbove menﬁoned report outlines 753 PAMS
disciplinary actions brunyzoo2md0ﬂcha2003 Pleueprwldun
dosumentation relating to these acti

C. Appendle@SS)ofthnnbovemmonedreponuﬁu“M:m gement
Comments™ and outlines 717 FAMS discipliniary actions betwoan June 2002 and
March 2004. Plcasa provide all documentation relating to these actions; Please
avoid all d\xyhmﬁve material that would coincide with the above request (9-B).

12.  Please provide all complaints received from air marshals and field offices relating to any
matter, .

13, Plus:pmwduﬂ d guidelines, regulati mdmyothumt:ri-h
mlmngmtbuduuumdwnd\moﬂheFAMS.

4. Flusemdinmhnwmmynitmmmuvebeenbhddnee&pmbuu 2001. How
mmyhxvelenanvhdrqwnmrdﬂ-[owmmyhavebeenﬁxed

Werecognizcthntyourmwmmsomufthcqucmmupoudmthuletm-mthechulﬁeé
Tesponses. As you know, the Committee on the Judici edure mplmmmcelve '
classified information. I!ymhammy ions about dures for lisgified

. mmnmwwmmhMplmmmlmTuththomlfw
Qversight dnd I igations, C ittee on the Judiciary at 202-225-3951. Thnkycmfotymlr

immediate attention to this matter.

ce: The Honorable Michael Garcia
The Honorable Tom Ridge
The Honorable Asa Hutchinson
The Honorable Clark Kent Ervin
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Federst Air Marshal Service

U.S. Department of Homeland Security
425 [ Strowt, N.W.
Washington, DC 20536

U.S. Immigration
4} and Customs
Enforcement

001-1220
October 20, 2004

The H ble F. James S t Ir.
Chairman

U.S. House of Representatives

Committes on the Judiciary

2138 Rayburn House Office Building
‘Washington, D.C. 20515

The Honorable John Conyers, Jr.

C Ranking Member
U.S. House of Representatives
Committee on the Judiciary
2138 Raybum House Office Building
Washington, D.C. 20515

Dear Chail S b and Ranking Member Conyers:

Attached for your mfnrmmon is the Federal Air Marslml Su’vu:e s response to your
datt ber 28, 2004, The i in this resp is

Several of the answers are classified Secret and have
therefore been scpamted and placed in a classified folder.

idered Sensitive S e T

Thank you for your continued support for the Federal A:.r Marshal Service, and we look forward
10 working with you and your staff to ensure the accomplist of our mi:

%ﬂ"
W\-«-.

Sincerely,

Thomas D. Quinn
Director

Attachment

cc: Assistant Secretary Michael J. Gareia
Under Secretary Asa Hutchinson
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Foderal Al Marshal Service

us. of Hemelsnd Security
4251 Streer, N.W,

Washington, DC 20336

rcement

FEDERAL AIR MARSHAL SERVICE
RESPONSE TO QUESTIONS FROM
THE U.S. HOUSE OF REPRESENTATIVES
COMMITTEE FOR THE JUDICIARY

Standsrd of Dress Policy
1.A. Do you consider the benefits of this professional dress code to outweigh the potential harm to
individuals and mission of having an unrecognizable FAMS team? Please explain,

In April 2002, a number of airline ind D ives, Congressi ives,
and bers of the Administrati plained of what was deemed inappropriate Federal
AirMmM(FAM)anirethnwmnminkpepingwithdmunomuauywomhyﬁmclus
passengers; (As you know, FAMs are tactically positioned in the front of aircraft, which is
normally the first class cabin.) It was noted that FAMs were traveling during mission
status attired in shorts, blue jeans, sandals, fishing vests, tee shirts, sweatshirts, etc, Some
FAMs took it upan themselves to don various disguises including onc FAM who dressed as
a pricst. There Were also no grooming standards, which further exacerbated the situation.

The Federal Air Marshal Service (FAMS) first issued a Standards of Dress policy in May
2002, later designated and reissued as Sensitive Security Inft ion (SSI) on D b

31, 2002, that dirécts FAMs to dress so 24 to present & professional image and blend into
their environment. This policy enablés FAMs to perform their duties without drawing
undue ion to th 1 A professional image is critical in establishing credibility
with the pilot and crew, and most imp , with the p gers should they have to
deploy on board the aitcraft in response to an attack. The policy also gives field
management the latitude to make exceptions to the policy should special circumstances
warrant. An example of a policy exception would be! The
policy gives the FAMs the option of wearing a business suit or a sport coat with dress pants
and a collared shirt.

We believe the dress code strikes the appropriate balance between maintaining a
professional image while blending in with the travel envi On many

airline p have d in ion with FAMS, openly speculating as to
whether or not a FAM was on board, while being completely unaware that they were
speaking with one.
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LB. Please provide the dress code(s) as well as guidelines that have been used for interpreting
implementation of the code(s). Please include all dress codes that the FAMS has used since

January of 2002.

There have been two FAMS-level directives published ding dress code: FLT 6002,
Standards of Dress (May 9, 2002) and the current ADM 3702, Standards of Dress
(December 31, 2002). These directives arc identical, except that FLT 6002 (May 9, 2002)
hada ity disclai of “Law Enft Sensitive” and the superceding version of
ADM 3702 (12-31-2002) now contains a “Sensitive Security Information™ (SSI)
disclaimer. In addition, FLT 6003, Jn-Flight Policy, Section 5(B) touches on dress code.
These policies are attached. No other official guidelines have been issued to FAMSs in
addition to the policies reforenced above. The FAMS dress code policy is designated as
SSL

1.C. Please provide the range of consequences that could be imposed if an air marshal does not
adhere to the dress code.

The FAMS does not utilize a Table of Offenses for misconduct issues, including dress code
violations. The FAMS cvaluates cach case individually and d ines an i K

'PPTOP P Ys

taking into consideration such things as progr ipline, past perft
the nature and seriousness of the offense, and whether the mi: duct was itted
in ly ori PN

A first time violation of the dress code policy will result in written counseling at the local level,
an ad . 1 i

which is not idered action. H , TEp lations may rise to the lovel
of insubordination, which is idered a very serious matter and will be penalized
accordingly.

When atleged violations arise, the FAMS follows the protocols established by ICE.

Specificall 1 i i duct be & diately reported to ICE Office

P A P q that any
of meusi;nal Responsibility (OPR). OPR officials then either refer the incident to DHS
OIG; utilize OPR officials to investigate the incident, or defer action to the involved office, in

this case the FAMS.

1.D. Please provide infc ion on all disciplinary action that has taken place as a result of an air
marshal not adhering to the dress code. Please include all panying d ion to
support disciplinary actions.

For the period of June 2002 until the present, the FAMS® Operational Integrity Branch has
received seven cases of dress code violations. Two of these seven cases involved dress code
violations only, and both received counseling at the local level as the penalty. Again, this is
not idered an ad action. The ining five cases involved multiple infractions in

SENSITIVE SECURITY INFORMATION
WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED L'NDER 49 C.F.R PARTS 15 AND
1520. NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A “NEED TO KNOW," AS DEFINED iN 49 C.F.R PARTS 15
AND 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT N CIVIL, PENALTY OR
OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSLURE IS GOVERNED BYS U.S.C. 552 AND 49 C.ER. PARTS 1S AND
(520




41

Response to Questions from the
Committee for the Judiciary
October 20, 2004

Page 3

addition to the dress code violation, such as failure to follow procedures, insubordination, and
late arrival for a mission. Penalties for these five cases ranged from counseling at the local
et i refs

level to a five-day suspension. See attached spread in to question 11 B.

1.B. Please providea y of all laints and req for policy modificati ived from
air marshals and an explanation of how each of these communications has been, or is being,
resolved.

Complaints and requests for policy modification on the dress code policy have been

inimal since a lete and thorough explanation of the policy was personally conducted
by the FAMS Director and Deputy Director during field office visits in 2002 and 2003. It
should be noted that the overwhelmi: ajority of FAMs und: d the need for, and
support, the policy.

The FAMS ge provides clarifications to existing policies when questions or
concerms are raised by FAMs. This information is subsequently forwarded to the FAMSs in
several different modes. Some field offices use FAM Advisory Counsels to disseminste

“ the information. In other cases, the Special Agents in Charge prepare memoranda, which
are sent to all FAMs within the field office.

If a modification to an existing policy were suggested, the Special Agent in Charge would
send the d modification to head, for review. To date, no such modification

requests have beea received from field offices.

Boarding Procedures

2.A. Please provide the procedures used by air marshals in bypassing security checkpoints,
including, but not limited to, whether air hals are ushered up the checkpoint exit in plain
view of passengers.

Chock-in, boarding, and pre-flight procedures are governed by FLT 6002, Check-In,
Boarding, and Pre-Flight Briefing Policy and Procedure - D ic Mission Depl:
dated May 5, 2004 (; hed), and are desi d as SSI.

P s

The procedures for entering sterile areas at airports vary from airport to airport, and are
generally subject to the requirements of the local Federal Security Director (FSD) and
airport police, This process is under the control of Transportation Security Administration
(TSA) or the local airport autherity.

In January 2004, shortly after the FAMS transferred from TSA to ICE, the TSA began
requiring FAMS to access aitport sterile areas through public security screening
checkpoints and to sign the law enforcement officer (LEO) logbook. ~, this
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process occurred in plain view of passengers and the public at the screening area. FAMs
also had to wait for an airport LEO to respond and verify their badge and credentials. This
process occurs in an area open to the public view and can be time consuming, which can
jeopardize the FAMs’ mission and potentially expose their identity.

The FAMS immediately objected to this new requi The new proced

eompmmwd the l-‘AM: ability to discreetly enter airport sterile areas, which is necessary
ification of the FAMs by passengers, the public, and others.

‘l'he FAMS requestod that TSA require FSDs to work in cooperation with FAMS field

offico Spocial Agents in Charge (SACs) to identify locmm within the airports where
FAMs would be able to discreetly enter sterile areas in perfc of their mi

Qtand:

As a result, on May 10, 2004, TSA issued a new interim S, g d Op g
Procedure (SOP). The new interim procedures allow NS apySnimm—"

- I removed the requirement that the badge
and credentials had to be verified by an airport LEO. It also withdrew the requirement that

FAMs must sign the LEO bﬁk The interim measures are intended to stay in effect

[—————

On June 9, 2004, TSA issued & dum to FSDs dirocting them to meet with FAMS

SACs, The FSDs were instructed to develop a plan with the FAMS SACs at individual
au'pom 1o allow lccess by FAMs m,to the sterile areas away from public viewing. The

FAMS is ly in the p of ng with TSA to create airport-specific solutions
for di of FAMs tt h sterile areas.
2.B. Please provide ths boardi dures that air hals are to follow, including, but not

fimited to, the timing of thm boarding.

FAMs were granted Trusted Agent Status by the FAA on November 26, 2003, which
authorizes FAM3 to pre-board an aircraft without the air carrier meeting the FAA minimum
crew requirements required when the air carrier is in the boarding process. FAMs may
remain onboard the aircraft without the necessity of having crew present. Trusted Agent
Status is govemed by FLT 6010, FAA Trusted Agent Status.

Additionally, check-in, boarding and pre-flight procedures are governed by FLT 6002,
Check In, Boarding, and Pre-Flight Briefing Policy and Procedure - Domestic Mission

e and are designated as SSI. These procedures were developed with the goal
of protectmg FAMS’ identities, while facilitating the necessary coordination and
communication with crew and airline staff, and giving the FAM team sufficient flexibility
to respond to changing at their own discretion. FAMs are required to take
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and L
by the public as FAMs.

uE—

to avoid being identified

they are recognized as “trusted

agents™ by the FAA and notify the Mission Operations Center (MOC) to request guidance
and further instructions. (The MOC is the FAMS’ 24/7 ions center that 1
daily operati i ing missions and intelligence, and facilitates “day of”
ission changes.) A copy of these procedures is attached.

2.C. Please provide the procedures that air hals utilize in ling their identity to law
enforcement, security, and airline personnel, in¢luding, but not limited to, showing their
identification and signing loghooks,

These procedures are governed by TSA Inter Office Memorandum, Security Checkpoint
Operating Procedure — Revision 4, Change 1 and by FLT 6002, Check-In, Boarding, and
Pre-Flight Briefing Policy and Procedure - D ic Mission Depl and are
designated as SSI. A copy is attached.

Security checkpoint and boarding p h have been evolving since September 2001
and continue to be updated or changed as Y. In October 2002, TSA issued a

S ing Checkpoint SOP that d “TSA LEO’s” from screening and logbook
entrics. The FAMS asked that TSA follow their own SOP to allow FAMs to pass thirough
checkpoints unimpeded. In March 2003, a SAC kgroup was blished to d
to the FAMS Direstor ways.of improving the boarding p dures for FAMs.
Recommendations were forwarded that led to a revision of FLT 6002 in October of 2003.
The requirement that FAMs must sign in at the TSA security checkpoint loghook waa
eliminated in May of 2004, as explained in 2.A. above.

The current version of check-in, boarding and pre-flight briefing procedures is dated
May 11, 2004 and is outlined as follows:

ﬂﬂi
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The FAMS has requested to have Security Identification Display Area (SIDA) badges
issued to FAMs at their home airports. These badges allow access to the airport sterile
areas without passing th gh security checkpoi FAwaiﬂllSIDAbadgem
instructed to avoid public ity ing checkpoi h possible and must
always use and display their SIDA badge in d with airport lations and
requirements. FAMs without a SIDA badge must adhere to established TSA regulations or
other established airport proceduires at all ity ing checkpoints, as outlined in
2.A. above. TSA screening supervisors are required to check FAM credentials, badges,
and identifications,

W-

2.D. Please verify the truth or falsity of this allegation, including, but not limited to, whether air
marshals are mquiredmprasemaedmﬁdsidenﬁtyiugﬂwm as air marshals in order to receive
a discount and whether they are limited to a smalt number of hotels in which they may stay.

The FAMS policy regarding designated hotols is FLD 7330, Designated Hotels During
DY Mi Depl (see attached),

In an effort to locate, i with, and ble FAMs in the event of an
emergency, the FAMS has identified & limited number of hotels within close proximity to
the airports to be used by transiting FAMs. Some of these hotels have agreed to offer a
discount to the official governtent rate; others will offer only the established government
rate. In any event, the choice of hotel was not contingent on price, but rather on the hotel’s
perational/logistical ad ge. The Immigrati andClutomsEnforccment(ICE)Oﬁce
of the Principal Legal Advisor confirmed that this policy is not in conflict with GSA

| security id are

criteria when selecting these lodging sites.

The requirement to discretely identify oneself as 2 government employee has always been a
requirement for all federal government employees. Consequently, the initiation of the

above policy did not place any new requirement on our employees to identify themselves
s FAMs. m
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w,

2.B. Please outline the seating confi ion used by air hals on flights.

See attached SECRET annex.
Ammunition
3.A. Pleass provide ths specifications for the ition used by air marshal.

SENSITIVE SECURITY TION THAF

WARNING: THIS RECORD CONTAINS TION THAT IS CONTROLLED UNDER 49 CFR. PARTS 1$ AND
1520. NOPMOFTEMIECOI\DMA\‘BEWmmszWA‘NEE)TOKNGW,'MDmNEDmQC,FlPARTS 15
AND 1520, EXCEPT WITH THE WRITEN OF THE AD! TOR OF THE ATION SECURITY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT N (|

IVIL PENALTY OR
OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BYS U.S.C. 552 AND S CFR PARTS IS AND
1520,




46

Response to Questions from the
Committee for the Judiciary
October 20, 2004

Page8

3.B. Do all air marshals always carry this type of ammunition? If not, please explain the
circumsatances that warrant another type of ammunition, the specifications for any
alternative ammunition used, how ofton these circumstances arise, and what procedures are
in place to ensure safety when alternative smmunition is used.

3.C. Please provide examples that clarify the impact agsessments for each type of ammunition
uged in¢luding, but not limited to, the effect on an aircraft and a human body from being
P ted by the am ition used by air marshals when fired at varying distances.
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3.D. Are air marshals trained in the specifics and capabilitics of the ammunition and weapons
they carry? If so, please detail the nature and extent of the training.

Media

4.A. Under what circumstances is official FAMS information shared with the public? Who is
authorized to speak for the FAMS?

The FAMS is subject to D of Homeland Security (DHS) M Directive
MD 2010, Publie Affairs Guid and Desig d Spokespeople, which provides
ideli lating to the discl of official DHS information to the media, and to

FAMS directive ADM 3700, Employee Responsibilities and Conduct, Section 18(c). At
the FAMS level, only the Director, or his designes, is authorized to speak for the FAMS,
and only in accordance with DHS policy, DHS policy is to maintain the public trust by
proactively providing timely and accurate information to the general public, the Congress
and the news media about DHS efforts to protect the homeland,

SENSITIVE SECURITY INFORMATION
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In accordance with DHS policy, authorized individuals who release information must
cxamu due care to preserve prmleged information, protect the rights of individuals and

ly with applicable policy, 1 and laws, i g the Freedom of Infc i
Act and anacy Act. They must temper their responses to media i inquiries by

ions for the p i nmpact on public safety, on-going criminal/civil

investigations, samuve foreign actlvmu, pré-decisional matte:s, operational factors, the
exchange of intelligence, in litigation, and time required to retrieve the information
in question.

4B. What restrictions nrephced on air marshals with regard to speakmg about their job or
ployer? Please d the that could be imposed if an air hal fails

to comply with thess restrictions. Please also indicate all disciplinary action that has been
taken regarding this issue.

FAMS employees are governed by ADM 3700, Emplayee Responsibilities and Conduct,
Sections 17 and 18, as well as by Department of Transportation and TSA human resources
management policies. (See attached copy of ADM 3700.) These policies are drawn from
Fedenl and sdmmmradve case law, Feduul regulations and executive orders regarding

ptive Branch employ dards of ethical conduct.

Tha FA.MS hal a eompellmg mmst in efficiently and effectively safeguarding civil
y and ng a high level of public oonﬁdenu inthe counny ] cnvﬂ
aviation lyﬂan. As with other law i« and

compelling i quires that public stat ts and icatio vnthdnrdpamea
by FAMS employees in their capacity as such are necessarily more restricted than those
made by private citizens.

Accordingly, FAMs face a number of restrictions. when speaking about their job or the
FAMS. FAMsmay not release sensitive ot classified information unless authorized to do
s0. FAMSs may not criticize or ridicule the FAMS, ICE or DHS pohcy or other employees

orally, in wntmg, or through any other jon that is defz
would impair the operation or efficiericy of the FAMS, ICE or DHS ar is made with
reckless disregard for truth.

In addition, unless designated by the FAMS Director, FAMs may not address public
gmhcrmg;, appear on radio or television, prepare any articles for publication, act as

toa paper or periodical, release or divulge investigative information or
any other matters pertaining to the FAMS, ICE, or DHS.

Violating any of the above policies may result in disciplinary action, includi 1
To date, one disciplinary action has been initiated with respect to violations of the above
policies.
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4.C. Why did the FAMS believe it was appropriate to provide Time Magazine access to air
marshals on board NW flight 327, while failing to bring those individuals to a
Congressional briefing about NW flight 327, If the air marshals are important enough to
the facts to present to a national audience, why then, are they not important to a
Congressional inquiry? )

The FAMS will always comply with requests to have personnel appear before
Congressional committees or to brief staff. However, to the best of our knowledge, the
Judiciary Committee staff did not request to hear di Aﬁpm the FAI_vl; who were

Several days after the briefing, TIMB Magazine approached the FAMS and inquired if they
couldinte;viewcneoft}wFAanhnwuonNWﬂiglnB . After a discussion with the
DHS Office of Public Affairs, a decision was made to grant TIME access to one of the
FAMs assigned to NW flight 327.

DHS believed that because of the widespread national media ge ing this
flight, a first-hand account from a FAM would dispol the rumors that had been reported in
the press. DHS believed that a clear message needed to be sent to the American public that
it was safe to fly and that the mgers in ion did not it any criminal or
terrorist acts while onboard this flight.

Suryeillance Detection Reporty

5.A. Please confirm whether such policy directives (regarding once a month SDR submissions)
have been made (officially or unofficially).

There is no policy directive, either officially or unofficially, requiring FAMs to submit at
least one surveillance detection report (SDR) per month.

discussed SDRs (reports detailing and tracking suspicious activity in the aviation domain),
implying that there was an izational directive that dated the filing of one SDR per
month, and that the failure to do so would reflect negatively on a FAM in his/her
performance evaluation. That intemal e-mail was misinterpreted, and was only meant to
convey the importance of reporting observations of suspicious activity via SDRs. The
subject e-mail was written by a first line supervisor to his squad. The supervisor was
noting that some squad bers had submitted reports noting suspicious activity
while others had submitted none. When the SAC leamed of the confusion surrounding the
supervisor's e-mail message, he sent a clarifying e-mail message to all the FAMs under his
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supervision. His message stressod the need for the FAMs to be vigilant in carying out
their mission through observation and accurate reporting. In addition, he mads it clear that
he did not expect the reparts to be frivolous or inaccurate and noted there was not a quota
for submitting SDRs.

5.B. If'such policy directives have been made, please provide the copies of each.

SDRs are subject to FLT 6500, Surveillance Detection System Policy, and FLD 7110,

Surveillance Detection System Policy for Reporting S Activity, which are

designated as SSI. Please geo hed. As indicated in the to Question 5.A.
- above, there is no i of a mi: bers of SDRs.

5.C. What is the range of q that could be imposed for failure to comply with a
directive? :

There is no range of consequences since no adverse action was ever included in the SDR
Directive.

6.A. Please provide the number of active air marshals as of the date of your response to this
inquiry. Please qualify the ber of active air hal ding to the ber who are
on duty at any one time.

See attached classified SECRET annex.

6.B. Please provide the number of non-FAMs Immigration and Customs Enforcement (ICE)
agents used to support FAMS and the rumber of FAMs used to support non-FAMS ICE
agents.

SENNELIVE SECLRITY iINFURMA 31wy
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6.C. Please provide the OX 1AW who are not employed by the
FAMS but who may be considered akmmhallnrany other category of “air law
enforcement” at any time. Under what ci are law officials
co\mtedasadrmmhuznywuwegoryot“wlawenﬁmm?‘ When law
enforcement officials not employed by the FAMS are participati
are considered in any capacity as any “air law enﬁsmement," are mese indivxduals requued
to follow all the same pmoedmu and regulations as on-duty air marshals? Are law
enforcement officials required ta carry weapons on their bodies when flying for personal
reasons or reasons unrelated to providing air safety? Are law enforcement officials
pemnitted to sleep. tead. or consume alcoholic beverages when ﬂymg for porsonal reasons

or ding air safety? 1f theso individuals are in a capacity in which
they are not requ.msdto , follow all of thn same procedures and regulations as on-duty air
are they d for troop or are they considered an “air

1aw enforcement” officer for any purpose? If so, for what purpose?

—
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AND 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY

ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR

UTHEIAL'HON FOR LS. GOVERNMENT AGENCIES, PUBLIC D{SCLOSURE IS GOYERNED BY5 U.S.C. $52 AND 49 CF.R. PARTS 15 AND
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wuuvn SBCURILT LYEURMA TIUN
WARNING: THIS RECORD TION THAT IS CONTROLLED UNDER 49 CF.R. PARTS 15 AND
lslc. NOPAHWWIEORDMAYBEDI&CLO!EDTOPMWA“NEEDYOICNDW AS DEFINED IN 49 C.F.R PARTS 15
AND 1520, EXCEFT WITH THE WRITTEN THE TRANSPORTATION
ADMINISTRATION OR THE SECRETARY OF TRAN!PORTATK)N UNAUTHOle RBLEASE MAY RESULT IN CIVIL PENALTY OR
ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BYS U.8.C. 552 AND 49 C.F.R. PARTS |5 AND
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6.D. Please provide the riumber of flights that are covered each day by the FAMS. In doing so,
please indicate the size of each aircraft being coverednwellathcdixuncamveledby
each aircraft;

See attached classified SECRET anmex,

6.B. Pleaso indicate how coverage of flights is determined by the FAMS. What factors are
considered when making this decigion?

See aftached classified SECRET annex.
FAML igative Duti

7.A. Are air i idered i i What
: igatory activiti 3 by air hala®

The FAMg’ job series is GS-1801, General ion, Investigation, and Comp
Scrics, and they are considered Federal law enforcement officers (FLEOs) by the powers
conferred by Congress.

thori| limits or authorizes any

-

FAMS’ taw enforcement powers include the authority to carry firearms; make arrests for
crimes committed in their presence or based upon probable cause; and seck and executo
warrants for arrest or seizure of evidence. These powers are delineated in Title 49, United
States Code, Sections 114(q) and 44903(d).

In response to the 9/11 attacks, Congress passed the Aviation and Transportation Security
Act in N ber 2002, which authori; d FAMs as FLEOs (TSA Law Enforcement
Officers) and authorized FAMS to roceive Law Enforcement Availability Pay (LEAP), a
type of ium pay that is Iy an entitlement for criminal investigators who are
required to work, or be available to work, substantial of "uascheduled duty.”

SENSITIVE SECURITY INFORMA TION
WARNING: THIS Ru‘mncum‘.«mssmsmvsm’um INFORMATION T!MTECONTRDLLEBUNDEI”C.F.I. PARTS 5 AND
1520, mpmmmmmmvummmswmnAmmm‘uuwmwcnuun! [£]
AND 1520, EXCEFT WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR. OF THE TRANSPORTATION SECURITY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR
OTHER ACTION. FOR US. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BYS U.S.C. 552 AND 49 C.F.R. PARTS 13 AND
1520,
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7.8,

7.C.

The FAMs assigned to the 56 FBI Field Office Joint Terrorism Task Forces (JTTFs) and
the FBI Headquarters National JTTF have the full powers of Federal law enforcement
officers. Just like their FBI agent counterparts, these FAMs carry cases, interview suspects,
author affidavits, testify in court, arrest subjects, collect and anslyze evidence, serve
warrants and subpoenas, etc. In March 2003, when FAMs were first assigned to the JTTFs,
a determination was made that FAMs did not need to receive Special Deputation from the
Department of Justice in order to act as investigators, since FAMs already possessed the
needed law enft and i igative authorities as din 49 US.C. § 114(q).

What i igatory training do air hals receive? Is this training required to be
completed before air marshals begin service?

FAMSs receive basic Federal law enforcement training as part of the Phase I curriculum at
the Federal Law Enforcement Training Center (FLETC). FLETC provides a solid
foundation of legal i ion, arrest p d and other law enforcement requisites.

FAMS Phase 11 training involves an ad d, missi pecific curriculum, which includes

ining in surveill detection. The Surveillance ion program includes el
related to intelligence, identification of suspicious behavior, surveillance detection, and
reporting. During this training, FAMs make extensive use of their issued Personal Digital
Assistants (PDAs) as a reporting mechanism. FAMSs also receive surveillance detection
training as part of their field office-based recurrent training.

FAMSs must complete Phase I and Phase II training prior to b ing fully operational
FAMS field offices routinely conduct refresher training during the required one-week
quarterly Recurrent Training to enhance investigative skills. Such investigative training
includes interviewing techniques, crime scene investigations, evidence recovery, legal
updates, etc.

How are air marshals required to interact, or delincate duties, with other law enforcement
officials? Please provide a plete breakd: of which law enforcement officials are to
complets each task when an air marshal identifies a suspicious individual on a flight.

FAMs routinely interact with other Federal, state, local, and airport law enforcement
(LEOs) officers on a daily basis. i

=

|7

SENSITIVE SECURITY INFORMATION

ARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CF.R. PARTS 15 AND

1520. NO PART OF THIS RECORD MAY BE DISCLOSED TGO PERSONS WITHOUT A “NEED TO KNOW,” AS DEFINED IN 49 C.F.R. PARTS 15

AND 1520, EXCEPT WITH THE

PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY

ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR
OTHER ACTION. FOR LS. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE [S GOVERNED RYS U.S.C. $52 AND 49 CER. PARTS 15 AND

1520
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FAM interaction with other LEOs in situati involving
will be discussed in detail betow.

P and arrests

Observations of suspicious incidents or individ Is are divided by the FAMS into two
categaries: n ionable or actionable. Non-actionable incid are d and
reported by FAMs by submitting Surveillance Detection Reports (SDRs). The Surveillance
Detection System (SDS) employed by the FAMS ig described in greater detail in the
answers {0 questions 8B and 8C.

A non-actionable incident does not requirc a FAM to “come out of cover” or otherwise take
additional action, such as interviewing the suspicious person. An example of a non-

actionable incident would be

An actionsble incident involves H
" An example of an actionable incident would be eV t——I=
OERUNESRN Such 2 scenario would call for the FAM

P ————_————
Further, tho FAM would «uumemtesiaptettun

If timo and circumstances permit and if appropriate, the FAM will R,

MEUERENRMRN. Notifications will also be made to the ERE——
L

time and circumstances permit advance
m

e,
e ———

SENSITIVE SECURITY INFORMATION
CONTAINS SENSITIVE SECURITY INFORMATION THAT iS CONTROLLED UNDER 4§ CF.R PARTS 15 AND

ARNING: THIS RECORD

1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A “NEED TOKNOW," AS DEFINED IN 49 C.F.R PARTS 15
AND 1520, EXCEPT WITH THE WRITTEN FERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR
OTHER ACTION. FORU.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BYSUS.C. 552 AND 4¢ C.F.R. PARTS 15 AND

1520.
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Other information offered by the person during the interviewym GG
W. = b
The MOC will facilitatc ¢he conducting

i N The FAMS SRSl

If nocessary, AIENEEENSERROSEMioai e nanilisn
Y

If FBI personne} are present [NNSEINIRIRANNSNNSRAAAIRAGRIIRN.
e ———r—————————— TR
)

The vast majority of icious incid are ved|
[ ¥ The interviewing FAM prepares a report that is ﬁnwardadtoﬂwFAMS
Investigations Division. All reports are d and & d for inclusion in the SDS

database. However, if the situation is'not resolved,

P mrm————

If a FAM makes an arrest aboard an aircraft, the FAMS follows the same notification
procedm'ea as outlined above. Although the FBI has the investigative jurisdiction for
aircraft piracy and certain other cnmu committed aboard an aircraft in flight, including
interference with flight and d this authori doesnotpare-emptthc
FAMS' law enforcement autherity to make arrests for violati itted in the p

of FAMSs while in the special aircraft jurisdiction of the United States,

Per agreement with the FBY, the FAMS immediately notifies the FBI of any law
enforcement action within the special aircraft jurisdiction. The FBI has agreed that the
arrestoe will remain in the custody of the FAMS until the deféndant makes an initial
appearance before a U.S. Magistiate Judge. The FAMS contacts the U.S. Atiorney’s
Office and a FAM prepares the complaint and affidavit. The FBI is given immediate
access to participate in the interview of the defend The FBL, in conjunction with the
FAMS, will conduct a post arrest investigation, if required.

7.D. Whatprehmmarymtclhgme, iminal background, or other inf ion are air hal

provided prior to g any i igation or i

SENSITIVE SECURITY INFORMATION
1S RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT [S CONTROLLED UNDER 49 C.F.R. PARTS IS AND
" AS

AND 1520, EXCEPT WITH THE WRITTEN OF THE A TDROI‘THET TION SECURITY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR
OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PGBLIC DISCLOSURE IS GOVERNED BYS US.C 552 AND 49 C.F.R. PARTS 15 AND
1520.
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7E. Whnlimiuconsvninairmanhahlbilityhgxﬂxu' fe ion? Do air marshals have
access to information regarding concerns about a flight on which an air marshal is serving?
Do air marshals have access to flight manifests or to other passenger databases?

SENSITIVE SECURITY INFORMATION

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 C.F.K. PARTS IS AND
1520. NQ PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A “NEED TO KNOW,” AS DEFINED IN 49 C.F.R. PARTS |5
AND 1520, EXCEPT WITH THE WRITTEN OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR
OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BVSUSC. $52 AND 48 CFR PARTS 15 AND
1520.
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For intemational flights, the FAMS receive timely passenger manifest information from the
U.S. Customs and Border Protection National Targeting Center.

8.A. Please confirm or deny whether FAMS has garnered credible evidence on probing.

The FAMS cannot sub iate that probi i moccumn; Howevet,thelackof
credible evidence to date is insufficient to dgﬁnmvaly that no probing y has
occurred or will not occur in the future.

8.B. Pleaso detail the standard used by FAMS in d ining whether allegations of probing are
considered “credible.”

FAM: cani initiate an interview of passenger(s) acting in 2 manner that the FAM deems
P gers on NW327 became concerned about a large number of
Arab musicians on their flight, FAMs initiated interviews, contacted FAMS supervisors
and the FBI Speclal Agem assigned to the airport to meot the aircraft. Together, they
d g and cleared the matter, If a FAM initiates such
acnon.l,an id Reporns pared and

e ettt e A —— e —
B ——r————————a )
etaplasiauhenhanmgd. In addition, the TIB reviews email from flight crew

ing suspicious incidents forwarded to WASNENERENISN.

In August 2003, the Federal Air Marshal Service (FAMS) established a
k ‘mail address. This email address was provided to corporate
il 10 provide te their personnel and is intended to facilitate the
ability of airline corporate secnnty offices, as well as flight crewmembers, to expeditiously
and efficiently report suspicious activity aboard sireraft to the TSA and the Federal Air
Service. The Federal Air Marshals brief crewmembers and pilots on the
email address. During corpomte airline secunty and crew briefs
'AMS continue to stress the imp of a partn ip app muwanonsecunty
is not intended to be a mech for reporting matters requiring

immediate attention.
Since the inception of | there have been Yilllgeports submitted to the
FAMS. All reports submitted to are reviewed and an

acknowledgement is sent to the originator that includes TIB contact information. Each of

SENSITIVE SECURITY INFORMATION
WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 C.F.R, PARTS i3 AND
1520 NOPARTOFTHIS mummv BE DISCLOSED TO I’ERSONSWITH)UTA “NEED TO KNOW," AS DEFINED IN 45 C.F.R PARTS 15
AND 1520, EXCEPT WITH WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY
ADMINISTRATION OR THE SECRETARV OF TRANS'OITATDN UNAUTHORIZED RELEAS! RESULT IN CIVIL PENALTY OR
‘OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE 18 GOVERNED BY5 L S.C 552 AND 49 C.F.R PARTS I5 AND
1520
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—avaea s v ANCURILY INFORMATION
WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CF.R. PARTS 15 AND
1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A ~NEED TO KNOW.” AS DEFINED [N 49 C.F.R. PARTS 15
AND 1520, EXCEPT WITH THE WRITYEN P

OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PEN,
OTHER

JALTY OR
ACTION. FOR U.S. GOVERNMENT AGENCIES, FUBLIC DISCLOSURE IS GOVERNED BYS U.S.C. 552 AND 49 C.F.R PARTS 15 AND
1520
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8.C. Pleuepmvidsi -y of all probing allegati that have been reported to and/or
investigated by FAMS and the tusi hed upon idering the allegati

8.D. Please detail whether a central repository of suspicious activity exists, containing reports of
suspicious activity, that is availahie to a air marshals.

8.E. Please detail wheﬁur FAMS is awars of such claims that airline personnel report

to. airline ity rather than to FAMS and whether FAMS has
investigated such  Claims. 1f FAMS has investigated these claims, please detail FAMS®
finding regarding them.

9.A. Please indicate what procedures are in place when an air hal t
or hostile situation while the flight is in the air. Is therea dlﬂ'erence between domauc and
international procedure? If so, what is it? Who has the authority to divert or i
land 2 plane should a situation arise? What thresholds need to be met in order to take this
action?

JENSITIVE SECURITY INFORMATION
WARNING: THIS RECORD CONTAINS SENSITIVE SECIIIITY INFORMATION THAT IS CONTROLLED UNDER 49 CF.R PARTS 15 AND
mo VOPMTOFTHISKECORDMAVBEDBCLOSEDIOPEISON!WMA‘NEDMKNOW AS DEFINED IN 49 C.F.R PARTS 15
1520, EXCEPT WITH THE WRITTEN PERMISSION THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY
ADMTNIS‘I‘KA‘“N OR THE sm'tnv OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR
m'HEl ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BYS U S.C. §52 AND 49 CF.R. PARTS 15 AND
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[T,
st st eeees s SENOULIYS SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 C.F.R. PARTS 1S AND
1520. NO PART OF THI$ RECORD MAY BE nucmsmmmsomwmmnmmmmaw.‘u DEFINED [N 49 CF.R, PARTS 15
AND 13530, BXCEPT WITK THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY

ADMINISTRA’ TY
OTHER ACTION. FOR U.S. GOVERNMENT AGENCEES, PUBLIC DISCLOSURE 1S GOVERNED BYS US.C. 552 AND 49 CF.R. PARTS 15 AND
1520
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¥.D. AAIG UIUTS MY ULIVMCILS L0t PLOIS OF ATUNG CINpIOYees Ielay an air fo the
Federal Aviation Administration (FAA), N: ! Targeting Center (NTC), Maintenance
Operation Control Center (MOCC), or a Joint Terrorism Task Force (JTTF)? If so, what
are they? If not, why not?

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT (S CONTROLLED LNDER 49 CFR. PARTS 15 AND
1520, N.OPARTOFTHI!REORDMAYBEDlSCLOSBOTOmmeJTA“NEEDTOKNOW,'ASDEFMDD‘wC.FK PARTS 15
AND 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR
OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE 1S GOVERNED BYS U.S.C. 552 AND 49 CER PARTS 15 AND
1520.
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9.C. How does ICE define critical high-risk flights? What policy is in place to screen foreign
originating flights arriving at high-risk locations? What policy is in place when a “watch-
listed™ person or persons is discovered after takeoft?

9.D. Do FAMS air thals receive training on immigration issues as part of ICE?

FAMs do not receive training on immigration issues.

Relations} ith FAA and NTC

10, What is the relationship between the FAMS, FAAandNTC? lepmwdealldocuments
mnludmg.butmt].{mtedto" da of Und L tothese i P
‘What steps are being di d or undertaken to i these relati ips, including, but

not limited to standardization of airport rules, pmccdum and badges?

The FAMS have an oxcellent relationship with the FAA and NTC. The FAA

staff have met with the Director of thie FAMS and his
executive staff and worked on a number of projects of mutual concern, The FAMS

Training Center:
PN On occasion, when the conditions within the commercial aviation system are
1y changing (most freq as a result of weather issues) the FAMS assigns a

FAM to the FAA’s Flow Control. Flow Control is responsible for commercial aviation
operations, In addition, the FAMS has a dedicated person who works as the FAMS/FAA
liaison. The FAA and the FAMS also work together on a multitude of aviation related
issues and working groups.

SENSITIVE SECURITY INFORMATION
WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 C.F.R. PARTS 15 AND
1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A “NEED TO KNOW,” AS DEFINED IN 49 C.F.R PARTS 15
AND 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT N CIVIL PENALTY OR

QTHER ACTION. FOR U.& GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BYS {7.5.C. $52 AND 49 C.F.R PARTS IS A‘XD
1520
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The FAMS has devel and maintained an outstanding relationship with the NTC by
Lines of communication have been
established between the NTC and the FAMS Mission Operations Center (MOC). The

MOC itors the FAA's Dy ic Bvents N k (DEN) on a 24x7 basis.
Please refer to questions 2.A., 2.B., and 2.C. ing the FAMS dination efforts with
TSA regarding SIDA badges.

Inspector General Report

11.A.The IG reviewed 504 applicants who had been favorably adjudicated and awaiting a job
offer, Of those 504 applicants, 161 were found to have questionable financial,
pl and criminal ities, FAMS spok Dave Adams told Government
Executive (September 1, 2004) that “ultimately, none of the 161 questionable applicants
were hired.” Please Pprovide documentation of this clair,

FAMS Human Resources conducted a name-by-name review of the FAMS employee
database and none of the 161 applicants whose adjudications wers ioned has been
offered 2 position with the FAMS. See attached letter.,

11.B. Appendix A (p.24) of the above mentioned report outlines 753 FAMS disciplinary actions
between February 2002 and October 2003, Please provide all documentation relating to

these actions.
The OIG report states: “In cases of mi duct by FAMs ly employed, there were
753 4d d reports of sleeping on duty, fal ifying infi ion, testing positive for

alcohol or drugs while on duty, and stolen or lost wen;on These 753 actionable incidents
represent disciplinary actions that were reported to the FAMS Human Resources division
between February 2002 and October 2002.”

An audit of the FAMS Op 1 I ity Division datab for the period June 2002
through March 2004 (4 22 month period) disclosed 717 cases. Therefore, to say we had
753 incidents in a 10-month period is inaccurate, Furthermore, the report cites only the
most serious allegations of misconduct. It must be noted that g large portion of these cases
includes the much less serious, but much more common allegations, such as those made by
airline employees, like rude behavi by a FAM during the check-in process. The FAMS
believe the chart below more accurately reflects the number and type of misconduct cases
for the period of June 2002 through March 2004,

SENSITIVE SECURITY INFORMATION
HURNING: THIS RECORD CONTAINS SENSHIVE SECURITY INFORMATION THAT 15, CONTROLLED UNDER 49 C.F.R. PARTS 15 AND
1520. NO PART OF THIS RECORD MAY BE DmosmrmswmnAmromow:Asmmwcrl PARTS IS
AND 1520, EXCEPT WITH THE WRITTEN OF THE ADMINISTRATOR OF THE TRANSPORTATION
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR
OTHER ACTION. FOR US. AGENCEES, PUBLIC DISCLOSURE IS GOVERNED BYS 1/ S.C. S52AND 99 CER PARTS 15 AND
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*Qther to include: tardiness; failure to follow orders; failure to meet conditions of
emplbyment. . . . .

Violations to include: mishandling of firearm during training and accidental
dinclmgu.

Another category noted in OIG’s appendix A is 143 “Lost or Stolen Government Property
—Includes Weapons.” As the above chart illustrates, during the 22-month period noted, the
FAMS had 17 lost/stolen weapons and 129 cases of other lost government equipment such
as cell phones, PDAs, etc.

L)

o*‘
P

g

Also, please see attached spreadsheet, which details all of the 717 cases.

11.C. Appendix B (p. 35) of the above mentioned report is the “Management Comments” and
lines 717 FAMS disciplinary actions b June 2002 and March 2004. Please
provide all documentation relating to these actions, Please avoid duplicative material that
would coincide with the above request (11B).

ENSITIVE SECURITY INFORMATION
WARNING: THIS RECORD CONTMN! SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER. 49 C.F.R. PARTS 15 AND
1520, NOPAITMTHBW DMMWPEISONSWA’NEEDTOKWW AS DEFINED IN 49 C.F.R. PARTS 15
AND 1520, EXCEPT WITH WN'ITEN OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY
ADMINISTRATION OR THE SECREYARY OF TKANSPORTATION UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR
OTHER ACTION. POR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BYS U.S.C. $52 AND 49 C.F.R. PARTS 15 AND
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The above noted Appendix B of the OIG
misconduct. It must be noted that a large
serions, but much more common allegati
rude hehavior by a FAM during the check-in process. In
in to the categories cited in the OIG repart, as depicted in

report cites only the most serious allegations of

portion of these cases includes the much less

ons, such a3 those made by airline employees, like
fact, of the 753 cases only 54 fell
the below chart.

of

and not all
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ther Materials to Provid

12.  Please provide all complai ived from air hals and field offices relating to any
matter.

to address issues as they arise.

Since November 2003, the FAMS has received 41 Congressional inguiries sent on behalf
of FAM constituents regarding the following issues: termination (6), hardship transfer

q (12), work enviro issues (7), security clearance issuss (3), NBC News
segment (4), dress code (4), EEO complaints (2), leave issues (1), child support (1), and
govermnment credit card issues (1), Tt should be noted that the FAMS has only received
formal complaints from the field or FAMs through these Congressional inquiries,

13. Please provide all policies, dures, guidelines, lations and any other materials
relating to the duties and conduct of the FAMS.

Ses attached.

14, Please indicate how many air marshals have been hired since September 11, 2001. How
many have left on their own accord? How many have been fired?

See attached SECRET annex.

SENSITIVE SECURITY INFORMATION
WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CF.R. PARTS 15 AND
1520. NOPAHOFHHSRECOIDMA;BBDBCMNPNONSWWA“NEETOW_'MD




68

Appendix 3



69

NOV-18-2004 THU Q7:14 AH TSA

FAR NO. o P. 02

Page 1 of 1 @

Strange Jr., Ernest D. sPonl

From: Strange Ir,, Emest D. (Don) Sent:Thu 7/17/2003 12:03 PM
To: Novak, John A(HQ-AD)
Ce:

Subject: program dirccrives
Attachments: ‘_] " ge. dac(24KB)

John,

The following is a slightly more philosophical approach to program directives.

<< dress code.dag >>
Ernest D. Strange, Jr.
Special Agent in Chargs
Aflanta Field Office .
Federal Air Marshal Service
Office:

Cell:

Email: Su———
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@

Subject: Dress Code

The dress code as presently written is a conflicted document. It discusses
“professional appearance” and “blending in" as if they are the same. Of course,
they may or may not be the same. Example, -- on a flight from Atlanta to
Washington the FAM wears dress pants and shoes, blazer with dress shirt and
tie. Most would say this FAM is “professional” in his appearance and clearly
“blends in" with the other passengers. Take that same FAM and put himon a
Saturday evening fiight to Phoenix an Southwest Airlines (no first class
available). He may be viewed as “professional” but he sure doesn't "blend in”.
As a matter of fact, he could not stand out more on a flight dominated by jeans
and cowboy boots. .

I've flown approximately forty times in the past seven manths and jeans
are the number one garment common to the majority of the passengers. |
usually quit counting jeans at twenty-five. I've never counted more than four
suits on any one flight. So, if you're “blending in”, what do you wear?

I recommend we emphasize “blending in” and, instead of using terms like
‘professional”, use a common sense casual but tasteful approach with attire
regulated by field office managers.

Field Offices should report inappropriate attire directly to managers of
other field offices and not invalve FAM Headquarters via self-serving email
messages, | recommend FAM Headquarters leave this Issue and others like it,
such as facial hair, to the SAICs. If we put too much emphasis on attire at the
Headquarters levet, particularly from the Director, we will appear to be focusing
Headquarters' attention at a relatively insignificant issue.

What we wear, where we sit, when we board, how we look, and our
demeanor are all part of a larger issue — the terrorists ability to “profile” us. Let's
not makae it easier for them by being predictable and inflexible. The original
directives were written early in our pragram with the best information available at
that time and well intended. They should not, however, be viewed as written in
stone. As the Federal Air Marshal Service evoives so should our program
directives.
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Cervenak, Jason

From: Cahill, Timothy .. R

Sent; Monday, November 22, 2004 5:25 PM
To: Cervenak, Jason

Subject: Follow-up

Jason,

I wanted to follow-up with you on my conversation last week regarding the recent complaini
from the airline industry and the flying hours of "'Becky" that I provided you.

1 didn't mention I have spoken to the SAC that authored the passage you provided to
myself and John Novak at our meeting last Wednesday. The SAC informed me that he sent
the e-mail to Novak on July 17, 2003. John was the Asst. Director of Field Operations at
the time and as such , the SAC's supervisor. The SAC informed me that his intention for
the e-mail was "food for thought."™ It was a general philosophical type message covering
several issues to include his thoughts on the policy directive covering the dress code. It
was never intended to be a formal request to consider modifying the dress code according
to the SAC. This same SAC informed me that this past April he submitted a "formal"
opinion paper to his Assistant Director to consider modifying certain aspects of our
scheduling system. ALl field offices were tasked to submit their opinions regarding
proposed policy change regarding mission deployment. The office's response was in the
form of an official memorandum attached to an electronic message. The proposed policy is
currently under review by the Asst. Director's office. The SAC drew the distinction
between his e-mail message and the memorandum attached to the e-mail. Additionally, the
SAC informed me that he forwarded the subject e-mail to his new AD, Ray Dineen, shortly
after Mr. Dineen replaced Novak. The message had the same connotation as the e-mail to
Novak, "meant for philosophical discussion and food for thought” according to the SAC.
Mr. Dineen vaquely recalls the message but only as a message from a SAC introducing
himself to the new AD and some philosophical type thoughts.

a

1 hope this provides some further clarity on this issue for you.

Tim
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Hpr 1d¥ 2005 13:29 HP LASERJET FAX

- L
William M. Meares IV . ; . September 3,2002
FAMBAS-LAX R
Mr. Thomas D. Quing
Director
Federal Air Marshal Service
1 would feel remias if I did not forward my rgarding the restrictive dress code and
goomingsmdudymhwechommnplman. : . _
.A" 1o these dards is directly 0% intaining a standard of dress that
enablenhm(FAMa)hperfmm!hdrmmmvmhmndnwmgmdnmmﬂmmmmlvu"
and limits 8 FAMs ability to “...op as " The

mhwumnmmmlpmﬂmmmmwmmmﬁckﬂmomdn
mwimambemmmﬂy Askmyﬂ:ghlaew,mmdwmmycomﬂinm airport

'polweoﬁwﬂckeum ity or ramp Suchp ] often use
like “dead " “stand out like a sore thumb™ md"mnspotthemnmﬂe
gway“todmibeduemnwlnnhﬁeyunldmﬁfyAuMmhlh .
. A dress code provides a checklist for i mldmﬁfyPAMsItnmoﬂurmoldwycmue
" to penetrate an operational system nhldyﬁlledwnhSOPlthnmmauuﬂycompnmm
FAMs, Allowing Air Marshal d and

mmpubhcvwwuowexmphnudmnzmmmumtwempugbmm
hkaﬁhoodofwmmnhyeﬂmmuﬂngthummdmhmAqlﬂckmedyumﬁm
given intelligence reports demonstrating apparent efforts to identify Air Marshals,
consequences are not difficult to imagine since more than 3 dozen people were arrested in- -
: szom“mqmdmmwmmughzhmkpmmnMXleym
that makes it casier for teworists to identify Air Marshalg
’ mtherdnnlmdﬂmnmv:m:hb.

" Maximum Sexibility ia the drwcodewouldnmumwethcmnludvnmgeouthnedmADM
3701, kmpomblemp:wemapmﬁemomlnppelmmemthomﬁmswmmmmm described
mlhisdnwdve.Blendmgmrequnqtrumngnndpmcuce, 0ot a dress code.

Mypuspecuveubnsedonmmthnﬁﬁunyeun of experience in mili ccial operations
(Navy SEAL), et law enff t (surveillance andamstuﬁmmcr};:gnnal criminals
L.A.PD)mdlughth’ed;mmsecnnty(Hmu,Ahumdelwaav) Like many others, I re-
enlmedmﬂuMﬂmryRsmdeoiudtheAnMushulmmwhe!pddechomy
aﬂgrSep:::berll 2002 kumyhopedmﬂw’!’SAwﬂlworklggnsswelymunphmmt

designed to tp ‘Air Marshals "
posnbleadvmmgemthewngans(mmm % providing them with

2.‘,/@ o) fer e

WilhamM.MureslV -
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rage1 o

I
Semt:Fri /92002 3:15 PM

13

ith the hope that it gives you guys
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FEDERAL AIR MARSHAL MISSION REPORT

Fax compiete report to FAM Operations at §03-438-2187
annmmmlmmmsmm.
for "zer0

oq

Alr Carior. SNEI. Fight: sam
Astval Alry S Time: - 1028]

Ver o any of the below questions requires the 1

Yes No NA

1. mmmwmwm‘mum 7 |Z_(. A S |

(mmmmmmwmm

Assigned Seating, Boarding, Briefings, Seasches, sic.)

,mmmmt}lwnumhmmmmm 7 N A |

3. Were thers anry discrepancies with regard to Arrival Pro 2? 1
4. Wars thers any discrepencies with regard 1o Equipment RetrievaTum-in? [ I X
5. Were there any other not above? | I S
Section IV Déscriphion  Plesse ses altached narrativs.
[YES AddRional sheet attached.
WARNING NOTICE: This document Is a record subject to the
iprovisions of 14 CFR 191.1 et.saq. Relesss of informatlon ) FOR OFFICIAL USE ONLY
contained herein Is prohibited without the axpress writlen approval Public Availability ta be

FAM Form 1850-22 (2-02) ' : Pagetof
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e
MEARES, WILLIAM .
mnm_mi_m-m-_mgu
A acriving ot S0

g‘::dlno?;nmnmmwmdmmmmﬁn ity check

security kpoi
Mn;&:dnuyidmmﬂwbymmdm

'lehmMum_ndmy partner UNETINRNNNRNENNR, were
good AMSERENNNNNEEN | mm-u_-nd-rrimn-x-m

1o p our credentials for inspection by &
poﬂuoﬂiwinpubllem ThGSC-ndpoﬂceoﬂ!wmudlmupom‘blelm
that the

P e of

mmulmmwn-ssc* h
Checkpoint. At

Suggestions:
&&M-wwmnﬂmmmbmFAMs
mmmm.dh?ﬂmmmdwmnmmamkmm;hh
odpmingn-hy.nawinam!mmedlylmrm

¥, 1ati

nposs & Yeg ing airp to make

le efforts to protect the ideatity of FAMS.

W
o s N
¢ !

Shift the FAM mission to overt g to be covert when in fact FAMS are easily
mﬂdmmmwm»mmwmmwmuplwlmnnm
dindvnmlga.

Expand the current casily identifisble dreas code 3o FAM3 are less obvious when forcedinto »

. 1ess than desirable escort situation or during normal duties. Ground Security Coordinators
rautinely state that FAMa stick out like a sore thumb.
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HP LASERJET FAX L .
ruge st

w v —

From: gwnu-n j . Sent:Wed #/14/2002 11:41 AM

Tet

Ces =

Sul

in thé country sre not doing the same thing. As far as they know, talking
FAM:; through the checkpoint is how they are supposed to do. This makes me think that nobody i
mﬁunm.MﬁwmmWﬂnm

The fact that TSA is allowing this to conti instilla & dous lack confid for mein this -
) mmumumulundallymwd-rm“uhwpim
consideration as 1 evaluate my future as an Air Marshal.
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FEDERAL AIR MARSHAL MISSION REPORT

Fax complets report to FAM Operations at
Qualifier. This report must be compiated and submitied pursuant to the requirements outlined in Section 1),
[ "Reporting * Thers s no for “zero di Y

Dates of Mission: ____ 81372002 Air Carrier: (iSNE— Fiight: u

Deparure Alport: __ MK Time: M Amval Aport SRl Time: deea
Is-cuonn R ® -'Yu"hmydthobobwwhmMIm
|subrmission of this report.
: . . Yes No NA
1. WVere there any discrepancies with regard to Pre-Depsiturs P ?. ?[_—]x
(e.g. Check-In Procedures, Screening and/or Escort Procedursa,
. iy Py o)
Was the kientity of the FAM team In any way compromised? - S— —
3. WWers there'any discrapancies with regard 1o Arvival Pro . I - S—
Q.WHIMNI_I" ﬁhmhﬁ_' Ratri Tum-in? | { X
S. \Were there any other procedursl discrepancies not coversd above? [ —
[Section IV: Pioass soe attached narraiive.

'Yes - Additional Sheots Attached

'WARNING NOTICE: This document Is & record subjedi [o the
pravisions of 14 CFR 191.1 el.ssq. Reisase of information

. FOR QFFICIAL USE ONLY
contained herein Is p without the written Public Avallability to be

* FAM Form 1650-22 (2-02)
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Arport, Angeeseapiii from BN to S SosauuRIpRENN.,

Mission Report/ Nl

Departing at il arriving st Gl

s : . 2 . : 2 ) .
B AMs on mission status were likely P by being reqn to transition to the terminal
wvisthe p ity checkpoint

Activity: . :
1 Willinm Meares MR, and my partner * were assigned SEENSEN
SISO departing from M st M and nrriving at at St on AN
mmmums«viaw”' us that she had
@acort us 1o the terminal via the security checkpoint used by 3. At the checkpoint we
would be ired to meet ther GSC plus p dentials to law eafo ﬁll!iu

our
public view. I asked if thers were sbsolutely no alternative 10 walking through the checkpoint
since we could be casily identified. She said no, but understood the problem. We spoke at length
about escort issues specificto SNE.

She explained that there was only ooe passageway that could be used to bypass the checkpoint,

e e e —
K e e T— .
e i
'smmmummmmynwhmwmnmmwhm
public view and requi dination b scveral people in order to get a FAM through,
This creates & scens that invariably takes place as a large line of passengers watch. In addition,
mmamm“mdwmummm.wﬁmumm.
mcﬁnhmimnddﬁrthunofpwthﬁﬁngmlniﬁngwnﬁqhm

uuﬂmdnhwwﬂnmamdkmpmiﬁonﬁrmyoumMFAM:witmdnwim
attention to themselves. .

Shﬁnthucommedonth-ﬁmﬂmthFAMdmwdowuveyusymidsmify. She said,”
I can spot Air Marshals in the check in line because they stand out so much and all dress the
-umc.'lhhmnieepnmmdlnieuhm,ymwlhouldbeinshmt-mdt-shim.Wehnv.
undercover officers in the airport and you could never pick them out because they were different
stuff. Why do they make you guys do that?” Sh:diplonmiullymldeﬂwpoimthatl?m
lmmhmwpmmmmmmuympmumm

Cssﬂwam_emdymfuaioudmdmﬁnalymnedwtham:imﬁm
sumreudhdummmmmmmybynﬁngmdmhpmﬁx

x ‘vFAMI " ‘,Slll d frustrated b she lacked auth ity to make the major
zhcychngesrequuadwunpmveth:simaﬁoun-Sh'ehopedthltsomndﬁngwubeing
.

Suggestions. ;
Ensure thn-undalundlﬂ:fwghedmon' and training that failure to escart FAMa
mm@eﬁvenmcﬂhel’AN!mgmmd i i \Ms covertly
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MMission ReportBIK Airport, dIJNINIEIES from SN 1o ARND!, SENIEEBNgREA,
Departing at S amriving at Sl

mm.mmmmmmmwkmumhwgrm
Dowuipmﬁdm“ﬁuwﬂduﬂw?&bmiﬁnmwmmd

luﬂﬁmhmu!c&hwmhmw switched in MR Shtmbing
P —————

Develop a shuttle system ot Tl t0 drive FAMS via the ramp tunnel.

PRk SRSt O Rysinsain

kel

P T Y

Em‘ndthammeulymmﬁnbhd:uleodenPAMlqusobvimwhmﬁxeadhml
1ess than desirsble escort situation or during normal duties. Ground Security Coardinators .
rounnalymthll*m:ﬂcko\nliblmthumh One Captain recently told me that he has
mchnmnd Mulhlsms(ManhMShinl)beumthqmmeuyu)plckm

Shift the FAM mission to overt ity. Pretending to be covert when in fact FAMSs are easily

1d=mﬁeddumpowmpumnlpmeeduuﬁommmwmmd-nﬁmspthAmul
serious disadvantage.
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FEDERAL AIR MARSHAL MISSION REPORT

Fax comglets report to FAN Operstions
Qualifier: mummumumwmhmmummhsmu
-n.pomm s = There s no o for “zero dis y" missions. ’

WMWMWMMWWMH&MWWN.

- Al CarrierAITINN Flight: Sum

Departure Akpart: __mm Time: WSS AnivalAkpor: ___ WD Time:meem
Yes No NA
1. VAfera there any mmmbm—r P [ f_l_‘j
| [(X'N choﬂ-lnnwnm Scresalng and/or Escort Procedures,
> Q. o)
2. VWWas the idenilty of the FAM tearh in any way compromised? S E—
3. Wers therw any discrepancies with regard to Arrival Procedures? [:E]
. mmwmuﬂlmﬂh' Retrk in? | T ]Z
5. Were thare sny other not above? C—x—]
Bection V: De Picase 350 namtive. -
[Yes-AddRionat sheets sttached.
WARNING NOTICE: This document is & necond subject ¥ the
s of 14 CFR 191.1 sl.5eq. Release of information FOR OFFICIAL USE ONL
Y
hevuin Is pr without the writtsn app Public Availability to be

FALs e saEA An M A
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Miares Mission Report Narative $-29-02

FAMs oa mission status were required to transit to the secure ares via a passenger security
. checkpoint allowing for the easy identification of FAMs by terrorist, passengers or other

partner, ISNENEREINSNANNN, were assigrod WNENINN.,
o WD aniving S5 &t 9804 on SRR
Douring chock in a the SRS ticket counter 1 asked the agent how thay got FAMs through
soourity. Sho stated that 1 had 1o go dowa to the second lovel whece I would have to be escorted
through the checkpoint by en LEO, The LEO would verify my credentials and require me to sign
‘a logbook. I asked how long they had beea doing it that way. She said it had just started because
they weren't allowed to take FAMa arousd security any moce. 1 asked who changed to policy.
She said she didn’t know: I asked if there was 8 GSC available for me to talk 10, At that time two
agonts walked up to the counter. The agent I had beea speaking with pointed to the peir and said,
“One of them is a supervisor.” I turmned toward the pair and asked, “Ts one of you a superviscx?” -
‘The pair looked at me and then walked awsy.

After several minutes I asked the agent if she could try again to locate a supervisor. She walked
out of view for a few minutes then retumed. She said, “They said you’re supposed to go
downstains and they will take you through thare.™ I told her T understood but would Like to talk to
A supearvisor in order to clarify the policy for a report. .

Sha walked out of view and then retumed with GEC |

T William Meares SSENI and my
]

source of the policy requiring FAMS 10 use the pessenger checkpoint. He said, “We-have boen
doing this for moaths and you are the oaly problem.” I stated that I was not sure what he meant,
GSC Mg then said is & loud voice near passengers, “We take Air Marshals alf the time
MMMymmhmlymwbhmﬁﬁn;W.IﬂMIMTnomplﬁningM
mmmmmmwmmo{hnﬂcyhhmoﬁm
GSCHMENENEN then stated that the TSA bad ardered the change and wouldn't allow them to take
Fm.ﬂmzmtluﬂ.zuhl‘:dudmmmmPAmrw.
N “ 't kmow maybe it was the county, or the sheriffs, tell us the rules
and wo fullow the rules, thet’s all 1 know.” they tellus tha o

Atthdﬁuﬁscmwmw.w.—ukedﬁrmym I wrote
wdeWhhthlew.lWthc-dulw
trying to figure out the policy and procedure for the purpose of a report. GSCHEY said,” We
wnhﬁbmmmhﬁnm-ﬁm”wo{mmmmhdmm.s
wmwywhn&mpdpwnwmmbemutheymdmyldownm"sheuidahqdidn't
knowﬁ:rl_mwhaﬂbchmc&mehmhntlm she thought it was the sheriffs because it
madsh-mbrmsumedtbnthpoﬁcychngumhqumﬂymnhmdbg
someshing diffirent tomorrow. Mo S was sympathetic and seemed to understand thas
escorting FAMs through the checkpoint compromised FAMS, E
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PMeares Mission Report Narrative 8-29-02

!r. ded to the ch ‘r- as di ‘Mhh‘_ir. :tmw& re ‘;’:-wb
‘Wimma County Sheciff’s Deputies at a podium in the center of a lobby signa -
wmnﬁnuhﬂhh&mb&;m-wﬂluwh
the terminal. Anyone with an interest in identifying FAMs could easily do it at that location.

IMMWMWPMMMW”MHMMWW“R

_ Deputios suggested I contact Le. Rinmah at FNRENEIRG for further sssistance,
1 called ISR and stated that I was trying to detenmine the sourcs of the policy that

required
FAMS to use the passenger SIS refiised 10 comment and stated that I should
address ray concarms to Mr. the TSA. I did not attempt %0 contact Mr.
SN do to time constraints. ]
Alrcralt Brief

Duh.mkhfwiﬁthmmofﬁﬂimw uid,'Youmuhmﬂdbeweiﬂn;
hnm‘lmﬂﬂmﬂw%@wﬂlhﬁhmwmmfﬂo
added, * You're way to nicely dressed for a flight, if you want to blend in you should

‘wear sweais and a t-shirt. mmmmuhdthﬂhﬁmdn!mm;emm
“retarded.” .

Mﬁmﬂheﬁmﬁﬁqhu-uﬂwb&hhmhﬂmﬁvﬁpmp«
Engurs thayipiameas NN und ds through education and training that failure to escort
FAMs tly reduces the effdctiy of the FAM program and may increase the risk to *
-ﬁghlotiaiuﬁngn-bylllowlngtmnﬁmwenilyiduﬁlyFAMl
lmponungﬂaﬁonwah.nirpahbmhmmhhmmmmidnmyoﬂm

Cma-budiwm:omummmuﬁmmmmmmmaym
Do not originate fights from S, This would allow FAMa to avoid the

snd leaving hmnhmam?wtﬂntawrhmhnhﬂdnmbamedhgw
unless they are in the seme terminat.

*ll_-=___
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Meares Mission Report Narrative 8-29-02

Expand the arent casily identifiable dress code 50 FAMSs are less obvicus when forced into a
less than desirable escort situation or during normal duties. Ground security coordinators and
ﬂummﬂym&n!ﬂhd&uﬂhcmmmwwmm
mumﬁm&mmsmnmwsum)mmymmqum
plck out. A GSC recantly told me that the dress code was & dead giveaway.

Shift the FAM mission to overt security. mdh.hbowvutwhnhﬁuPAMlnmﬂy
Whmmwﬂoﬂpﬂmﬁmmﬁmn‘ﬂm“w&hm
easily identifiable dress code places FAM3 at & serious disadvantage.

Obecrvations:

YT less d than other sirlinea about

Ris not unusual for the cockpit door 1o be opened while there are in the font
lnnﬂhnwhthhwuﬂpﬁdhnhm&lhw.mﬁcommkpkdouﬂmmdm
byhhmyduhmnwddngthhvmy. :

A — i ————
e e -y
e

"—— pilots rarely add ity while conducting bricfings with their craws.
AR sirport porscanal consistentiy seem to be the least coog and b
anisting FAMs in the performance of their duties. i oot ©

“Mmmmﬂbhﬂmdwmm&amﬂmeAMM
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FEDERAL LAW ENFORCEMENT OFFICERS ASSOCIATION

P.O. Box 326 Lewisberry, PA 17339

www.fleoa.org
Thomas D. Quinn
Director
Federal Air Marshal Service

To: 28 October 2003

The purpose of this letter is to update you on the recent inaugural Federal Law
Enfc Officers Association Federal Air Marshal Agency President Election

to ing issues and lutions of Federal Air Marshals or
behalf of FLEOA. I am honored to announce that fellow Federal Air Marshals has
elected me to the position of FLEOA FAM Agency President position,

All Agency Presidents serve on the FLEOA National Executive Board (NEB) and
have the power to represent the FLEOA National President in that federal law
enforcement agency from which the Agency President has been elected. I would 1i
to discuss with you, at your earliest convenience, the current issues that have been
brought to my attention by FAM FLEOA members (see attached issues
documentation). These issues affact each and every FAM and, if resolved, would
make a safer and better work/family environment for the FAM. Effective

ication betv FAM and the FAM are vital to building the
both the FAM service and the safe, effective work environment for the FAM. I will
keep FAM FLEOA members updated via personal email and/or via mass mailing ¢
any current issues that are that being addr by FLEOA ming FAMS and
your response to such.

1 would like to stress that this is in no way a laundry list of “complaints from
disgruntled employees.” The Federal Air Marshals that have brought up these
concemns are the Agents who desire to stay with this Agency through thick and thin.
They are the Agents with vast experience in Federal, State, Local and/or Military L:
Enforcement. These Agents want this Service to be top notch. In order to achicve th
goal,theScrvicenudnoretainr.hebe:twehnvemdtoofferanAgencytbatwill
recruit the best in the future,

By presenting these issues to management and having some collaboration in achievi
the presented resolutions, we believe that this Agency can achieve that goal. Whethe
the Service wants to acknowledge it or not, there is an us vs. them mentality that has
permeated this agency. This is derisive and creates animosity amongst Federal Air
Marshals who only want to perform their mission without being compromised by
nonsensical policies. These issues are not ily in order of i but thes
issues are the most pressing according to our members and fellow FAM’s that I have
discussed issues/resolutions with, On behalf of FLEOA, I look forward to working
with you on these issues and any concerns that may arise in the future,

Respectfully,
==

Frank Terreri

Federal Law Enforcement Association
Federal Air Marsha] Agency President
P.0O. Box 2311

Sun City, CA 92586

{30 7127145 MADIY



AIRLINE PROCEDUI
ISSUE.

> Certain airline boarding policies place FAM’s and Ppassengers at risk.

FAM’s are constantly boarded in front of the other Ppassengers 3-5 minutes
before they board. This practice cbviously puts the FAM's cover status in
jeopardy. These inept and potentially hazardous policies Prevent GEEEENG

e e ma— R
>

» FAM’s should not sign the Law Enforcement Officers Log Book at the
airport security screening points. Each point is requiring that the “log officer”
obtain the following: flight number, destination, airline, phone numbers, etc.
This is done in plain view of passengers transiting through these screening
checkpoints. It is obvious that even a novice surveillance agent could sit near
a checkpoint and determine who, what, and where these logged individuals
are and their destination.

AYs) A

> Airlines should not dictate how FAM's will board. The FAM's safety
should be the first concern, not political correctess, Airline employees
should not compromise the FAM's mission due to laziness and/or ineffective
boarding policies. If we cannot get the airlines to board us properly, assign
FAM’s to airports to escort other transiting FAM's. This Way we can ensure
FAM’s are not compromised.

> To facilitate movement through airports and eliminate the need for
ground airport personnel, universal SIDA badges should be issued to FAM's
for all airports.

D, C POLIC!

> Itis und d that FAM M: wants Federal Air Marshals to
present a professional image to the public; however, we rarely interact with
the public as federal air marshals, rather as a fellow passenger. In fact, we
deal less with the public that most other Federal Agents and these Agents do
not have these very restrictive, and ultimately dangerous, codes placed on
them. Our research indicates that exists no other plainclothes federal agency
has such an inflexible grooming and/or dress policy, especially in a semi-
covert status. These agencies deal directly with the public employing less
stringent polices without affecting their duties and/or their "professional”
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appearance. Our new agency, The Bureau of Immigration and Customs
Enforcement, does not require its plain-clothes investigators to follow a
military style grooming policy, nor that its agents wear suit coats and tic. On
the rare occasion that the FAM needs to deploy and break out of histher
semi-covert status, professional behavior and actions will enforce and
promote the FAM’s authority, not the manner of dress. Morcover than the
embarrassment it causes the FAM to have people spot us, duc to our manner
of dress, and thank us for being there or give us the 'thumbs-up* sign as they
walk by, it is potentially deadly to the FAM, crew and passengers on the
flight mission that the FAM has been compromised on. Not only is the
present dress code the @sue at hand, but the fact that various rogue field
offices are misinterpreting !he drnl code i is nlso 3 major concem. At many
field offices, ing & more i
and potentially dmgem\n dreu code (i.e. wemng of spom coats, ties, etc.

dless of mission destinati This is an easily resolvable issue that will
ensure the safety of all in the future. All that is needed is some common
sense and confidence in the individual FAM that he/she will dress according
the environment at hand, i.e. Washington D.C. First Class irips as opposed to
Southwest hops from Los Angeles, Las Vegas and Oakland in the middle of
July. If the individual FAM does not follow guidelines, he/she should be
dealt with on an individual basis. This is not only a FAM concem, I suggest
FAM management consult with Ground Security Coordinators, Gate Agents,
pilots, flight attendants and/or any other airline personnel who can
corroborate this assessment that FAM's are easily identifiable by their dress,
and by being identified put all involved at considerable risk.

AIRPORTS AND TRANSFERS/SENIORITY
ISSUES

» There were many promises (real and/or implied) made when FAM’s
were hired and obviously many of those promises have not been kept. FAM's
were promised new hubs would be opened and transfers would be readily

dated once the p was “set up”.
» There is no standard sct of guidelines on how to rank FAM’s in order of
Seniority at the Field Offices.

RESOLUTIONS

> Solicit for non-paid moves (also known as no cost to government moves)
from current FAM's before placing new hires at these available locations.
> Set up a database at each hub, by seniority, of current FAM’s preference
foy relocation, i.e. 1. Miami 2. Los Angeles 3. New York. Complle this

fe to facilitate paid/no cost to g of
current employees who desire to relocate (i.e. FAM currently at Munu
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wishes to transfer to Las Vegas is linked with 2 FAM at Las Vegas who
desires to work in Miami. They agree to “swap” their positions, get approval
from management and agree on non-paid move and timetable for move).
FAM’s would utilize their annual leave time and fund the cost of the move to
their new duty location.

» A definitive set of rules on how to rank seniority needs to be ished
and followed by all field offices

SCHEDULING
ISSUES

» Schedules are not consistent, i.e. one mission may start at 0530 and the
next at 1530 or vice-versa. This does not give the FAM or their family
members any kind of schedule for outside matters, i.e. childcare, spouse
work schedule, etc.

» FAM's would like to fly and train with either set partners or a very small
group of people.

RESOLUTIONS

> Dividing FAM's into shifts and allowing them to bid on shift preference

ding to seniority. The shift breakd can be as simple as start time
before or after 0800hrs. 1400hrs. or 1800hss. (Or later if flights supported
this request).

Especially when flying out
of your local HUB.
» Allow FAM’s to bid on destination location, i.e. FAM #1 preference:
Honolulu, Dulles and Baltimore. FAM #2 preference: Miami, Orlando and
Atlanta,

> Allow trip swapping with another FAM. By allowing a trip swap, FAM’s
can choose times and destinations that improve the quality of life and job
satisfaction for all involved.

» AllFAM’s to select igh day trip p by seniority.

> Squads already divide FAM Field offices. It should be simple to make a
schedule that allows these squad members to fly and train together.

LEAVE

ISSUE/RESOLUTION

» FAM'’S feel the time-line for submitting leave requests is excessive and
needs to be much more flexible.
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FEDERAL LAW ENFORCEMENT OFFICERS ASSOCIATION

P.O. Box 326 Lewisberry, PA 17339

www.fleoa.or
6 January 2
To:  Thomas D. Quinn
Director
Federal Air Marshal Service
Mr. Quinn:

I'was briefed today by my Team Leader, via phone, of your response to the
FLEOA FAM issues forwarded to your office on 28 October 2003. I amal
P d at your resp ding the safety concerns presented by FLE(
FAM members, not only for their safety, but also for that of the American
public. None of these safety issues presented were addressed nor were the
working condition concerns. The only issue that was addressed was one that
FLEOA did not present, that of dissemination of information to the troops. 1
done all that I could in attempting to contact FAM Management and to get
to these pressing , obviously without success.

1am only an employee and limited in my options, so the FLEOA National
Executive Board will be contacting DHS and members of Congress with the
unanswered concerns. It is our belief that the dress code and boarding
procedures not only put the FAM in dire straits, but moreover, the flying
public. This is due to the fact that not only can enemy surveillance teams picl
out the FAM duc to dress (thus determining that the flight is covered by
FAMs), but they can also reconnoiter flights and determine what passengers
are not FAMSs due to their dress (i.e. beards, jeans, sneakers = not a FAM) thi
d ining that the flight is not d by FAMs, Unft ly, some
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shortsighted employees felt the need to go to the Ppress and essentially give ov
dress code to the public and the bad guys, This bell cannot be unrung.

R——————

I have been in Law Enforcement for over 14 years and have been involved in
Labor Management relations during my entire tenure. My Bachelor's Degree
is in Labor Management Relations and I finished top 10 in my graduating
class. I can honestly say that [ have never dealt with management officials wh
were so ponsive to employ , especially valid safety concerns
Once again, let me point out, these safety concemns are not being voiced by
disgruntled employees, nor am 1 a di led employee. Never in my entire
Law Enforcement career have I been dit iplined, proposed for discipline or
received lower than an excetlent performance rating, I have volunteered
whenever needed for special missions and will continue to do s0.
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FEDERAL LAW ENFORCEMENT OFFICERS ASSOCIATION

P.O. Box 326 Lewisberry, PA 17339
www fleoa.org

The mentality of the FLEOA members is the same. These are the men and
‘women who are consummate professionals and are only asking that commc
sense policies are employed, i.e. dress code policy. There are offices who n
their FAMSs wear full suit and ties, not too practical considering that we are
issued holsters, magazine carriers and handcuff cases that are all wom on tt
outside of our belts. This translates to the FAM flying in full suit during the
whole flight. And what other law enforcement agency makes their "semi-
covert” agents wear ties (much less follow a military grooming standard); ti
is an unbelievable safety hazard.

In closing, I consider it a great failure that we are the only Agency in the
Federal Government where the FLEQOA Agency President doesn’t have dire
contact with the head of the Agency, and in this case, no interaction with up
management at all to discuss employee concemns.

How unfortunate it is that personnel outside of our Agency, on both ends of
spectrum, will be discussing and attempting to solve our Agencies problems
because we were unable to communicate effectively.

Respectfully,

==

Frank Terreri

Federal Law Enforcement Association
Federal Air Marshal Agency President
P.O. Box 2311

Sun City, CA 92586

(909) 233-7345 MOBILE

(702) 993-8463 FAX

ELEOAFAMPRESIDENT@MCHSL.COM
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NOV-18-2004 THU Q7:14 At TSA

FAX NO. RN P 05
Page 1 of 1 5

Strange Jr., Ernest D. (Don) ’
From: Novak, John A Sent:Thu 5/8/2003 6:16 PM
To: FieldOpsSAIC_All
Ce: HQFieldOps_all
Subject: Strategic Issues
Attachmeats:

We will be having a “Strategic Mccting” on or about May 19 conceming the FAMS. We are asking each of you to
address issues which you see as significant issues affecting this organizaxion. (Curreat and Future) Please email

and wwith your fop § issucs...or more if you have them. These will be due by COB: 5;2
~ —

INFORMATION CONTAINED I FAM SERVICE EMATL. OR OTHER DOCUMENTS FROM THE FAM

SERVICE 1S LAW ENFORCEMENT SENSITIVE AND INTENDED FOR OFFICIAL USE ONLY. NO PORTION
OF ANY DOCUMENT CAN BE RELEASED TO THE MEDIA, THE GENERAL PUBLIC OR SENT OVER NON-
SECURS INTERNET SERVERS. RELEASE OF ANY FAM SERVICE DOCUMENT, CORRESPONDENCE OR

LAW BNFORCEMENT SENSITIVE MATERIAL COULD ADVERSELY AFFECT OUR MISSTON OR
TEQPARDIZE INVESTIGATIVE ACTIVITIES.

i a—

John A. Novak

Deputy Assistant Director
Transportation Security Administration
Federal Air Marshal Service

Field Operations
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NOV-18-2004 THU 07:14 AM TSA FAX NO. RN P 04
Page 1 of 1

Strznge Jr., Ernest D. (Don) / 3
T Novak, John A

[

et

oo
Bee...

Subject: Swategic lssues
Attachments:

I recormmend that the Federal Air Marshal Service (FAMS) establish a Special Agent in
Charge (SAIC) Advisory Board to review FAMS policy and procedures and to advise the
Director.

The SAIC Advisory Board will:

» Report to the Director who will chair the meetings

» Meet every two months or as needed by the Director

= Consist of five SAICs who will rotate af one year intervals

« Discuss issues of interest to the Director and the FAMS to include, but not

limited to:
« firing range acquisition
n allocation of manpower and location of offices
» boarding and seating policy
» SAIC discretionary transfers
» dress and appearance policy
w research and development of new weapon
» recruitment, hiring and retention issues
u career development
u elc.

John, this is just a general draft. I have in mind details regarding selection of SAICs to
Advisory Board, one SAIC acting as co-chair, selection of agenda items, presentations to
Director and Executive Staff, rotation of SAICs, vetting of issues and findings through all
SAICs, ete.
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Apr 1 8 2005 13:29

HP LASERJET FAX . [ e
rago s u;):

Wi
Prom William M Sent:Sat 7/6/2002 10:23 AM
:;J-a Dress Cods
AsRachmentns
Nodmhithuhmrlllyedlnlmmmﬂmmmynitﬁngin-wudn'milmﬂy_
comical if trying to be covert. The Di dan

casy method for evil doers to identify
F.AM's, The fact that this policy has beea impli d d& an alaming lack of
Wungmmunumdd\vam rious reason o re-eval my recent career change.
Roespectfully,

‘Willlam Measres
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Apr 18 2005 13:32 HP LASERJEY Fax n——

William M.

Frosu w Sent: Thu 8/22/2002 8:24 AM
Toe

sc:;,lch Admirs} Loy Response

Attachments

Mr_
lmpaaﬂaﬂydiuyuﬁthAdmhﬂLoymtwomﬁnpoinw

Dress Code:

Ouroverlymm-ieﬁvudmleodedoummedmbo_ blished for it to danger Air Marshals, Askc
myimawhhevm!hemontandmﬁhrmmﬁqﬁnwymwimmudmm
ﬂ.qunlpot;FAMamﬂethyduwdm:.Adm-mdeiu" klist that ides terrorists an
lddiﬁdﬂlmﬁhodtoidclﬂﬂ,l’% )

William Meares
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08/28/02

I have some suggestions for our security and safety in performing our duties as Federal
Air Marshals. 1know that being such a new agency and with all the changes in
airport/airline security throughout the country there is going to be problems. But, the
TSA is supposed to be in charge of this and we need to standardize the way things are
done. There should be one way for all airlines and at all airports for how we get our
tickets, get through security and board the aircraft. The TSA should decide how this is
done not the airports or airlines.

I suggest that we get our tickets at a gate in the vicinity of the gate we are departing from
in our home airport or when we fly in and do not leave the secure area before we fly out.
‘When we are not at home and when we have left the secure area for some reason we
should go to the ticket counter and get our tickets. There should be a standard discreet
way for us to be taken into the secure area. This is not happening now. In

when flying iU, they walk FAMS past the people who are having additional
searches done to their bags. InlI they walk you over to the security checkpoint and
you show your credentials 2-3 times and walk through the magnetometer setting it off.
This causes all the passengers waiting who weren’t watching the FAMS to look up at -
them. Iam not sure about how to solve the problems with getting through security
because every airport is different but it definitely needs to be reviewed for our safety and
secrecy.

1 do have a suggestion for boarding the plane. Currently in most places but not all we are
In some places this is discreet and some it is

not at all. Then there are places that they won’t . I have discussed

this with my multiple partners and my father who is a Captain with

and 1 believe there is a solution to the lack of consistency and security with boarding.

The TSA needs to put out our briefing to all pilots and flight crews. The briefing is

virtually the same and most pilots and crews have heard it already. We should get our
tickets; get to the secure area and board as normal passengers. h

I believe that we should board as normal passengers because no matter what you do if
you are pre-boarded the passengers who want to figure out that you were pre-boarded can
figure it out. Also, under the current conditions I have to identify myself to anywhere
between 5-10 airline employees per flight. Many of these employees are not discreet and
state out loud what we do. Due to the restrictions on our dress, many of these employees
can identify us by sight. This is bad because the can share this information with friends
and family. We need to be more secretive and blend in more, The flight crew doesn’t
need to know who/where we are because if the don’t know they will do there job
normally . They can’t identify us
accidentally or under duress and they won’t involve us in problems that we shouldn’t be
involved in if they don’t know about us,
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Tknow that boarding as normal passengers M

M. Also, | believe the curtains on the aireraft should be open at all times. Whether

stop an incident. N
these airlines only keep the curtains open when FAMS are on board than that could
possibly flag us.

Thanks for your consideration,

OO
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TRANSPORTATION SECURITY ADMINISTRATION

Federal Air Marshal Service
6380 S. Valley View Bivd
Suite #338

Las Vegas, NV 89118

08/29/02

1 previously submitted the following memo. Ihave made some changes but due to some
recent information I have found out I would like reiterate my concerns. A=,
Airlines Operations in SN keeps 2 FAM LOG. 1have seen it and that is the title.
They hand write all FAMS names, flights, and the supervisor who is meeting them on it.
h in @EApulls up a computer-generated list of FAMS that are flying in and
out of there everyday. Again it lists names and flight numbers. When I questioned the
supervisors of IUWMREES an*UMENRAhey said that was the only way the could keep track
of the FAMS they were escorting on to the planes, . This would be unnecessary if we
boarded with the normal passengers.

Updated Memo:

1 have some suggestions for our security and safety in performing our duties as Federal
Air Marshals. 1know that being such a new agency and with all the changes in
airport/airline security throughout the country there is going to be problems. But, the
TSA is supposed to be in charge of this and we need to standardize the way things are
done. There should be one way for all airlines and at all airports for how we get our
tickets, get through security and board the aircraft. The TSA should decide how this is
done not the airports or airlines.

1 suggest that we get our tickets at the ticket counter. We should identify ourselves at that
time and the GSC or supervisor should discreetly check our credentials. This should be
the only time we show our credentials. m
P e e eee——

There needs to be an override in the computer that has no
explanation for why we aren’t selected for search. There should be a standard discreet
way for us to be taken into the secure area. This is not happening now. In TG,
when flying WENSNERE they walk FAMS past the people who are having additional
searches done to their bags. In'Silils, they walk you over to the security checkpoint and
you show your credentials 2-3 times and walk through the magnetometer setting it off.
This causes all the passengers waiting who weren’t watching the FAMS to look up at
them. I am not sure about how to solve the problems with getting through security

because every airport is different but it definitely needs to be reviewed for our safety and
secrecy.

1 do have a suggestion for boarding the plane. Currently in most places but not all we are
taken out on the runway and pre-boarded. In some places this is discreet and some it is
not at all. Then there are places that they won’t escort us on the ramp. The TSA needs to
put out our briefing to all pilots and flight crews. The briefing is supposed the same and
most pilots and crews have heard it already. We should get our tickets; get to the secure
ittt

avaa and haard ae narmal nassencers
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1 believe that we should board as normal passengers because no matter what you do if
you are pre-boarded the passengers (terrorists) who want to figure out that we were pre-
boarded can figure it out. Also, under the current conditions I have to identify myself to
anywhere between 5-10 airline employees per flight. Many of these employees are not
discreet and state out loud what we do. Due to the restrictions on our dress, many of
these employees can identify us by sight. This is bad because they can share this
information with friends and family. We need to be more secretive and blend in more.
The flight crew doesn’t need to know who/where we are because if they don’t know they
will do there job normally which is what we ask them to do when we brief them. They
can’t identify us accidentally or under duress and they won’t involve us in problems that
we shouldn’t be involved in if they don’t know about us.

1 know that boarding as normal passengers e V.

FAMS. Also, I believe the curtains on the aircraft should be open at all times. Whether
we are on the aircraft or not, the passengers and the flight crews need to be able to see to
the front and the back of the aircraft. The Ppassengers and the flight crew are our only
defense it we aren’t on the plane and they need to see what’s going on just as we do to
stop an incident. YR, NN, :nd Bl still shut their curtains sometimes. If

these airlines only keep the curtains open when FAMS are on board than that could
possibly flag us.

Thanks for your consideration,
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MEMORANDUM

TRANSPORTATION SECURITY ADMINISTRATION
Federal Air Marshal Service

INFORMATION Date:  02/20/03
SRE———— F A M

When I asked the supervisors o; d S about these practices they said
that was the only way the could keep track of the FAMS they were escorting on to the
planes. This would be unnecessary if we boarded with the nomal passengers.

Updated Memo:

1 have some suggestions for our security and safety in performing our duties ag Federal
Air Marshals. Iknow that being such a new agency and with all the changes in
airport/airline security throughout the country there is going to be problems. But, the
TSA is supposed to be in charge of this and we nced to standardize the way things are
done. There should be one way for all airlines and at all airports for how we get our
tickets, get through security and board the aircraft, The TSA should decide how this is

done not the airports or airlines,

1 suggest that we“ We should identify ourselves at that
time and the GSC or supervisor should discreetly check our credentials. This should be
the only time we show our credentials to airline employees. The GSC/supervisor should
et us tickets that are not shown to be a selected passenger for search. This needs to be
done without identifying us as diplomat, LEO, or military (currently some airlines
identify us as LEO/Diplomat). There needs to be an override in the computer that has ng
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searches done to their bags. In Ty, they walk You over to the security checkpoint and
you show your credentials 2-3 times and walk through the magnetometer setting it off,
This causes all the passengers waiting who weren’t watching the FAMS to look up at
them. Isuggest that we are escorted by TSA officials either by calling a phone # or going
to a specific location. Another idea would be a National SIDA badge and then we could
£0 around security ourselves.

area and board as normal passengers,

Thanks for your consideration,

ket
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Fax complete report to FAM Operations ai

Qualifier: This report must be completed and submitted pursuant to the requirements outlined in Section H,
"Reporting Requirements.” There is no reporting requirement for "zero discrepancy” missions.

Note: "Incidents” involving Federal Air Marshals shail be reported separately on FAM Form 1650-20,

"Federal Air Marshal Incident Report.”

Section I: Identification

Name of Reporting Official: Contact #:_702 villS
E_ NN Rl

Date/Time of Report: _10/14/02 0830

Section II: Mission Particulars

Date of i 10/13/02 Air Carrier: (NSNS Airlines Flight #: Jdimms
NN Airlines
Departure Airport: 4R Time: B8 Arrival Alrport: Wil Time: "N
[Section Ill: Reporting Requirements: Answering *Yes" to any of the below questions requires the
[submission of this report.
Yes No N/A
1- Were thera any discrepancies with regard to Pre-Departure Procedures? [(x T ]

(e.g. Check-In Procedures, Screening and/or Escort Procedures,
Assigned Seating, Boarding, Briefings, Searches, etc.)

2. Was the identity of the FAM team in any way compromised? _

3. Were there any discrepancies with regard to Arrival Procedures? I::

X
4. Were there any discrepancies with regard to Equipment Retrieval/Tyrn-in? E:E
5. Werae there any other procedural discrepancies not covered above? :[: X

Sectlon IV: Description See attached information,.

Yes - No Additional Sheets Attached?

WARNING NOTICE: This document is arecord subject to the
provisions of 14 CFR 191.1 et.seq. Release of information

icontained herein is prohibited without the express written approval
of the Director, Federal Air Marshal Service, or hisher designee.

FOR OFFICIAL USE ONLY
Public Availability to be
Determined under 5 U.S.C. 552
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iDescription (continued):

Yes - No Additional Sheets Attached?

WARNING NOTICE: This document is a record subject to the
provisions of 14 CFR 191.1 et.seq. Release of information

contained herein is prohibited without the express written approval
of the Director, Federal Air Marshal Service, or his/her desi nee.

FOR OFFICIAL USE ONLY
Public Availability to be
Determined under 5 U.S.C. 552
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On SuNES, 48 My partner, e TR on AN Airlines
flight VR from SED to QIR and @R to WA, The flight was weather delayed
in LAS for thirty minutes. The gate agent for in N said she would
call ahead to BUR and SMF. She was going to inform them we were coming and
that we would be late to Prevent any problems. In S everything was fine
and we stayed on the plane to continue on to We arrived at i At

to escort us onto the aircraft. FAM also asked that the representative cail
the gate we were Suppose to leave from and réquest them not to board fora

minute until we could be boarded. When the GSC, , arrived he
had our tickets but all three of us could see they were already boarding for our

our boarding passes. GSC walked us over to our gate to board. He told
the gate agent, Ops. Supervisor! , “these guys are late inbounds
and | need to get them on this plane”, GSC then said he has already

checked our “ID's”. We expected to go on behind the 15-20 persons that had
already walked down the ramp to board. QOps, Supervisor *allowed usto
pass her but she immediately stopped the boarding process and followed us -

down the ramp. | said to her Excuse me, can | asked what you are doing?” |I.
was concemned that she was drawing an excessive amount of attention to us

her at the top of the ramp. She said no “l have to inform the Captain”. | said
okay but that | would stay back and talk with the Captain Separately from her.
FAMYEES and | agreed that | would 9o to the Captain and he would take his
seat. If the Captain felt he needed to see FAM credentials also, he wouid
go back to the flight deck after | was seated, While we were discussing this Ops.
Supervisor QU had gone on the plane around the 10-15 people waiting at
the door of the plane.

@ returned to us at the end of the line of 10-15 People. She said * You two
have to come back to the top and wait for the Captain”. | said “Can’t we wait
here for a minute?” because | didn’t want to 90 to the top where the other 120
people were waiting in fine to enter the ramp for boarding. She began walking up
the ramp turmned to us and said “Come Onl". We followed her to the top of the
ramp and she pointed to a pilot that was on the phone and said that might be
your Captain. Ops, Supervisor then started the boarding process with
the 120 people we had just passed coming back up the ramp. FAMWEEN and |
discussed the situation. We decided he would wait to talk with the Captain ang |
would call FAM operations, While I talked with the FAM Opaerations
watch commander, boarded all the passengers.
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| explained what had occurred and WC SN0 said for us to stand down that he
would get us on another flight home. In addition, to explaining the specifics, | told
him that our cover was blown by She had not bean discreet, she didn't
trust us to inform the Captain, she had stopped the boarding process, and she
brought us back up the ramp in front of the 120 assengers. Also, we would not
have tactical positions on the plane because

1 told WCl we would go on the flight but that | feit very
uncomfortable due to everything that had occurred.

FAM Wy and | briefly discussed everything with the Captain ang told him to go
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Federal Air Marshal Service

Las Vegas Fleld Office

6380 S. Vatley View Bivd., Suite 338
Las Vegas, NV 89118

(702) 263-8756

/2 U.S. Immigration
.} and Customs
Enforcement

Interoffice Memorandum
To: ATSAIC GENEG—G—

From: FAM GSUp

Date: January 18, 2004

RE: Suggestions for schedule improvement

Per a conversation with ATSAIC-of scheduling concerns he éuggested that I list the issues with
possible suggestions for improvement.

This memo is intended to be used as possible suggestion and solutions only. This is in no means scribed as a

complaint form.

I have reviewed 100% of all FAM flight schedules and interviewed 35 FAMS assigned to the LASFO, After
almost two years the method of scheduling has not improved. We have been told that we would not have Wigigs

and that only lasted 1-2 schedules. We were told scheduling was going to cut back on
the South West flights and that only lasted 1-2 schedules. Most of those interviewed would like to have
training as to how the schedules are developed and more training to the potential health affects of constant
flying. The biggest concerns with the current flight schedules of the 35 FAMS polled are;

Health issues & fatigue
Erratic start times (5 am one day, then 10 am the next, then back to Sam the followir;g day)
- . . )

10 hour scheduled days will almost always turn into 12 plus hour days.

FAMS are experiencing headaches, nausea, joint pain and muscle cramps on days with more than
three assigned flights,

9. More than a Siilayover is burdensome and to much time. MR ar¢ perfoct,
iy -~ “--w--@“'mp. s

PNAL A LN

. 89 hour Mimm schedules only unless
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13. Some FAM's routinely are scheduled 7-8 over-nights a schedule, while oth
FAMS that want overnighters should be able to request more.
a minimum amount (34)

14. Not being able to bid for show-times ( example: before 9am or after 9am) FAM's interviewed were at
about a 50/50 split.

15.

.
1 GM

€T receive only 2-3,
Those that want Jess should be assigned
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Federal Air Marshal Service

Las Vegas Field Office

6380 S. Valley View Blvd., Suite 338
Las Vegas, NV 89118

(702) 263-8756

A@” U.S. Immigration
) and Customs
ez’ Enforcement

Interoffice Memorandum
To: ATSAIC WD

From: FAM Sl

Date: January 18, 2004

RE: Suggestions for schedule improvements

This memo is per a conversation with ATSAIC @M. During this conversation Mr. Korniloff:
suggested that I list some of the scheduling issues with possible suggestions for improvements.

This memo is intended to be used as possible suggestions and/or solutions only. This is not a complaint and

is in no way i ded to belittle

I'have reviewed 100% of all FAM flight schedules for the period of 01/11/04-02/08/04 and interviewed MR
FAMS assigned to the LASFO. After almost two years the method of scheduling has not improved. We were
told that we would have reasonable hours on our SNSRI, 2nd that only lasted 1-2 schedules. Most
of the FAM’s interviewed would like to have some form of training as to how the schedules are developed
and more training regarding the potential health affects of constant flying. Schedules should be developed that
work for the FAM and (FAM Service) that will enhance the FAM’s abilities to perform their job under
extreme pressure, taking into account the natural stress and tension associated with daily flying. Schedules
should be developed that will maximize alertness and fitness, which in retumn will reduce fatigue. A survey is
suggested office wide to determine start times and thus an attempt could be made to pair daily partners with
preferred start times (within reason). If the scheduling department could develop flight schedules getting the
full use of the Sabor System parameters, FAM’s would be able to practice better future time management and
make better use of annual leave, doctor appointments, child care etc. The local offices would also benefit
from less abuse of emergency annual or sick leave and there would be less daily scheduling conflicts, If we
know in advance of an activity, family function, or doctor ppoi taking place, we should be able to
schedule a specific airport amrival time for a certain day. This would reduce the need for the FAM to call in
sick or request emergency leave due to an event that only requires a couple of hours either at the beginning or
the end of the day. The LASFO should continue to make every effort to set the standards for improvement for
the entire agency during thesc critical infant years, The LASFO could be the front-runners in applying some

of these suggestions for scheduling improvement.

1 www.ice.goy
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Listed below are Suggestions and concerns with the currene flight schedules of the 35 FAMS poiled:

1. Health issues & fatigue. Sinus and ear problems are becoming a major concern,

2 should be reduced to 2 minimum unless
volunteered for,

3 _

4' - - -

5. The scheduled show times el ——
typically gets the FAM homy

7.

8. 10 hour scheduled ¢ days frequently tum ingo 12 plus hour days,

9, 8 days is too much flying in one dayona continual bagijs. Keep all schedules to no more than
three legs in one day when possible,

10. FAMS are experiencing headaches, vertigo, sinus and ear problems, nausea, joint pain and muscle
cramps. These problems Increase on days with more than 3 Jegs,

11. More than a fo, burdensome and to much time. 12-14 hours are perfect.

16. FAM’s would like to be able to bid for show times (example; before 0900 or after 0900) FAM's
interviewed were at about a 50/50 Ppreference of those that would rather come in early ang those who

would choose later times. (This can be done as professiona) pilots & flight crews are bidding for their
start timeg using the same Sabor System currently used by the FAM Program),

17. M i -

18, More .N

20. Each HUB should have their own 24 hour OPS/MOC and more control of the schedules,

21. Less ten-hour schedules and more eight-hoyr scheduled days this wij] allow the FAM to Mmaximize
their family life during the week.

22. Some FAM's seem to get the same airlines more than others, xﬁe.h, .spread
the wealth and make it equitable,

23. FAM’s don't mind ap occasional tough schedule once in awhile, a5 long as we receive a decent
then.

24. The health and menta} well being of the FAM should be more important than the scheduling statistics.
This will create loyal employees for the agency. Scheduled LEAP is not worth alj the health
problems,
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Federal Air Marshal Service
U.S. Department of Homeland
Security

P.O.Box 51522

Irvine, CA 92618

U.S. Immigration
and Customs
Enforcement

September 7, 2004

INFORMATION

MEMORANDUM FOR: Whom It May Concern

THROUGH: ATSACRENRNN.

FROM: FAM William M. Meares IV

SUBJECT: Resignation

Purpose

Notification of resignation from the Federal Air Marshal Service (FAMS) effective the above date,
Background

On September 11, 2001, terrorists hijacked four airliners and successfully used them in the most
devastating attacks ever launched against our homeland. As part of the emergency response to the
attacks, President Bush and Congress expanded the Federal Air Marshal Program from a handfu] of
agents to several thousand. Their intent was to develop a highly trained security force that could
discourage or defeat would be hijackers.

Regrettably, this goal has not been met. In reality, Federal Air Marshals have been set up for failure by
their service's own, operational procedures, policies, and mind set.

Discussion

As originally conceived, a Federal Air Marshal (FAM) is an armed, well-trained, completely anonymous,
undercover security agent. Anonymity serves an Air Mars} as both a dets to potential hijack

and as their most powerful tactical asset should a takeover attempted in flight, Without anonymity, an
Air Marshal is reduced to a target that need only be ambushed and eliminated or an obstacle that can be
easily avoided.

Unfortunately, the executive level of the Federal Air Marshal Service has failed to aclmowledgc this fact.
Instead, duc to misguided priorities, inflexibility, and the of cronyism, gers have
stripped away any hope that Air Marshals will remain unknown to determined terrorists. In effect,
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handing the element of surprise to our terrorist adversaries, FAM Service has accomplished
this in several ways:

o Policies and procedures have been implemented that result in the casy identification of Federal Air
Marshals during the performance of their duties,

® The exccutive level has refused to acknowledge, or react to, the chorus of ‘wamnings from flying
FAMs, members of congress, pilot’s unions, flight attendant's unions, and passengers regarding
operational procedures that unveil them to the public and potential terrorists alike,

e FAMS executives rep dly release detailed P I, operational, and tactical information that can
be used to defeat Air Marshals.

*  Upper level management was filled by retired secret service agents, with retired secret service agents,
who possess no aviation security experience or training.

o FAMS i inually undq i terrorist capabilities and base policies and procedures on
a foe perceived to be ineffective.

® Management priorities are directed toward creating longevity for the Federal Air Marshal Service
rather than ensuring that flying FAMs have every advantage if confronted by terrorists,

These problems are exasperated by the Federal Ah"mal Service's willingness to mislead on many
levels., A short list inciudes:

®  Misch ization and of the nature and scope of the concen for security reported by
the vast majority of flying Federal Air Mearshals,

Mischaracterization of the training and effectiveness of the Federal Air Marshal Service,
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The Federal Air Marshal Service portrays FAMs as anonymous agents working behind the scenes to
protect the country. In reality, Federal Air Marshals are only anonymous when it sounds good for the
latest headquarters press release. Current polici.es and procedures have effectively eliminated the

methods, can easily determine whether or not a particular flight is covered by Air Marshals, When
combined with videos released by the FAM Service that d the exact method: FAM:s use to take
back an airliner, and a myriad of other management missteps, terrorists have been given the clear
advantage.

It is apparent that in spite of the best efforts of many people, including myself, that the trend toward

a prearranged rate that identifies them as Air Marsh, This i reveals S
Information (SSI) to unscreened hotel employees plus warchouses FAMsina way that makes them
vulnerable to known terrorist methods of attack. Consistent with FAMS isch ization

of the facts, a spokesman for the Service stated that among other reasons, the policy was implemented for
FAM safety.

At this point it is painfully clear that Little possibility exits for the FAM Service to deliver what the public

believes itis iving. To continue to be a participant in a system that I know is ineffective and
dangerous would require an ethical compromise I am unwilling to make,
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range of elite military and law enforcement units, Individuals that in many instances left lucrative private
sector jobs with optimal quality of life and family benefits in order to answer the call and place their lives

on the line in defense of their country. Rather than capitalize on this , FAMS gers have
chosen to ignore or ridicule the serious and legitimate security issues raised by the men and women
deployed on flights every day. Itis telling to ider that qualifications that d a few th d
Air Marshals from a pool of 250,000 applicants are apparently insufficient to quatify those Air Marshals
to make ? ding operati | safety and security.

Some reading this memorandum will know that mywposition is well founded and well d d. M;

>4

perspective is based on more than seventeen years of combined experience in military special operations
(Navy SEAL), undercover law enforcement (L.AP.D.), private security and investigation (domestic and
foreign), and federal law enf (FAM). 1 ived top honors at FLETC for academics and
shooting, received the Top-Gum award at Phase Two training, and ived the Distinguished Grad
Award in the Los Angeles Field Office Instructor Evaluation Course. I have been selected as an assistant
supervisor, served as an Acting ATSAC, Acting Training Officer, and a Firearms Instructor. Ihave been
commended repeatedly by the Federal Air Marshal Service including the receipt of a Federal Cash

If terrorists are successful in another 911 style attack it will Tepresent a catastrophic failure of the
Department of Homeland Security and specifically the Federal Air Marshal Service. Very likely,
terrorists will have identified and ploited all of the ad: ges that the of the Federal Air
Marshal Service have provided to them.

Additional
I have forwarded copies of this memorandum to the below listed people since, according to the

Government Accounting Office, the Federal Air Marshal Service does not have a system in place to
compile and store data on the reasons Federal Air Marshals resign.

CC:  Senator Barbara Boxer
Senator Diane Feinstein
Senator Herb Kohl
Senator John McCain
Senator Zell Miller
Congressman Christopher Cox
C nan Carolyn Mal
Inspector General Clark Kent Ervin
Mayor James Hahn

Deputy Chicf John Miller
Auditor Gary Wilk
House Judiciary Committee
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Apr 18 2005 13:54 HP LASERJET FA% T p-
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FEDERAL AIR MARSHAL DAILY
8/28/02

e

UO) Possible Attempt to Ideatify FAMs. On AMSMRERNA FAMs on board « WENEN flight from
&i*m.mdmm pp acting suspiciously. When the
passenger first boarded the sircraft, he appearcd to examiric the cockpit and thea the flight-deck door
firom top to bottom and left to right, ing on the hard hed to the door. While he was
mwmwmmhmwwwlwumap&mmsm‘hlm-and.
Furthermore, as he was walking past both seats, the subject first bumped both of the seated passengera
‘with his camry-on bag and then touched them in the chest with an open hand, After arriving in G
the subject kept looking back over his shoulder as he was walking toward baggage pickup, The subject
‘was last observed walking to & nearby clovator located away from other passengers., The individual's
activities have all the indications that the he was atternpting to determine if FAMs were on board the
flight. Although FAMs were on board, they did not break their cover to question the suspicious
k the incldent and ) manifest inf

patsenger. FAMs approprt

P P P el tion to
o igation did not revesl any tecrarist links; however, the details were entered into
the incident database. FAMs should continue to report similar incidents immediately, as these activities
could be pre-operational planning. For additional indk ion on similar incidents see FAM Daily
6-27-02, 5-23-02 and 5-22-02.

(U) Cockpit Door Deadlise. According to the press, federal regulators are concemed airlines and
aircraft manufacturers will not meet the 9 April 2003 deadline to install new bulletproof cockpit doors in
all commercial aircraft. While larger airkine cosipanies believe they can do the work in time to meet the

. desdline, smaller airline companies fear they won’t receive the doors in time. Smaller airlines have stated
thnit'lbesﬂdlfﬁwkmmduirmwdowdﬂigmappmvndmdmmumdthqwiﬂhwwm
plancs. Reportedly, the FAA les weekly ings with companies to get updates on the progress
toward getting the now doors. It is expected that 80 percent of the new door designs will be approved by
the end of Seplember. Om!hedoa'duimuenpprwnd,dunamfscumwﬂlprodueemddeﬂvu
the door to the sirlines who are responsible for installation. The cost for each doar is at least $29K and
takes 14 hours to install. Airbus North America, which made about 700 planes registered in the U.S.
expects ita planes to be in compliance by the end of the year. As the deadline nears, FAMs can expect to
sce a greater number of new cockpit doors. The late arrival of new doors may cause flight delays as
airlines are pressed to mect the deadline.

Questions and/or comments may be addressed to TSIS-500 at:
24-Hour Watch (Washington, DC) A
24-Hour Watch (Atiantic Ctty, NJ)

" FOR OFFICIAL USE ONLY
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THE EIGHTEEN ELEVEN

PRESIDENT’S MESSAGE
FLEOA Remembers Our Fallen Heroes

By FLEOA National President Art Gordon ({TSA)

May is traditionally a bittersweet month for all of us in law
enforcement because we know it is time once again to honor
and mourn the loss of our fellow law enforcement officers who
died in the line of duty.

On May 13, 2005, 1 was honored to represent FLEOA at
the ] Candlelight Vigi! at the Natis Law
Officers Memorial in Washington, D.C. As a “Reader,” I had
the distinct privilege of reading the names of those fallen Fed-
eral Law Enforcement Officers who were killed in the line of
duty in 2004. Attorney General Gonzales, our nation’s Chief Law
Enforcement Officer, was the Keynote Speaker at this solemn
event.

This same day I attended the NLEOMF Officer of the
Month Luncheon honoring law enforcement officers through-
out the country who performed heroically in the line of duty. I
was b led to be in the of these law
heroes.

On May 15, 2005, I was an honored guest of the Natiqnal
Fraternal Order of Police (FOP) at the United States Capitol,
as President Bush honored the families of our fallen heroes and
the memories of those that made the ultimate sacrifice. After a
Wreath Laying Ceremony, President Bush spent over an hour
meeting with and consoling the surviving family members,

I had the honor and privilege of meeting with Attorney
General Alberto Gonzales on behalf of FLEOA during May
2005, We discussed many issues facing the Justice Department
law enfc ies, including: ATF, DEA, FBI and the
U.S. Marshal Service. I expressed FLEOA’s support for re-

enforcement pay and benefits and pre-
pare a report for Congress. 1 provided
them with documentation that FLEOA
has prepared over several years on this
issue,

1 was also a guest at a Congres-
sional Breakfast sponsored by the Na-
tional Center for Missing and Exploited
Children (NCMEC) to honor the men  National President
and women of law enforcement who At Gordon (TSA)
investigate crimes against our nation’s children, I met with
former Senator Dennis DeConcini (retired) who asked that
FLEOA work with the NCMEC to protect our nation’s children.
I subseqy y met with bers of the NCMEC Executive
Staff and offered FLEOA’s support to the NCMEC.

The FLEOA Legislative C i to push for
federal law enforcement pay reform and has developed a pro-
posal for new disability legislation for federal law enfc
officers. The Committee is working very hard on behalf of all
of our members.

I am still awaiting a response from President Bush, who
has been invited to be a guest speaker at the FLEOA Awards
Banquet on November 4, 2005 in Tyson’s Corner, Virginia. At-
tomey General Gonzales advised me that if the President was
not available, then he would be honored to be our guest speaker
at the FLEOA

Thave asked for help from Attorney General Gonzales and
DHS Secretary Chertoff to ensure full implementation of the

newal of the “Patriot Act.” This is a y and
law enforcement tool which has, and will, continue to help us
combat terrorism.

I also met with repi of the Ci { Bud-
get Office (CBO) to discuss federal law enforcement pay re-
form. CBO has been directed by Congress to study federal law

Law Enfc Officer’s Safety Act of 2004 for all federal
retirees. FLEOA still believes that President Bush must issue
an Executive Order to all Federal Agency heads to provide re-
tired law enforcement credentials to all retirees and enact uni-
form firearms qualification standards so they can carry firearms
pursuant to PL 108-77. [ have asked both Attomey General

—>

— Gonzales and DHS Secretary Chertoff to urge President

Bush to issue this Executive Order.

Tam happy to note that since our meeting with DHS
retary Chertoff, the Federal Air Marshals Dress Code, pi
Pusly implemented by FAMs Director Quinn, has been a
ished. Now the FAMs can finally blend in with the “fhy
public” they have been swom to protect, Thank you, Secre
Chertoff, for your wisdom and leadership.

July 2005
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S TON FT LAUDERDALE AL HOTE
1825 GRIFFIN RD -DANIA, FL 33004 .US
Phane 954-920-3500

Sheratomnr

HOTELS & REBORTS

Federal Air Marshall is Company of the Month in July, only at The
Sheraton Fort Lauderdale!

As a special thank you for your continued business, we are
making Federal Air Marshall “Company of the Month” in To reserve your stay,
July. simply book onilnet

We appreclate your business and want to recognize that, so
during the month of July, we are extending Doubie
Starpoints(R) on all Federal Air Marshall stays at The
Sheraton Fort Lauderdale.

Please feel free to spread the word!

Points will be awarded when traveling at your corporate negotiated rate. Receive your
company’s negotiated rate and rebook your future stay for July or anytime.
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@ STARWOOD PREFERRED GUEST STARW

WEST'N  S-IRATCN  FOUR POINTS BT REQIS  THE LUXURY SOLLECTION W HOTELE

(C)2004 Starwood Hotels & Resorts Worldwide, Inc.
1111 Westchester Ave: 35498: White Plains, NY 10604

Click here to review the offer terms and conditions.
This is a post only email. Please do not reply to this message. If you would like to

unsubscribe from further marketing e-mail communications from Starwood Hotels &
Resorts Worldwide, Inc., please click here.
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Federul Air Morshal Service

U.S. Department of Homeland Security
425 1 Street, NW

Washingtan. DC 20536

TSRy
BALLEN
a7

U.S. Immigration
and Customs

Enforcement
0T ~5
i DIS 2-01 OLMS:D
05-FAMS-17808 RSA
Mr. Frank Tﬁ' I

Dear Mr, Terrei:

This is in response to your letter dated January 15, 2005, in which you requested, pursuant to
the Freedom of Information Act (FOIA) and/or the Privacy Act, access to records pertaining to
yourself,

Please be advised that we are releasing 13 pages of responsive documents to you. Within these
documenty we have redacted some information pursuant to exemptions (b)(2) and ®X(7XC) of
the FOIA, Additionally, three on-going investigations are being withheld in their entirety,
pursuant to exemption (bX7)(A) of the FOIA. Even if discl of these three i igati
were directed, exemptions (b)(2), (b)(5), ®X(6), ®YTXC), bYTYD), ®UTXE) and (BY(TNF) of
the FOIA could be cited to protect some inf i ined in the aft i
investigations,

Insofar as you may consider the withholding of some information, as wel] as the three investigations,
2 denial of your request for disclosure, you may appeal our determination, in writing, within 35 days
after the date of this letter to the Privacy Office, Department of Homeland Security, 245 Murray
Lane SW, Building 410, Washington, DC 20528,

Enclosed is an information sheet ining
administrative appeal and Jjudicial review,

to Iptions from discl under the FOIA,

Glorii
Chief, Information Disclosure Unit
Mission Support Division

Enclosures (2)
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Definitions of the Exemptions
Under The Freadom of Information Act (Su.s.c.552)

Pursuant to 3 U.3.C. 552 (b), the Fraedom of Information Act does not apply to matters
that are -

. (i) under rul by an Order to be
kept sacret In the intarest of natlonal security defense or forsign policy and @) are
in tact properiy ciassifted under such arden

*  (2) related solely to the intemal personnsl rules and practices of an agencyy

* 3 spacificaity exempt trom disciosure by statute, provided that such statute 7)Y
requires that the matters be withheld from the public 30 as 16 leave no cretion
on the lssue ar, (B) criteria for g or refers ta
particular kinde of matters to be withheld;

¢ (4) trade secrets and or financial obtained from a person
and privileged or confiden L]

*  (3) Inter-agency or Intra-agency memoranda or lettars which would not be avallable
by law to a party other than an agency in litigation with the sgency;

« {6) parsonnel and medical files and slmitar fites the disclosure of which constitutes
 clearly unwamanted invasion of personal privacy;

+ (7)records of for tawe
extent that the production of such records or information,

but only to the

{A) could reasonably he *xpected to Interfers with enforcemant proceadings,
(B) would depriva 2 parsan of » Hght to = fair tria) or Impartial djudication,
(€) could ly be to an invasion of
personal privacy,
(D} could rsasonably be expectad to disclose the Identity of a confidential
Soires, including State, local or foraign agency or authority,
‘which fu K ona
record or information compiled by a criminat Iaw ento:
the courae of & criminal |

rcement autharity In

or by an agency 2 lawhul

national security I [ o bym

confidential scurce,
(E) would disclose te, and for taw entc

or or or would disciose gu
for law P or  auch d
be to risk chi of the law, or

(M) could Y be to

9er the life or physical safety of any
Individual;
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[ DEPARTMENT OF HOMETAND BECURTTY 1. TBCS ACCESS TOOR: 1542)
IcE

2. PAGE: 1
REPORT oOP INVESTIGATION‘ —
3. FILE 1D:
a by2)
4. TITLE: TERRERI, FRANK /'lRAN]ND’N-CR!H MISCON /CELIFORNIA [~ —
S. FILE STATUS: CLOSING RET _
§. REPORT DATE J7. ASSION DATE |8,

C3692005 10152004

11. RFIATED FILE IDS:

i2. UNDVL LEADS 10:
13."TYPE OF REPORT:
INVESTIGATIVE FINDINGS

TOPIC: ALLEG] B-MA THREAT AGRINGT CO- - IDED

14, SYNOPSTS: —————
On October 15, 2004, the Joint Intake Center, Washington, p.c., raceived
a memorandum fxom Director Thomas D. Quinn, Pederal Air Mazshal Service,
Washingtoa, D.C., allYeging Federal Alr Marshal {FAM) Franic TERRERT,
Ixvine, C€A, sent a threatening e-mail directed toward another FaM_

3 ILR 5C CODES 10, RPT NaR
i oos
)2 }
— oy ———

b)7)CY
[15. DISTRIBUFION, 116. ORIGINATOR:
(TITLE) TGR
(&)2) J

17. APPROVED BY:
(PITLE)
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1. PAGE: 2

2UF ID: ) F (B)(3)

3. REPORT NUMBER: 6%

BACKGROUND :

On October 15, 2004, the Joint Intake Canter (JiC), Washingtom, D.c.,
received a memoranduin from Director Thomaa D. Quinn, Federal Air Marshal
sgrvic (FAMS), Washington, D.C., refuesting an investigation of Federal
Air Marshal (FAM} Frank TERRERI, Irvine, CA. Diréctor Quinn idéntified
FAM X as the Padaral Alr Marghal ﬁcy President of the Faderal
Law Enforcemant. Officers Assdelation (PLECA). In ths memnrandum,
Dir#ctor Quinn stated FAM TER] T seént an alleged threatening e-mail to
an undisclosed list of recipients on October 13, 2004. Director Quinn
further stated the e-mail was directed toward a female FAM who was ‘the
subjact of an article recently published in People Magazine.  FAMG ()G
3 _khe R

managemant had autl 4. article with
identified only am | aBeigred .
‘i reEtoY. GHitm SRt e nEitiable

to many PAMa as 5

ALLBGRTION: E-Mail. Thieat Against Co-Worker.

DETAILS OF INVESTIGATION:
ALLEGRTTON:  E-Matl Threar Agairist Co-Workr.

$B.oskobex 18 ug"!%'" the, I raceived s mémorandum, dated the same day,
- FERCEE O Sqileatinig an' investigation of PAN TERRERT.  Director
Quinn.alwo, identifisd FAM mgskr 3s the Paderal Adr Mershal agency
Prasident of the PLEOA. . In tba.mrin:audum,‘ Director Quinn alleged FaAM
. 8gnt 3 thesakaning /-ail to .af undiadiosed list of x¢aipients on

ggtom:dlé, 2004 'gmr;cﬁgc;mq;;zn Atated cthe threatend; 311 wai

res oward 16 FAN who wa aubjegk of

shtiamar T sh'v::ﬁai = id, 5004 af Paspie
management had suthorized the aytie: P
FAM wag lentifisd in the axkicle only. 86
Nashington Pield Officé: - Howave: PR .23

ARily 1duNCiTiable to SLh¥F PAM

it T . 2
£ our friendly airpovts, -
her 8ig-Sdue: t.ﬁjsv :
conmant {44
T make' 4 g5
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k DEPARTMENT OF HOMELAND SECURITY PAGE 3
ICE
FILE 1D: B)2)

z
REPORT OP 1 VESTLIGATION] N
CONTINUATION {3, REPORT NUMBER: 005

N
N

;M —
n the restroom and make sure Ty weapon i concealed a SIG Sauer
+357-caliber semi-automatic.®

Director Quinn advised that PAM TERRERI had his gun amd credentials taken
from him, and that FAM TERRERI was placed on admiristrarive leave pending
an investigation of the allegation. Director Quing also provided the
following four ac o the : People Magazine article,
gctober 18, 2004, FAM TERRERI's e-mail of OGtobew 13, 2004, FAMS Bmployee
Responsibilicies and Conduct Directive ADM 3700, amg HRPM ER-4.1 Section

$n November 3, 2004, the Office of Professional Responeibility, Lo (BNTHO)
Angeles, interviewed FAM TERRERI. FAM TERRERS provided an affidavi

PAM TERRERI stated in his affidavit he doss not personally know m\m_
and to his knowledge, has never had persomal cohtact with her. &,

TERRERI said prior to this allegation, he had no knowledge of FAM

ard has still never even seen her. FAM TERRERI said he wrote the sudject
e-mail on Cctober 13, 2004, entitled "People Magazine Article*, and sant

LECA.

it to membexrs of the L1 ~ FAM TERRERI stated all of the recipients of
the e-mail had asked to be included on the Privace @-mail liat. 'AM
TERRERI said he did not send the e-mail to FaM because she

1] on thie private e-mail lise.  rFam TERRERI said FAM

©ld him that he had forwarded the e-mail to FAM Fi
T, El ted wrote the e-mail on hig bersonal computer and on hig
peraonal FAM T I sald he wrote and Sent the e-mail because the

threat directed cowards ram Or as an
threatan, or harass FAM FAM TERRERI
S mail could even be construed as a threst

FAM TERRERI
stated he has never attempted nor does he to
Fi TEI

5
o
2
o
I
n
®
o
N
¥
il
m
&

a

intention o
axm FAM N ic the future and hae never &acouraged others to

idate, or harm her. FAM TERRERI added that he never Xnew of FAM
prior to this allegation and has no "i1l willw towards hex.

FAM TERRERI opined that this allegation againat him ig "retaliation on

the part of rFam management to FLEOA's activities regarding aviation

security.! FAM TERRERY stared he believes Famg Management initiated the

alleg:twn against him becauss he is the FLEOA Fedeial Air Ma

President. FAaM BI 8aid FAMS management ig retaliating against him

since FLEOA issued a letter of "no confidence® in Dixectotgau?nn about
A _ 8K T I wE
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1. PAGE: 4

3 REPORT NUMBER: 005

one week prior to the actlon taken against him.

call for Director Quinn's remov:
publicaciona.

from him including his weapon,
he has never reeeived a negativ
proposed discipline during his

TERRERI said no complaints from

al was reported in many nationa
k e of the e-ma:.
menagement came to his home and confiscated government i

badge and

® evaluation, nor has
fifteen years in law
either clviliana,

[
!
on |
l

FAM TERRERI said FLECA &
1

incident, FAMS
ssued property
FAM TERRERT stated
he ever heen
enforcement ,
or other law

¢redentials.

FAM

enforcement officers, have ever been Teceived regarding his conduct as a

law snforcement officer,
advancement into a FAMS
this incident. FAM TERRERT sta
pelygraph examination regarding

On November 30, 2004, the Off
of Columbia (OPR/District o
provided an affidavit. @AM
Alexandria,
Division. PAM
perscnal contact wi
she lsarned of the

C

said ahe do
th him,

others to threaten her safaty,
threatened her,
Fam said she did not know
e-mail {EXHIBIT #3).

on Y 11, 2005, the OPR/D:;
Fi provided an affidavit,
more intimidated than threatene
Stated PAM TERRERI did not pose
TERRERI wae located in Los Ange:
cause her any phy:
did believe the message of the
behave negatively towards her.
safety concerna due to the resu
identity (EXHIBIT #4).

PROSECUTORTAL ACTION: N/A.

management.

VA, and is assigned t.

ted
the ai

ia

ice of Professiona
rbia), intexviewed FAM
stated in hex affidavit she
© FAMS Headquarters,
not know FAM TERRERT,
and has never even seen him.
subject e-mail wyitten

why FAM TERRERI auchored and sent th,

istxie

AM TERRERI's e-mail.
an immediate threat to her gince FAM
[2

d by
lea,
sical ha:
e-mail o

lting p

PRIOR HISTORY/PREVICUS ALLEGATIONS: None.

AM M 33id FAM TERRERT has never
Aor has he ever encouraged othsrs to

rm.
culd encourage

licity from

FAM TERRERI said him opportunity for future
caition im now

jeopardized due to
not willing to submit to a

legation (EXHIBIT #2).

1 n )

e . 00 ©)
resides in
Investigationa

has never had any

FAM stated
by FAM TERRERT, dace Oct.ober

Fam atated

a

threaten her safety.
e

Columbia interviewed FAM
Stated in her affidavit she was
FAM

said she neve

T believed FaM
FAM

stated, howaver, she
other FAMs to
now has personal
the disclosure of her

stated she
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DEFARTMENT OF HOMELAND BECURTTY T PAGET B
1CE
: T T T N o
REPORT OF INVESTIGATION
CASE EXHIBITS 3. REPORT NUVBERT 008
T. Memorandun Erow DireGtar Thomas D. QuinR, dited OSESBer
15, 2004, plus attachments 1 through 4
2. Rffidavit prepared by FAM Frank TERRERI, dated November
3, 2004
3. Affidavit prepared by FAM [N cotec November ®NTNC)
30, 2204
4

Affidavit prepared by FAM — dated February
11, 2005
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DEPART! T OF HCMELAND SECURITY 1. TECS ACTEY
Ice

2. PAGE: T [3E3)

REPORT oFpf INVESTIGRTIDN
<UNAPPROVED> 3. PILR ID: —
4. TITLE: FEDERAL AIR MARSHAL 7'!'RAN)NON*CRIMZN1L MISCON /ILLINO:S§ o

5. FILE STATUS: CLOSING ®Rp7 T

8. KEPORT DATE |7. ASSIGN DASE [&- 5] LE DEST CGDES RPT NEI
08262004 b)2) 007
0)2) {b)2)
11. RELATED FiLE 1D8: R

iZ7UNDVL LEADS To:

13. TYPE OF RE§C~§T:

INVESTIGATIVE FINDINGS

TOPIC: RELEASE OF SENSITIVE/SECURE/CLASSIFRD INFORMATION

14. SYNOPEIS: (b)(7)(

On Augusat 26, 2004, the Departmen= of Homsland Security, Immigration &
Customa Enforcemsnt, Office of Profesgional Responsibility, Joint Intake
Centex, Washington, D,C., receiveq A Conduct Incident Report from the
Department of Home)and Security, Immigration & Cuatoms Znforcement,
Faderal Air Marshal Service. The Zeport alleges thar Fedsral Air
Marashals

Federal Air Marshal ‘BIVice policles regarding the rel.
secure, or classifieq information. .

(BHTHC)
16. ORIGINATO!
(TT7LE)

(b)2}
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DBPARTMENT OF HOMBLAND SZCURITY 1. PAGE: 2
ICE
<UNAPPROVED> 2 FILE ID: o2
REPORT OF INVESTIGATTION
COXTINUATION 3. REPORT NUMBER: 007

BACKGROUND :

On August 26, 2004, Immigratior & Customs Enforcement {ICE)}, OZfice of
Professional Responsibility (OBR}, Jaint Intzke Center (JIC), Washington,
D.C., received a Conguct Incident Report (CIR) Zrom DHS ICE Federal air
Marshal P alieged that Federal Air Mershals  (b7)C)
(FAMs) , and Prank TERRERI violated FAMS'
policies regarding release of senaitive, secuxe, or clagaifiad

£ n.

nformatia

On November 11, 2004, Senior Special Agent (SsA)

OPR/Chicago, conducted a review ©f the FAMS Code of Conduct, which
zevealed potentially restrictive policies applied to FAM employeesa. As a
result of this review, OPR/Chicago forwarded, via Federal Exprese, a copy
of the FAM Code of Conduct to the Gffise of Principal Legal Advisor
(OPLA), Washington, D.C. (Exhibit 1).

On January 2, 2005, OPR/Chic xeceived d tien from opLa
Iegarding their review of the FAMS Code of Conduce olicy. The reviaw by
CELA concluded that the FAM Code of Conduct policy is not enforceable as
written (Exhibit 2).

H FAM/Chicago, President of the Pederal Air Marshals (bH7YE)
Oclatioh (FAMA), was allaged by FAM management te have violated the

PAN gode of Conduck policy previously detarnined by Goen ey ob

unenforceable aa written. Based om the .

e egal opinion of OPLA, the
OPR/Chicago investigati uded the following allegations made by FaM
management, against FAM
1. Viclation of P ode of Conduct Directive aDM 3vag,
Paragraph 17, FAM

allegedly made statements,

critical of FAMS management and FAMS smployeen

2. Viclation of PAMS G & 2f Conduct Directive ADM 3700,
Paragraph 11. FaM behavior on kehalf of FAMA may have
caused embarrassment 8, its wmanagement, and employeen.

3. Vialation of PAMS Bthice/Standa:
2110, Paragraph & (X) (

which were

xds of Condutt Directive OMs

10) AMS Code of Conduct Directive Al
3700, Paragraph 14. PAM bl
cutside employment, whici

involvement in rama may constitute
failed to disclose.

REMA] PROPER’
) DISCLOSY] O
TO 1
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DEPARTMENT OF FOMBLAND SECURITY 17 PAGE: 3
1CR
<UNAPPROVED> FILE ID: — i)
REPGRT CF INVESTIGATIG .
: CONTINUATION 3. REPORT NUMBER: 007
|
Faragraph 15,7 Alleged misuse 6F position By FAN - NTC)
The jcago investigation addressed the following ailsgaticns against
FAM
ALLEGATION ONE: Unauthorized use of FAMS Badge Image on FAMA
Website.
UNFOUNDED
ALLEGATION TWO: Failure to Safeguard Sensitive or Secure
Information.
UNFOUNDED
ALLEGATION THREE: Personal Use of Government Equipment.
UNFOUNDED
ALLEGATION FOUR: Unauthorized Disclosure.
UNFOUNDED
DETAILS OF INVESTIGATION:
ALLEGATION ONE: Unauthorized use of FAMS Badge Image on FAMA
Website.
on Nover , 2004, SEAs s conducted an interview
of FAM Prior to condueting the interview, FaM was provided (bN7)IC)
with thi owing documents for hia Teview and signaturen

1. Administrative Intexview Notice ©f Righta and Obligationa,
{PAMS. Form OMS P 2130 July 04).

2. DHS ICE Disclosure Warning for Nen-Bargeining Unit Employees
(Appendix C).
images of the Federal Air #hal badge and/or providing che same

unauthorized person(s), groups, organizaticns,. websites, ‘and/om
associations.

During the intexview, FAM Hdenied Sver making unauthorized use of (BYTHE)
¥3 to any

OPR/Chicago investigation revealed that the "imagev utilized by the PAMA
webaite is of a nondescript nature ang thexefore not identifiable as a

badge utilized by the Federal Air Marshal Service

ALLEGATION TWQ:

Failure to Safeguard Sengitive or Secure Information.
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D> 2. FILE ID
REFORT QOF I VESTIGATION
CONTINUATION :3. REPORT WNUMBE

During the interview, AN *stated Hat e has never released
sensitive, secure, or clasa:ifled i o any unacthorized

=1 ion
groups, or associations. »Additionally, FAM| stated that he never
inappropriately used FAMS facilitles, aupplies, equipment, personnel,

duty time to conduct any activities for purposes other than official
authorized activity.

An OPR/Chicago investigation revealed no direct evidence, neither

he
indepencently gained, nor from mfemncnﬂpned £o 0PR/Chicags via

FAM managewent, which directly linked FAM with the photographic

images of FAMS training displayed on the FAMA website. Additionally,
investigation has determinad that there are voluminous amounts, in all
of information pertaining to FAM Lxairing available for

forma of media
use by the pub

ALLLEGATICN THREE: Personal Use of Government Equipment.

On .November 17, 2004, OPR/Chicago conducted an intexview of FAM
stated that he néver inappropriately utilized FAMS facilities,
equipment, personnel, and or duty time to conduct any activatie

a for
Purposes other than official/authorized activity,

The information provided to OPR/Chicago regarding tais allegation lacked

evidence to eupport this allegation. FAM management hased their

evidence to suppext the allegation againast

allegations solely on Internst reseaxch. Ow':go has uncovered no

ALLEGATION FOLR: Unauthorized Disclosure.

Or. November 17, 2004, DPR/C!-‘Lcago conducred an interview of FAM

Btated that he has never released, in any form, sensitive. secure,
clasaified 4 2 to any Lze . groups, or
asacciations.

Jwhe
supplies,

or
or

who

Pollowing the interview, FAMlbrovided OPR/Chicago with an affidavit (BNTHC)

dated November 17, 2004 (Exhibit 3).

CPR/Chicago's investigation identified several sources for the
information allegedly disclosed by FaM IR These
available to the public, and include information provided by FAM
management, independent of the FAMA webgite.

OPR/Chicage investigation determined that the infoxma:
OPR/Chicago by PAM maragement did not support the apj
released senditive, secure, and/or classificd i
1 B\g N § I TV

T.

tion previded
egation that FaM

nformation.

Aources are readily

{B)(THC)
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< 3. FILE ID: i)
REPORT OF TIxvV IGATION
CONTINUATION 37 REPORT NUMBER

%7 mryey
Eaitionally, FAM management neifbar zovided nar predice any witnesses
e

{3
to support the allegation that FAM ever released, in anmy form,
senaitive, aecure, or classified in. ormation te any unauthorized, groups,
or asmoviations. FAM management's allegation was based solely on
Internet research. icago has uncoversd nc eviderce to support cthe
allegations against

FAM/Las Vegas, member of the Pederal air Marshals
Asscciation, waa alleged by FAM management to have Vviolated the FaM Code
of Conduct Policy Previously determined by OPLA to be unenforceable am
written. Based on the legal opinion of OPZA, the OPR/Chicago
investigation ex: the following allegations where FAM management
alleged that FI\M“violated the FAM Code of Conduct policy:

1. violation of FAMS Codes of Conduct Directive ApM 3700,
Paragraph 14, PAM Management alleged that FAM *had an
outside source of employment, which. he failed to aclose,

An investigation conduc! PR/Chicago addressed the following
allegaciona against ®aM

AULLEGATION ONE: Failure to Safeguard Sensitive ox Secure
Information.

UNFOUNDED

DETAILS OF INVESTIGATION:

ALLEGATION ONE: Failure to Safeguard Senairive or Secure
Information.

On December 06, 2004, stas | onducted an
interview of FAN“ BElor PO es 10g The 1MParview, Fam was
provided with the YollSwing dacumente for bis reviiy and signat, o8
TamalCinistrative Interview Notice of Righte ang Obligat
{FAMS Form OMS P 2130 July 04). s o 1005'(”")(0)

released senaitive,
ed persons, groupa, or

During the i
gecurs, or c.
associations.

Pollowing the incerview, Fay rovidéd OPR/Chica: ith idavi
dated December GS, 2004 (kxhiMW v ego v an affidavie

ORR/Chicago investigation det.

Tview, FAM tated that he nevar
mified information to any unauthoriz

o




138

XIAXSENRIKIVE
) DEPARTMENT OF WOMELAND SECURITY 1. PAGET 5 -
1CE
<UNAPPROVED> i3 PiLE 197 —“‘(h)(z)
IREPORT OF INVESTIGATTION
1

u IonN 3. REFORT NUMBER : g7
| CONTINUAT [,

icago by FAM doeés not support the allegafion Char FAM
released sensitive or secure informaticn. FAM mamagement provided
no witnessea or specific evidence to support i

Additionally, ar e-mail authored by FAM ATSAC Log
Angelas Field Office, dated July 7, 2004, concerning the cormpletion of

distributed to 25 Sguad 3 and 25 Squad 9 respectively, and therefore not
craceable to a specific source. An OPR/Chicago review of the e-mail
determined that iz was not marked sehsitive, secure, and/or classified.
OPRZCHACaZS has uncovered no evidence te support the allegations against
FAM

FAM/Las Angeles was alleged by PAM management to have
viclate: e Code of Conduct Policy Previcuely determined by OPFLA to
be unenforceable as written. Based on the legai opinion of OPLA, the
SER[Chicado invegtigation excluded the following allegations against FAM

1. Abuse of Official Authority to Promote FLEOA.

2. U ized and I. priate Use of Government Facilities
and Propstty.

3. Unauthorized Use of Business Cards.

4. Violatiom of 1g U.5.C. 701, Unauthorized use of FAMS emblama,
insignias, and names.

2n investigation conducted by OPR/Chicage addressed the following
allegation against rav.

(bX7HC)
.
ALLEGATION ONE: Failure to Safeguard Sensitive or Sacure
Information.
UNFOUNDED
DETAILS OF INVESTIGATION:

ALLEGATION ONE: Failure to safeguard Sensitive or secure
Information.

er 16, 2004, ssnsm-ond interview of FaM
Prior to conduct. g nterview, FAM was provided
with the following documents for his reviey' and slgnature

1. Administrative Interview Notice of Rights and Obligationa,
IA SBENS,T \

THI
DEPAR:
THIS DO
TERS
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H CONTINUATION

REFORT NUMBER: 907

(FAMS Form CMS F 2130 July 04} ®NC)
On Jecember 1, 2054, OPR/Chicago conducted an interview of F2 "

who denied releasing sensitive, secure, or classified infermation to any
unauthorized persons, groups, or associatiors. OPR/Chicago investigation
dezermined that the information provided GFR/Chicago Dy FAM management
relevanc to this allegation did not 8upport the allegation that zam

released sensitive, sgcure, and/or clasmified information.

Additionally, FAM management neithér provided nor produced any witneases
to aupport the allegatien that FAM ever released, in any farm,
sengitive, secure, or clagsified i T to any Lnauthorized, groupa,
©r aBsociations. FAM management's a. legacion waa based sclely on

Internet research. OPR/Chicago has uncovered no evidence to support the
allegations agaiosc IS

Following the interview, provided OPR/Chicage with a aworn
affidavit dated December 16, 2004 (Exhibit 6) .

\
Y. REMAINS ROPERTY'
IHER REQUEST PORNQISCLOS
QULD 32 REFMREDN{O 1CE/ER,
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[~ DEPARTVINT OF HOMELANG SECORTTY 17 PAGE: 3
ICE

! <UNABPROVED > IFILE -
'!REPCRT OF INVBSTIGATION (b)2)
| CASE EXHIBITS 3. REPORT NUWBER: 007
i
1. Copy of the Federal Air Marshal's Cods of Conduct .

2. OPLA Memorandum - Legal Review, FAMS Code of Conduct.

3. Affidavit of Federal Air Marshal_ dateq  BNTNC)
Novewber 17, 2004. i

4. Affidavit of Federal Air Marshal —dnr_ed
Decémber 06, 2004.

S. Affidavit of Federal Air Harshal—dated
December 16, 2004,

A T I
v U FOR X USE oNI; BMAINS '‘ROPE]
D] MENT OF K 3 ECURITY, ICE. PURTHER T FOR Isc'iog g
1S NT OR 1IN ON CONTA, EIN SHOMLD EFER] I ]
CFTERS TOG! W THE
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FAX NO. (RES——

P.@2/13

P.

ATTACHY ST A4 8

TRANSPORATION SECURITY ADMINISTRATION
TRANSPORTATION SECURITY EXECUTIVE SERVICE PERFORMANCE
PLAN
Employee’s Name: Don Strange Appraisal Period: FY 2004
Position: SAC Atlanta Field Office Organization: FAMS

Duty Location: Atlanta '

CRITICAL PERFORMANCE AREA 1: PROGRAM /MISSION OB.YECTIVES

Ach result in dance with the G ent Performance and Rexulis At
(GPRA). Drvelop.v,A Prioritizes and aligns program responsibilities with bureay

 strategles, objectivés, and goals, Ensures effective impl, of the strategic plan,

inctuding program meesuremeny,

A. PROGRAM AREA 1 EXPECTATIONS MET BY:

Duting the PY 2004 performance Serind, the Atlanta Ficld Office continued to funetion
In_an_innavative, Iesponsible, fuccesstul fashion.  Your Operations FAMSs are
avallable and responsive on a 24/7 busis, Innovafions and diligence in scheduling your

FAMs have resulted in successfully achieving the required flight percentages regardless
of the situation or changes, &8 severe weather, special mission coverage flights,

) training reg; , NSSE and other high priority events. No
requested annual leave had to be denjed during this reporting period.

During the FY 2004 performance period, you successfully covered the G-8 Summit in the
Atlanta District and were covered by FAMs, If
cancellations accurred, Atlanta Ops insured a FAM team recovered the fligh(s), Atlanta
Ope has developed a flight cecovery system, which has had significant results, Na
training or RDOs of FAMs were cancelled to accomplish flight recovery. Operations
FAMs fly missions on a regular basis to maintain proficiency and meet directive

dards. er scheduling of FAM: is complished by the Operations Section ta
insure al] FAMs receive their required FODs, RDOs, annual leave, and training. Detajled
records are maintained by Operations, which enables 2 fair, equitable, and effective
manner of scheduling foreign missions throughout the Atlanta FAM work force. An
ATSAC is assigned to the sirport during duty hours and remains on call for response after

and other personnel after hours,

During the FY 2004 Eert:ommce period, the Atlanta Field Office had FAMs assigned 1o
the six ITTFs in Diswict: Atlanta, Bimmingham, Mobile, Jackson, Memphis, and

OPR oF Ja0e 19cnx

02

!
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Knoxville. It was through the liaison and pasonal efforts of you and your mansgement
that these assignments sccurred quickly and efficiently. A lengthy selection process was
- used 10 decide which FAM» would be wssigned to these JTTFs. Feedback from each
JTTF FBI superviscr, FBI SAC, and FSD has been extremely complimentary, Your
FAMs are doing an outstanding job, which is pleasing and more than satisfactory 1o all
agencies invelved. Your mnmgement rzguhrly attends ITTP executive meetings.
Furtharmore, frequent and occur b your field office
management, FSDs, and the FBI regarding our participation and mvolvemm( in the
JTTFs.

CRITICAL PERFORMANCE AREA 2: EXECUTIVE/MANAGERIAL
COMPETENCIES

Uses cfficicat business practices, including balanced { izational results,
customer satisfaction, and employse perspectives) to halp creats a high perfonmnx
-organization.

1, Manag /Busi Practi

Ejfactively implement human resources, fi ial risk and

control (e.g.. self inspection) programs. Ensures thar da.uﬁed mﬁ;mmtmu ir
managed, handled and safeguarded in d. with applicable laws, rules
regulations and procedures, Uses sound judgment to make effective and timely
decisions.

During the FY 2004 performance period, your field pffice continues to be sound
admmmnt\vely. A!l your admmmnnve requirements have been achieved 'in an

ial M t in the Field Office has been judicious, frugal,
and successful, AQlant: A.Q. Pam Phillips continues to mentor other less experienced
Administrative Officers from different offices. All equipment, to mclude the vehicle
fleet, of your field office has been praperly d for and mai

2. Leadership:

Effectively laads employeas by communicating the mission, core values, and strategic
goals 10 them and other stakeholders,  Responds creatively 1o changing
circumstances, adheres to merit principles, and promoses communication, workforce
effectivaness, collaboration, diversity, team building/heamwork and employee
development. Enswres that subordinate supervisors and managers are developed to
prepare them to assume leadership positfons with - Increasing degrees of
responsibilities. Demonstrates integrity and the highest standards d public service.

During the FY 2004 performance period, your liaison achievements of your field
office have been excmplary. During this reporting period, a personal meeting

P.B3/13

P

03



144

SEP 26 2005 14:15 NINEEEEENENS T E——
APR-05-2005 TUE 10:57 AH FAX NO. eeumupmam,

F.04s13

office manag ttended regular meetingy of agency heads involving the Atlanta

airport and the law enforcement community.

You coordinated meetings at the Atlanta airport involving the FSD, FB], end ICE.

This has resulted in a
ications and coogd

continuing  dialogue, which not only strengthens
jon b all of the involved agencies. but also

clarifies jurisdictions, r pansibilities, and of these agencies, especially in

relation to the FAMS,

Linison contacts have been made and fostered with the sirpont law enforcement
agencies in this District, Communications and coordination is frequent and ongoing
with the Atlanta Police Department, Airport Sectian. Liaison successes have baen

made with

You

have attained quick access to and you maintain frequent
contact with these officials. You have obtained permission fo staff the
i the event of an emergency involving Wi and
PR

the FAMS. Good lizison has been made and continues with

You assigned a FAM to the Atlant airport in a kaison capacity. This FAM assists

transiting FAMs and maintains daily contact with the screeners, screener supervisors,

working law enforcement officers, both Federal and local, as well ag Bate agents and
1

during the event. ATSACs were assigned to the

gs and present at the Command Center
irports to

assist and facilitate the ! FAMs on mission status transiti g these areas:
Successful liaisan relations within the eirport domain and local business community
have fostered a favorable outlook towards the FAMS and have resulted i obtaining

more than adequate hote] lodging for FAM; on RON in your field office.

You have spoken to. |acal civic organizations, Frequent meetings occur between
Atlanta supervisors and niembers of the U.S. Attomey's offices throughout the

District.

3 Organiinun-lEfrectivenus:

Train and encourage all employees to conduct themselves as an effective

team

member (0 ensure that Security it not compromised, Contribute to (he

aceomplishment of the TSA mission and vision by:
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- Supporting TS values

- Denmonsirating the highesr level on concern Jor the civil righty of both co-
workars and the traveling public

- Making sure that all TSA funds, property, and other resources assigned or
allocated for use are guarded against wasts, loss, unauthorized wuse ond
misappropriation

- Enwring a positive working environment by taking prompt and
appropriate action to deal with all o, g of discrimi) or other
Inappropriate conduet, Obtain guidance handling such situation, ay
necessary

- Supporting the Model Workplace Vision by providing  authentic
opportunities to all employees to raise workplace issues and resolve them
cooperatively withowt fear of retaliation, Providing a working

During the FY 2004 performance period, you and the Training Section. of the Atlanta
Field Office completely 3nd effectively attained all mandared training requirements for

assist the Service in completing Phase 2 aining, These Atlanta FAMs performed in an

* outstanding manner, Through the diligence and conscientious efforts of your training
section, 2 substandagd training facility has besn transf d into an organi d, cffective,
and professional envi ent. This includes strong efforts to obtain an aircraft simultator,
which should occur before the end of 2004. Communications have been made and
cantinue ta be made to obtain 3 long-term relationship for 2 firing range facility that is
not only adequate but at a reasonahle cos'!.

During FY 2004, your field office initiated g management review of the entirs treining
program. The results of thi¢ review haye improved the training curriculum; the training
facllity, the training staff, as well as the goals of the Training Section,

The Atlanta management and sy ervisors havs shown dedication to the mission and

succeas of the FAMS. JYou are completely engaped and involved with the FAM;

assigned to the field office: R'eﬂhr and candid meetings occir with the FAM:.

ﬁmugcmeni Fas~ opened and _encouraged frank two-wa; communications.
been devised, Athanta management has dewian

"Suggestions" program has ent has demonsaated their
availability and listens o PAMS' concems and roblems. When feasible, issues have
been discussed With the appropriate B crsonnel.  An answer is Hways v e
FAMs whether posTaVE or negafive, regardless of the scﬁmmm‘—v?
4
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* feedback often occurs from the FAMs to Atlanta management describing (his
relationship. Atlanta FAMSs realize management is available, supportive, and will listen.
“This has developed a positive attilude among the Ajjanta FAMs and is making great
strides in developing a “culture” by and for the Atlanta FAMs. Conseguently, the morale
of the Aflanta FAMS Is optimistic and promising. FANE [ cotimstc 00 progie
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we have met ind, digcussed and und, d iona far th blished appraisal period.
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