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EXECUTIVE SUMMARY 

The fentanyl crisis is one of the most horrific disasters that America has 
ever faced. On average, fentanyl kills over 200 Americans daily, the equivalent 
of a packed Boeing 737 crashing every single day. Fentanyl is the leading cause 
of death for Americans aged 18-45 and a leading cause in the historic drop in 
American life expectancy. It has led to millions more suffering from addiction 
and the destruction of countless families and communities. Beyond the United 
States, fentanyl and other mass-produced synthetic narcotics from the People’s 
Republic of China (PRC) are devastating nations around the world. It is truly 
a global crisis.  

The PRC, under the leadership of the Chinese Communist Party (CCP), is 
the ultimate geographic source of the fentanyl crisis. Companies in China 
produce nearly all of illicit fentanyl precursors, the key ingredients that drive 
the global illicit fentanyl trade. The House Select Committee on the Strategic 
Competition between the United States and the Chinese Communist Party 
(Select Committee) launched an investigation to better understand the role of 
the CCP in the fentanyl crisis. This investigation involved delving deep into 
public PRC websites, analyzing PRC government documents, acquiring over 
37,000 unique data points of PRC companies selling narcotics online through 
web scraping and data analytics, undercover communications with PRC drug 
trafficking companies, and consultations with experts in the public and private 
sectors, among other steps. 

The Select Committee’s investigation has established that the PRC 
government, under the control of the CCP: 

       1. Directly subsidizes the manufacturing and export of illicit fentanyl 
materials and other synthetic narcotics through tax rebates. Many of 
these substances are illegal under the PRC’s own laws and have no 
known legal use worldwide. Like its export tax rebates for legitimate 
goods, the CCP’s subsidizing of illegal drugs incentivizes international 
synthetic drug sales from the PRC. The CCP has never disclosed this 
program. 

       2. Gave monetary grants and awards to companies openly trafficking 
illicit fentanyl materials and other synthetic narcotics. There are even 
examples of some of these companies enjoying site visits from 
provincial PRC government officials who complimented them for their 
impact on the provincial economy. 
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       3. Holds ownership interest in several PRC companies tied to drug 
trafficking. This includes a PRC government prison connected to 
human rights abuses owning a drug trafficking chemical company and 
a publicly traded PRC company hosting thousands of solicitations of 
open drug trafficking on its sites. 

       4. Fails to prosecute fentanyl and precursor manufacturers. Rather than 
investigating drug traffickers, PRC security services have not 
cooperated with U.S. law enforcement and have even notified targets 
of U.S. investigations when they received requests for assistance. 

       5. Allows the open sale of fentanyl precursors and other illicit 
materials on the extensively monitored and controlled PRC internet. 
A review of just seven e-commerce sites found over 31,000 instances of 
PRC companies selling illicit chemicals with obvious ties to drug 
trafficking. Undercover communications with PRC drug trafficking 
companies (whose identities were provided to U.S. law enforcement) 
revealed an eagerness to engage in clearly illicit drug sales with no fear 
of reprisal. 

       6. Censors content about domestic drug sales but leaves export-focused 
narcotics content untouched. The PRC has censorship triggers for 
domestic drug sales (e.g., “fentanyl + cash on delivery”), but no such 
triggers exist to monitor or prevent the export of illicit narcotics out of 
the PRC. 

       7. Strategically and economically benefits from the fentanyl crisis. The 
fentanyl crisis has helped CCP-tied Chinese organized criminal groups 
become the world’s premier money launderers, enriched the PRC’s 
chemical industry, and had a devastating impact on Americans. 

While the PRC government publicly acknowledged in November 2023 that 
the trafficking of fentanyl precursors and other illicit narcotics materials in the 
manner described above is illegal under Chinese law, the Select Committee 
found thousands of PRC companies openly selling these illicit materials on the 
Chinese internet—the most heavily surveilled country-wide network in the 
world. The CCP runs the most advanced techno-totalitarian state in human 
history that “leave[s] criminals with nowhere to hide” and has the means to 
stop illicit fentanyl materials manufacturers, yet it has failed to pursue flagrant 
violations of its own laws. 

Armed with the knowledge gained in the course of this investigation, the 
United States should: 

       • Establish a Joint Task Force – Counter Opioids (JTF-CO) that 
concentrates all non-military elements of state power and executes  
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 a coordinated strategy to target the weak points in the global illicit 
fentanyl supply chain. 

       • Provide law enforcement and intelligence officials with the statutory 
authorities, tools, and resources they need to execute their 
responsibilities, including through enhancing international law 
enforcement cooperation, appropriately prioritizing fentanyl and anti-
money laundering in intelligence and enforcement efforts; and 
recruiting and retaining top talent to combat the fentanyl threat. 

       • Strengthen U.S. sanctions authorities and use those authorities in an 
aggressive and coordinated manner against entities involved in the 
fentanyl trade. 

       • Enact and use trade and customs enforcement measures to restrict 
fentanyl trafficking. 

       • Close regulatory and enforcement gaps exploited by PRC money 
launderers and fentanyl traffickers. 
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I. THE COST AND SOURCE OF THE FENTANYL CRISIS 

Each morning, Americans across the nation wake up to find their child, 
spouse, or parent dead from a singular cause. The killer does not differentiate 
based on age, class, or race. Young or old, rich or poor, all succumb to this deadly 
substance. For some, death is swift; an overdose on a counterfeit pill leads them to 
essentially drown while unconscious, the powerful chemical causing receptors in 
the body to release fluid into the lungs.1 For others, death only comes after years 
of grueling struggle with an overwhelming addiction.2 The death, pain, and 
despair reverberate far beyond each victim, causing a historic tragedy that has 
devastated families, communities, and, ultimately, our nation and the entire 
world. 

The substance is fentanyl, a deadly synthetic opioid that is up to 50 times 
stronger than heroin. Fentanyl kills on average over 200 Americans daily, the 
equivalent of a packed Boeing 737 crashing every single day.3 Fentanyl is the 
leading cause of death for Americans aged 18-45 and a leading cause in the historic 
drop in American life expectancy.4 It has devastated families, with over 2.6 million 
children being raised by other relatives due to their parents’ addiction.5 Fentanyl 

has likewise inflicted great harm on American 
communities, impacting suburban, urban, and 
rural areas alike.6 While the human tragedy is 
by far the most pressing concern, the fentanyl 
crisis also has economic implications; a 
congressional report found that it cost the 
United States nearly $1.5 trillion in 2020,i or 7% 
of gross domestic product.7 The fentanyl 

epidemic therefore does not just haunt our past and devastate our present, but also 
robs us of a better and more vibrant future. And this is just the cost to our country. 
In nations around the world, families suffer and grieve from the mass proliferation 
of PRC-origin synthetic narcotics like fentanyl. This is truly a global crisis.8 

The PRC, under the leadership of the CCP, is the ultimate geographic source 
of America’s fentanyl crisis. Companies in China 
earlier produced 97% of illicit fentanyl that entered 
the United States. Today, these Chinese companies 
produce nearly all fentanyl precursors that are 
used to manufacture illicit fentanyl worldwide.9 
The PRC’s central role in the fentanyl crisis is 
uncontroversial, acknowledged by 
administrations of both parties and the bipartisan 

 

i This astronomical expense is especially sobering when considering the opportunity cost. In 2022, the 
U.S. federal government spent $76.4 billion on education, $24.04 billion on NASA, and $6.9 billion on 
cancer research. Imagine a world without the fentanyl crisis where it instead spent $1.5 trillion a year 
on these and other vital pursuits. 

“Today, these Chinese 
companies produce nearly 
all fentanyl precursors that 
are used to manufacture 
illicit fentanyl worldwide.” 

“Fentanyl kills on average over 
200 Americans daily, the 
equivalent of a packed Boeing 
737 crashing every single day.” 
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U.S. Commission on Combating Synthetic Opioid Trafficking.10 The Drug 
Enforcement Administration (DEA),11 Department of Justice (DOJ) indictments,12 
and independent experts have reached the same conclusion.13  

For years, PRC companies directly shipped fentanyl and fentanyl analoguesii 
illegally into the United States. After years of diplomatic pressure, the PRC finally 
designated all fentanyl analogues as controlled substances in May 2019.14 While 
this was a positive development, the PRC’s designation left a gaping loophole for 
fentanyl precursors15—and Chinese chemical manufacturers pivoted to 
manufacturing and exporting the essential ingredients to produce fentanyl to the 
Mexican cartels.16 

Although PRC officials would privately admit to U.S. officials that 
manufacturing and exporting precursors or other non-scheduled narcotics were 
still illegal under PRC law when they were tied to drug trafficking,23 they denied 
the fact publicly—a clear signal to the Chinese chemical industry.  

In November 2023, after significant U.S. diplomatic pressure, the PRC finally 
issued a Notice admitting publicly that such activity is illegal—another positive 

 

ii Fentanyl analogues are drugs that have a similar chemical structure to fentanyl and often have greater 
lethality. 

The PRC’s Synthetic Narcotics Industrial Base Fuels Other Synthetic 
Drug Crises that Threaten America and the Rest of the World 

The output of the PRC’s illegal synthetic narcotics industrial complex has 
profound implications beyond America’s fentanyl crisis. PRC chemical 
companies provide over 80% of methamphetamine precursors for cartels.17 The 
industrial complex also fuels waves of addiction and death around the world. 
For instance, PRC-based syndicates control the massive amounts of illegal 
methamphetamine trafficked into Australia.18 The same is true for the ketamine 
flooding southeast Asia.19 “China is also the dominant source country for 
precursors heading into Vietnam, and recent large seizures of precursors and 
pre-precursors originating in China have taken place in Laos, and precursors 
from China have long headed to Thailand too.”20 PRC chemical companies, 
along with those in India, send bulk shipments of illicit tramadol (an opioid) 
and tramadol precursors to Africa.21 The PRC uses the same playbook in this 
part of the world. It promises to assist, falsely claims PRC companies do not 
violate Chinese law while expressing its inability to help; controls certain 
substances but fails to enforce its own laws; and uses Chinese organized crime 
to launder proceeds. “China likes to talk tough and schedule a lot [i.e., place 
substances on controlled lists], but does not enforce much, abroad especially.”22 
It is therefore essential for the United States to work with partners around the 
world to address this global threat.  
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development.24iii Although the acknowledgement of illegality in the Notice is 

important and long overdue, there is scant evidence that this Notice has deterred 
the PRC’s chemical producers from engaging in illicit activity.25 The PRC 
government does not police the mass exportation of these substances abroad.26 
There is little to no record of any PRC prosecutions for exporting these substances 
or any tangible reduction in PRC-based drug trafficking.27 This is in stark contrast 
to the PRC’s prosecution, including of foreigners, for domestic drug trafficking.28 
For years, the U.S. government has repeatedly brought cases and evidence to the 
PRC government’s attention and asked them to prosecute the offenders under its 
own laws.29 Based on discussions with former government officials and a review 
of PRC criminal law databases, with the exception of one case, the PRC 
government has thus far refused.30 The Biden administration has recently brought 
the PRC government back to the table with the announcement of a working group. 
Both the previous and current administration have sought to work with this PRC 
government to resolve the fentanyl crisis through a Counternarcotics Working 
Group. This investigation seeks to go further, and we hope it informs the work of 
the Counternarcotics Working Group going forward.  

Fentanyl Supply Chains—PRC COVID Shutdowns Curtail Fentanyl Flows  

In early 2020, as the CCP locked down Wuhan and other cities in the Hubei 
and Hebei provinces—two regions known as a major source of fentanyl 
precursors for cartels—fentanyl became increasingly scarce in the United 
States.31 Cartel fentanyl manufacturing stalled, supply dwindled, and prices 
skyrocketed. Cartel operatives complained, acknowledging that they are “all 
struggling to get the chemicals to Sinaloa from China,” which was required to 
make synthetic narcotics.32 It was as if the United States had, completely 
accidentally, discovered an off switch for the fentanyl crisis.33 This strong causal 
relationship continues today, with a blockchain analysis company recently 
accurately predicting the amount of fentanyl seized at the southwest border 
based on cryptocurrency payments that PRC manufacturers received for 
fentanyl precursors a few weeks earlier.34 This was further confirmed by a 
supply chain analytics firm, which reviewed hundreds of thousands of data 
points relating to the movement of fentanyl precursor products to Mexican 
cartels and confirmed for the Select Committee that the PRC was the source for 
essentially all of the cartels’ supplies. 

In short, the PRC “has done little to halt the flow of fentanyl to the United 
States. Mexican drug trafficking groups continue to almost exclusively source 

 

iii Rather than focusing exclusively on the harm that fentanyl causes, however, the PRC devoted half of 
the Notice to warning its citizens about U.S. law enforcement’s “long arm jurisdiction” and “fishing 
law enforcement risks.” 
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fentanyl precursor and pre-precursor chemicals in China, synthetize them into 
fentanyl, and smuggle them to the United States.”35 

Because Chinese chemical manufacturers sell fentanyl precursors at extremely 
low margins,36 fentanyl can be sold for a fraction of the cost of other drugs.37 This 
has resulted in “an unlimited and endless supply of precursor chemicals […] 
coming from China to Mexico” to be sold as fentanyl in the US, according to the 
DEA.38 Last year, a single PRC chemical manufacturer shipped enough fentanyl 
precursors to produce over 25 million lethal doses to just one undercover agent.39 
In 2022, DEA seized over 379 million lethal doses of fentanyl,40 and California has 
seized “enough fentanyl to potentially kill the 
entire population of North America, twice.”41 
These seizures represent a fraction of the total 
fentanyl smuggled into the country. PRC-
fueled fentanyl has thus flooded the streets of 
the United States, outcompeting all other 
forms of narcotics. It is even used as a cost-
efficient means of “cutting” other pricier 
narcotics, like cocaine.42  

The PRC is also the source of nitazenes43 and xylazines (“tranqs”), deadly new 
chemicals resistant to naloxone treatmentiv that are increasingly killing 
Americans.44 Most nitazenes are substantially more potent than fentanyl, with one 
common variety estimated to be 25 times stronger than the deadly opioid.45 
Xylazine, when mixed with fentanyl, dramatically increases the risk of death and 
causes the user’s flesh to rot.46 According to the DEA, PRC-produced nitazenes and 
xylazines are rapidly proliferating across the United States.47 Unless the PRC 
illegal synthetic narcotics industry is stopped, nitazenes and tranqs may usher in 
a new onslaught of deaths in the ongoing opioid crisis. 

II. THE CCP HAS FUELED AMERICA’S FENTANYL CRISIS 

The PRC government, under the control of the CCP, provides subsidies to 
entities that export fentanyl and related precursors, provides support to Chinese 

 

iv Naloxone (common brand name, “Narcan”) is a life-saving medication that can counteract an opioid 
overdose, so resistance to this treatment is a matter of significant concern. Due to the potency of 
nitazenes, several naloxone treatments are often needed to have a chance of saving the overdose victim. 
Xylazine is a powerful sedative frequently found mixed with opioids. Due to Xylazine’s chemical 
composition, naloxone cannot help those who overdose on it.  

“A single PRC chemical 
manufacturer shipped enough 
fentanyl precursors to produce 
over 25 million lethal doses to 
just one undercover agent.” 

The PRC is also the source of nitazenesi and xylazines (“tranqs”), deadly new chemicals 
resistant to naloxone treatment that are increasingly killing Americans. 
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companies openly engaged in the fentanyl trade, and owns and supports, in whole 
or in part, illicit drug manufacturers.  

Specifically, our investigation has revealed that the PRC government offers 
government money in the form of tax rebates to companies to manufacture and 
export illegal synthetic narcotics, including fentanyl and fentanyl analogues. The 
original subsidies incentivized mass production of at least 14 fentanyl analogues, 
including 3-methylfentanyl, an analogue that has no medical use and is so potent 
that it has been reportedly used as a chemical 
weapon.48 These subsidies were solely for exporting 
these deadly synthetic narcotics out of China.49 This 
policy was in place at least as early as 2018 and 
continued during the height of diplomatic furor 
between the United States and the PRC over the 
massive amounts of illicit fentanyl materials it was 
sending to America.  

The investigation has also established that the PRC government continues 
to subsidize the sale of fentanyl and illicit synthetic narcotics abroad today. 
While the PRC government restricted access to the government website describing 
these subsidies in 2019,50 it continued the program, expanding subsidies to all 
fentanyl analogues and precursors. The Select Committee found evidence 

confirming that these subsidies remain in place 
as of April 2024 on a PRC government website. 
This site does not reveal the subsidies when 
searching for “fentanyl” in English. Instead, it 
requires either input of specific rebate 
commodity codes or searching for “fentanyl” in 
Mandarin. In addition, the PRC government site 

originally blocked our access when we attempted to look up  illicit narcotics 
subsidies in English from a U.S.-based IP address (but not a Chinese Virtual 
Private Network (VPN)), though this function no longer seems to consistently 
occur.51 The subsidies do not appear to have any legitimate rationale, because they 
subsidize the export of substances that were and are illegal under the PRC’s own 
laws and have no known legal use worldwide.  

The Select Committee also found that the PRC government rewarded 
companies in China that openly advertised their production and sale of illicit 
synthetic narcotics with government grants and awards. In internal documents, 
these companies boasted that they were owned by the PRC government and that 

“The PRC government 
offers … tax rebates to 
companies to manufacture 
and export … fentanyl.” 

“The subsidies do not appear to have any legitimate rationale, because they subsidize 
the export of substances that were and are illegal under the PRC’s own laws and have 
no known legal use worldwide.” 

“The PRC government 
continues to subsidize the sale 
of fentanyl … abroad today.” 
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their illicit products were tax exempt, corroborating the existence of tax rebate 
subsidies.52 

Finally, the investigation revealed that some PRC synthetic narcotics 
manufacturers are owned, in whole or in part, by PRC government entities and 
individuals. This includes a PRC government prison accused of significant human 
rights abuses. 

A. The PRC Government Subsidizes the Manufacturing and Export of 
Illicit Fentanyl Materials Through Tax Rebates 

As part of our investigation, the Select Committee obtained materials showing 
that, as far back as 2018, the PRC central government’s Value-Added Tax (VAT) 
rebate system incentivized the export of at least 17 illegal narcotics that are 
Schedule I controlled substances and have no legitimate purpose.v This includes 
14 fentanyl analogues. The PRC also subsidized the export of a synthetic 
cannabinoid and PCP (“angel dust”), which the DEA has stated has no legitimate 
use.53 Most of these chemicals likewise fall under a United Nations Treaty as 
Schedule I controlled substances.54 Several of the fentanyl analoguesvi not only 
have no documented commercial use but also are known solely as drugs that 
briefly led to a surge of American opioid overdose deaths in the early 1980s.55 
Another, 3-methylfentanyl, is up to 6,000 times stronger than morphine and, due 
to its incredible lethality, may be considered a chemical weapon.vii 56 Public 
reporting indicates that the Russian Federation used it in the 2002 Moscow theater 
hostage crisis, with its deployment resulting in mass casualties among both 
hostages and hostage takers.57  

  

 

v The Select Committee, through DEA’s legislative affairs office, consulted with a DEA chemist who 
confirmed this finding. The PRC subsidized Schedule I narcotics. These substances have no known 
industrial or medicinal use worldwide, including in the PRC. 
vi These include Betahydroxyfentanyl, thiofentanyl, and 3-methylthiofentanyl. 
vii The PRC’s subsidies of deadly chemicals with no known legitimate purpose—and particularly 3-
methylfentanyl, a potent chemical reportedly used as a chemical weapon—may violate a major 
international treaty. The Chemical Weapons Convention—of which the U.S. and China are both 
signatories—prohibits the development or production of chemical weapons. Chemical weapons 
include deadly chemicals that have no permitted use under the Convention. Here, the PRC, a signatory 
to the Convention, subsidized the export of deadly chemicals pursuant to the Convention’s definition 
with no known legitimate purpose, including one reportedly used as a chemical weapon. In particular, 
because of 3-methylfentanyl’s lethality and lack of any legitimate use, it appears that the PRC’s subsidy 
of its production for exportation may violate the convention. See generally, Press Release, Bureau of 
Indus. and Sec., U.S. Dep’t of Com., Commerce Expands and Aligns Restrictions with Allies and 
Partners and Adds 71 Entities to Entity List in Latest Response to Russia’s Invasion of Ukraine (May 
19, 2023), available at https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-
releases/3273-2023-05-19-bis-press-release-russia-rules-and-joint-bis-fincen-alert/file (sanctions to 
prevent Belarus from getting fentanyl and fentanyl precursors due to WMD concerns).  
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VAT “is a tax levied on all sales of commodities at every stage of production.”58 
VAT rebates for exports (usually in the form of a “monthly export VAT refund 
claim”) reduce (and, in some cases, eliminate) the tax that a company must pay on 
its exported goods, incentivizing the manufacture and export of goods subject to 
the rebate.59 The PRC uses its “Export VAT Refund system as an active trade policy 
tool to regulate prices on its exports and improve its international 

Figure 3 – PRC export rebate for 3-methylfentanyl (2019). 

Figure 2 - PRC export rebate subsidies for fentanyl, 
fentanyl analogues, PCP, and other chemicals. Screenshots 
taken Jan.8, 2019. Both the subsidized chemical list and the 
percentage of VAT rebate were adjusted between Feb 2018 
(Fig. 1) and Jan. 2019 (Fig. 2).  

Figure 1 - PRC export rebate subsidies for fentanyl, fentanyl 
analogues, PCP, and other chemicals. Screenshots taken Feb. 
21, 2018.  
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competitiveness.”60 To this end, “[PRC] tax policy has created a VAT refund system 
based on the so-called ‘refund rate’” where “[t]he authorities set refund rates for 
product categories.”61 Studies have found that the PRC government’s favoring of 
certain products with VAT refunds dramatically incentivizes their production and 
export.62 These rebates also have a “significant and large” effect on PRC export 
volume—“on average, for each percentage point increase in the VAT rebate rate, 
the amount of exports increased by 13%.”63  

By reducing or eliminating the tax on certain exports, the PRC government 
loses that tax revenue, incurring considerable costs.64 VAT export rebates are 
overseen by the State Taxation Administration, an arm of the central PRC 
government that reports directly to the State Council. 

While the PRC had individualized subsidies for over 14 fentanyl analogues in 
2019, PRC law only authorized domestic sale or export of three types of fentanyl: 
fentanyl, sufentanil, and remifentanil (with alfentanil added to the authorized list 
in 2020).65 The PRC government likewise only granted licenses for fentanyl 
analogue manufacturing and export to five companies.66 There is thus no 
legitimate reason for the PRC government to create a nationwide (rather than 
company specific) subsidy for exporting even these three fentanyl analogues, let 
alone many more that are wholly illegal Schedule I narcotics.  

The PRC government also adjusted the subsidies for illicit narcotics and which 
narcotics it subsidized from 2018 to 2020, showing that the subsidies were not a 
holdover from an earlier administrative error long ago. The Select Committee has 
reviewed data sets for the same product categories containing several of these 
synthetic narcotic export subsidies from 2018 and 2019. Several synthetic narcotics 
went on and off the list of products eligible for rebates during this time. The PRC 
failed to remove any fentanyl analogues. Moreover, during the height of 
diplomatic furor over the fentanyl crisis, the PRC government actually increased 
the VAT rebate for several fentanyl substances by an additional percent.67 The 
Select Committee also obtained evidence showing that the PRC increased the 
rebates again in 2020 to 13%, at that point the highest potential subsidy for any 
PRC exported product.68  

“The PRC increased the rebates again in 2020 to 13%, at that point the highest 
potential subsidy for any PRC exported product.” 
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The PRC’s subsidies for illicit narcotics were also unusually high. Most 
Chinese VAT rebates are “3%, 6%, and 9% for different groups of commodities.”69 
The subsidies for the illicit synthetic narcotics were 13% (with one category raised 
to that level in 2020). While the PRC government has not disclosed the amount of 
illegal synthetic narcotics exports that the PRC government subsidized, studies 
have found that the cost can be “quite substantial.”70  

Information about these subsidies disappeared from the PRC internet after 
initial reporting in Ben Westhoff’s 2019 book, Fentanyl, Inc., with access to the VAT 
export rebate government database for non-PRC residents quietly removed by the 
PRC.71  

In 2024, the Select Committee found another PRC government site 
documenting the PRC’s current VAT export rebates. It found that, rather than 
discontinuing the program, the PRC government expanded the export subsidies 
for illicit substances to “other fentanyls and their derivatives,” which would 
include all fentanyl analogues and precursors. The PRC scheduled all fentanyl 
analogues as controlled substances in 2019, meaning it currently subsidizes the 
export of drugs that are illegal under both U.S. and PRC law. It additionally 
currently subsidizes two fentanyl precursors highly prized by the cartels, NPP and 
ANPP, which the PRC scheduled in 2018.72 The PRC also continues to subsidize 

Figure 4 – List of known PRC export rebates for fentanyl substances and other 
chemicals (2019). 
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other illegal drugs with no known legitimate purpose, such as PCP (“angel dust”), 
MDMA, illicit amphetamines, cathinones, and synthetic cannabinoids.viii All of 
these illegal synthetic narcotics receive a full tax rebate, the maximum potential 
subsidy under this system.  

The website did not reveal the fentanyl subsidies when searching for the term 
in English. Instead, it required either knowing the previous product code (e.g., 
29333300) from the 2019 PRC export rebate website or searching “芬太尼” 
(“fentanyl” in Mandarin).  

 

 

 

 

viii The subsidies found on the PRC export VAT rebate site only pertain to a set number of items. It does 
not, for instance, subsidize commonly exported chemicals like ethylene dichloride, propylene, benzene, 
iodine, or sulfuric acid. Many other legitimate items receive a substantially lower VAT rebate, 
demonstrating that the PRC government selects illicit narcotics for subsidies and grants them the 
maximum possible subsidy amount.  

Figure 5 – PRC Export Tax Rebates for "other fentanyls and 
their derivatives" (twice), fentanyl, alfentanil, and 
Phencyclidine (PCP), among other chemicals. 
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Figures 7 & 8 – 1-pentyl-3-(1-naphthoyl)indole, aka JWH-018, a synthetic 
cannabinoid marketed as "Spice" or "K2." This substance has no legal purpose 
and is illegal for domestic use or export in China, yet the PRC subsidized it in 
2019 (Fig. 7, above) and still subsidizes its export today (Fig. 8, below). 
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Figure 9 – PRC export subsidies for NPP and ANPP, key fentanyl precursors that 
the PRC controlled in 2018. 

Figure 10 – PRC export rebate subsidy for MDMA. 
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In addition, when first discovered 

in late February 2024, the database 

appeared to have an automated 

tripwire, where searches for fentanyl in 

English from a U.S. IP address resulted 

in the website blocking the user and 

stating, in English, “Your current 
behavior is detected as abnormal.” 
Accessing the website from a PRC IP 

address using a VPN did not trigger 

this response. As of April 10, 2024, the 

tripwire only appears to trigger 

intermittently.  

 The documents the Select Committee reviewed only cover a small portion of 
the PRC’s original VAT export rebates. Due to the system’s tripwires and difficulty 
searching the site, the Select Committee’s investigation into the complete rebate 
list, including what other illicit substances the PRC government still subsidizes for 
export, is ongoing.  

In discussions with American officials, the PRC government has repeatedly 
stated that it cannot control illegitimate actions within the PRC chemical industry 
because it cannot identify which manufacturers are exporting synthetic narcotics. 
The information above illustrates that the PRC government has not disclosed all 
relevant information related to PRC policy. To receive a VAT refund, a company 
must list the name and amount of the substance that they are exporting to show 
that it qualifies for the refund and to quantify the rebate amount due.73 The PRC 
fentanyl refund thus requires that the PRC company provide the government with 
its full identification and record of its sales of illicit substances abroad. In other 
words, the PRC’s VAT refunds for fentanyl materials and other synthetic narcotics 
would necessarily give PRC law enforcement an opportunity to easily obtain 
extensive evidence of which chemical companies participate in the global illicit 
fentanyl trade from other elements of the PRC government. According to cabinet 
officials, agency heads, and other senior government officials that the Select 
Committee has consulted, the PRC government never raised this capability during 
negotiations on the fentanyl crisis and there is no evidence that they ever used it 
to enforce their own laws.  

Figure 11 – Screen that originally appeared when 
Select Committee investigators attempted to 
access the export rebates for narcotics using a U.S. 
IP address. This screen now only intermittently 
appears when doing so. 
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The CCP’s Subsidies Dramatically Increase Illicit Narcotics Sales  

Treasury Secretary Janet Yellen recently rightly condemned the CCP’s use 
of export subsidies for certain goods, as it results in market distortions that are 
harmful to the global economy.74 Just as the CCP’s subsidies of electronic 
vehicles (EVs) lead to the dumping of massive numbers of PRC EVs around the 
world, the CCP’s subsidies of illegal narcotics lead to the dumping of massive 
numbers of illegal narcotics worldwide. And this is born out in the data.  

As discussed in Section III below, the Select Committee used web scraping 
and data analytics programs to identify and analyze instances of PRC 
companies selling illicit synthetic narcotics on seven e-commerce sites. As part 
of its analysis, the Select Committee compared the amount of the PRC 
subsidized synthetic cannabinoid, JWH-018,75 to nonsubsidized varieties of the 
same drug type. We found that the subsidized synthetic cannabinoid was 
offered for sale at a 10 to 20 times higher rate than the majority of similar drugs 
and greater than the next five most frequently sold synthetic cannabinoids 
combined. While this small data set has inherent limitations, the dramatic 
difference between subsidized versus non-subsidized narcotics offered for sale 
demonstrates how the CCP’s illicit drug subsidies incentivizes fuel, and even 
direct the global illicit drug trade. 

 

 

 

 

 

 

 

 

 

            Table 1 – Number of posts offering sale of certain synthetic cannabinoids. 

 

B. The PRC Government Gave Monetary Grants and Awards to 
Companies Openly Trafficking Illicit Fentanyl Online 

Our investigation also revealed that the PRC government provided grants and 
awards to companies engaging in open and notorious synthetic narcotics 
manufacturing and drug trafficking.76  

For instance, in 2023, Shanghai’s Minhang District announced that it would 
support Shanghai Ruizheng Chemical Technology Co., Ltd. as part of a “foreign 
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trade stabilization policy project” designed to boost exports.77 The support 
included export credit premiums and export credit insurance support. The award 
was part of the Shanghai Science and Technology Innovation Policy Services,78 that 
in turn appears to be part of a program run by the PRC’s national Ministry of 
Science and Technology.79   

Ruizheng, also known as “the Richest Group,” is a notorious seller of fentanyl 
products, which it advertises widely and openly on Chinese websites like 
Alibaba.80 Despite this, Ruizheng not only received PRC government awards but 
was also invited to PRC provincial government roundtables, such as a 2021 event 
discussing how small- and medium-sized technology businesses can contribute to 
the 14th Five-Year Plan.81 

In another instance, Gaosheng Biotechnology—which a prominent think tank 
report identified as a prolific online seller of fentanyl precursors and synthetic 
narcotics82—received government awards and site visits from PRC government 
officials while it openly advertised the sale of illegal narcotics online. Specifically, 
Secretary of the Guangzhou Development Zone and Deputy Director of the 
Guangzhou Development Zone Management Committee both visited the 
company and spoke approvingly of its businesses impact on the provincial 
economy.  

Reviewing internal Gaosheng corporate records that an employee had 
inadvertently left on a public facing website,83 we confirmed Gaosheng’s 
widespread international online presence, including sales accounts on 98 websites 
and boasting of sales to the U.S., Mexico, UK, Russia, and Germany. These 
documents also confirmed that Gaosheng sold dozens of dangerous synthetic 
narcotics, including fentanyl analogues, U-47700, heroin, and methamphetamine. 
At time of sale, these drugs were illegal under PRC law. In these corporate records, 
Gaosheng also noted that it is “wholly state-owned” and “enjoy[s] tax exemption 
privileges,” a description consistent with the VAT subsidies described in Section 

II.A above. The internal records also 
showed that it created a new 
corporation, Hebai Zeqian 
Biotechnology, as part of its drug 
trafficking scheme. After negative 
western press about Gaosheng’s drug 
trafficking activities, Gaosheng invested 
300 million RMB into this successor 

Figure 12 – Gaosheng, a company openly selling fentanyl precursors and other 
illicit drugs online, boasting of its PRC tax exemption in internal corporate 
documents. 

“The PRC government offered to fund 
the creation of a second factory for a 
PRC-based criminal whose entire 
business model was producing synthetic 
narcotics and selling them abroad.” 



20 

entity, potentially as a means to avoid being targeted by U.S. law enforcement 
action and sanctions.  

In addition, the Select Committee has interviewed former federal agents who 
investigated major PRC synthetic narcotics manufacturers. These agents provided 
corroborating information establishing that the PRC government offered to 
directly fund the creation of additional synthetic narcotic manufacturing facilities. 
Specifically, the PRC government offered to fund the creation of a second factory 
for a PRC-based criminal whose entire business model was producing synthetic 
narcotics and selling them abroad.84  

C. The PRC Government Holds Ownership Interests In Several 
Companies Trafficking Illicit Fentanyl Materials  

Our investigation identified several instances where a PRC government entity 
had ownership interests in companies tied to the sale of illicit synthetic narcotics. 
These are effectively PRC state-owned enterprises in the illicit fentanyl trade. 
Gaosheng, for instance, stated in internal documents that it is a “wholly state-
owned entity.”  

Yafeng: Another state-owned 
company is Yafeng Biological 
Technology Co., Ltd., aka Hebei 
Shijiazhuang Yafeng Chemical Plant 
(hereafter, “Yafeng”). The sole owner 
of Yafeng is Hebei Province Shijiazhuang Prison (河北省石家庄监狱), a PRC state-
owned prison.85 Disturbingly, the Hebei Province Shijiazhuang Prison is also tied 
to human rights abuses, particularly against Falun Gong practitioners. Allegations 
include rape, torture, and abuse resulting in death.86 

Yafeng was formed in 2010, and, according to PRC corporate records, the 
company ended formal operations in 2022 (with a successor entity still operating 
today). In that time, Yafeng operated several websites that sold illicit synthetic 
narcotics, including cathinones, synthetic cannabinoids, and U-47700, a powerful 
synthetic opioid tied to overdose deaths.87 U-47700 is expressly outlawed in not 
just the United States but also China.88 It is also listed as a controlled substance by 
the United Nations.89  

On one of its sites, Yafeng boasts “10 years’ experience,” with sales “mainly in 
America, Europe, Australia, 
Southeast Asia, Middle East, and 
South Africa.”90 Yafeng advertises 
that its “packaging can be made to 
measure, normally foil bags and 
hidden food bags.” Foil bags and 
hidden food bags are common decoys 
or “stealth” packaging used by drug 

“[State-owned corporation] Yafeng 
advertises that [it packages shipments 
with] foil bags and hidden food bags[,] 
common decoys … used by drug 
distributors to avoid detection.” 

“Gaosheng … stated in internal 
documents that it is a ‘wholly state-owned 
entity.’” 
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distributors to avoid detection by customs and law enforcement.91 It also “offer[s] 
our guarantee that 100% of our shipments will clear customs.”  

Yafeng also has broader ties into the PRC’s global illicit fentanyl trade. For 
instance, the same email address that registered Yafeng Biological’s website also 
registered at least nine other companies that advertised the sale of illicit fentanyl 
materials, including analogues and precursors, for several years. In addition, 
Yafeng’s latest website shares the same registered address as two other websites 
that prominently advertised the sale of fentanyl precursors and other drugs. 
Several of these websites share contact information (e.g., email addresses, 
WhatsApp numbers) in common. Based on these commonalities, it appears that at 
least one of these sites, protonitazene.com, is under the control of the Yafeng 
group. This new site advertises fentanyl precursors, nitazenes, and other synthetic 
narcotics with “hot sale to Mexico.”92 

Figure 13 – Yafeng, a chemical company owned by a PRC prison, boasting of its 
international reach. The chemicals offered on the sidebar are all synthetic narcotics. 



22 

Yuancheng Group: In another example, first reported in Fentanyl, Inc., 
Yuancheng Group, one of the largest exporters of fentanyl precursors worldwide 
during its operation,93 received government grants and subsidies, and appeared to 
have a Chinese Communist Party member serving as its legal representative and 
the CEO of several of its subsidiaries and shell companies.94 The company was 
“repeatedly praised by Communist Party officials,”95 even as it openly engaged in 
illegal narcotics sales.  

Yuancheng’s owner admitted in 
an interview with Westhoff that the 
company “knows these precursors are 
used to make fentanyl” and the 
“marketing materials ma[d]e this 
clear.”96 It was not “selling to hospitals or pharmaceutical companies [but instead] 
tak[ing] orders from anyone,” accepting payment in “Bitcoin, Western union, and 
direct bank transfer” while promising “’100% guaranteed clearance’ through 
customs.”97 Nevertheless, the PRC government continued its support of 
Yuancheng for years. 

Zhejiang Netsun: As Secretary of State Antony Blinken recently noted, “In 
China, there’s really no distinction between private companies and the state.”98 
Secretary Blinken was speaking of the Chinese state’s control of the private sector. 
While not unique to the PRC chemical industry, this PRC government control 
extends to Chinese publicly traded companies involved in the illicit fentanyl trade. 
For instance, Zhejiang Wangsheng, also known as Zhejiang Netsun, is a publicly 
traded company registered on the Shanghai Stock Exchange. The PRC government 
has a small ownership stake in the company and a CCP member is on its board of 
directors, serving as Deputy General Manager. This is consistent with the PRC 
government practice of “golden shares” (aka “special management shares”) in 
sectors across the PRC economy.99 “Golden shares have become a useful tool to 
keep companies like these in line with party objectives without the need for the 
state being a major stakeholder.”100 Through this arrangement, “[t]he state takes 
company stakes that are often 
small but give it a board seat 
and power to ensure that 
corporate behavior hews to 
the party agenda.”101 The 
specialized shares and board 
seat give the PRC 
government, through its 
director proxy, tremendous 
power over the company. This power may include decision making on hosted 
content (such as veto rights), personnel decisions, compensation packages, and 
investment or divestiture plans.102 A 2018 PRC regulation likewise requires 
Netsun, as a publicly traded company, to have established a Chinese Communist 

Yuancheng was repeatedly praised by 
Communist Party officials, even as it 
openly engaged in illegal narcotics sales. 

While the PRC government exerted control on 
Zhejiang through its CCP Member board seat 
and Party cells, the company’s e-commerce sites 
openly sold fentanyl analogues, fentanyl 
precursors, and other synthetic narcotics. 
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Party Cell that has a “greater say in corporate governance.”103 While the PRC 
government exerted control on Netsun through its CCP Member board seat and 
Party cells, the company’s e-commerce sites openly sold fentanyl analogues, 
fentanyl precursors, and other synthetic narcotics, with many still available for sale 
today. Across only three of its e-commerce sites, the Select Committee identified 
over 400 sales of illicit narcotics (e.g., fentanyl precursors, nitazenes) and chemicals 
found on the DEA Special Surveillance List (SSL)—a list that “identifies laboratory 
supplies which are used in the manufacture of controlled substances and 
chemicals.”104 In addition, Netsun serves as the billing or technical contact 
(suggesting it is the web host) for over a hundred individual PRC chemical 
companies, including Yafeng, that previously or presently sell illegal drugs online. 

III. THE CCP FAILS TO PROSECUTE FENTANYL PRE-
CURSOR AND SYNTHETIC NARCOTICS MANUFACTURERS  

A nation cannot avoid responsibility for activities within its borders simply by 
ignoring what is obvious. The PRC government has the means to stop illicit 
fentanyl materials manufacturers, yet it continually fails to do so for those engaged 
in illegal activities. It runs the most advanced techno-totalitarian surveillance state 
in human history and, by its own rhetoric, has developed an omnipresent digital 
and physical surveillance state that “leave[s] criminals with nowhere to hide.”105  

Yet it has failed to pursue flagrant violations of its own laws. Indeed, in certain 
instances, the PRC government has actively protected illicit fentanyl material 
manufacturers from potential legal actions. Drugs are still openly and notoriously 
trafficked by PRC companies on PRC-based websites, even though the PRC 
government admitted that these are criminal acts. The Select Committee has 
likewise found no evidence of new criminal enforcement actions. This failure—
when combined with new evidence establishing that the PRC incentivizes the 
export of illegal drugs abroad and holds ownership stake in companies doing the 
same—casts doubt on the veracity of the PRC’s claims that it will act to stem the 
massive export of illicit fentanyl materials and other dangerous synthetic 
narcotics, and reinforces the need for global cooperation and communication 
between law enforcement agencies. 

A. The PRC Government Has Thwarted U.S. Law Enforcement 
Investigations into Illicit Fentanyl Manufacturers  

Most disturbing are reports of Chinese authorities notifying Chinese synthetic 
narcotic manufacturers when the U.S. asks for assistance, thereby allowing them 
to change their tactics to avoid 
further U.S. detection.106 Multiple 
current and former federal agents “PRC officials have notified the targets of an 

investigation when U.S. law enforcement 
sent a formal request for assistance.” 
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have described instances where PRC 
officials have notified the targets of an 
investigation when U.S. law enforcement 
sent a formal request for assistance in 
investigating a fentanyl or other synthetic 
narcotics manufacturer. This notification 
resulted in the target changing their 
operational techniques, making it harder to detect and deter their criminal 
activities. In the rare cases when U.S. law enforcement or embassy officials were 
granted permission to see a potential synthetic narcotics manufacturing site, the 
“Chinese regulatory authorities continue[d] to delay requests for access to inspect 
and investigate potential sites of illegal chemical production where precursors are 
made. [These] requests are often delayed for days, allowing any illegal operation 
to vacate or clean up the premises.”107 When the United States managed to arrest 
and prosecute a PRC citizen, the PRC government not only refused to assist the 
investigation but also published warnings to the PRC drug trafficking community 
to avoid “falling into U.S. snares and arrest-entrapment.”108 

PRC officials have also obfuscated, delayed, and attempted to dissuade 
American law enforcement from prosecuting criminal fentanyl traffickers.109 For 
instance, when presented with evidence of major illicit fentanyl analogue 
traffickers committing felonies under PRC law, 
the PRC officials admitted that the targets had 
committed these crimes but refused to 
prosecute them. Instead, they actively 
prevented any attempts at further cooperation 
and asked DOJ not to indict the organization. In 
May 2018, a U.S. Department of Justice 
investigative team met with senior officials at 
the PRC’s Ministry of Public Security’s 
headquarters in Beijing to share information 
from DOJ’s investigation into the Zheng Drug 
Trafficking Organization. In that meeting, PRC 
officials admitted that the Zhengs were 
trafficking in fentanyl analogues but claimed 
that they could not prosecute the case because 
the substances were not scheduled under PRC law. DOJ then presented PRC 
officials with legal analysis of various Chinese felony provisions and evidence 

“[W]hen presented with evidence of illicit fentanyl analogue trafficking by a criminal 
organization—which PRC officials agreed was illegal under Chinese law—PRC 
officials refused to prosecute, asked DOJ not to indict the organization[, then] falsely 
claimed [they had never received such evidence].” 

“[The warnings] resulted in the 
target changing their operational 
techniques, making it harder to detect 
and deter their criminal activities.” 

Figure 14 – Fujing Zheng wanted 
poster.  
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establishing that the Zhengs had violated them, with the seniormost PRC official 
ultimately agreeing that the Zhengs had violated PRC law.110 Despite this 
agreement, the officials refused to engage further, claiming that “different staff” 
handles these types of violations and that they would not be in until the following 
week. Despite the U.S. investigative team offering to change their flights to meet 
the “different staff” to discuss further cooperation, the PRC seniormost official 
refused and ended the meeting, stating that they would be in touch for further 
cooperation.  

The PRC did not cooperate further despite repeated requests from the United 
States. The Department of Justice charged the Zhengs less than three months later, 
with the PRC asking DOJ not to prosecute the case shortly before the indictment. 
The U.S. Attorney General announced the indictment and asked the PRC to 
investigate the Zhengs under its laws.111 It did not. Instead, Yu Haibin, a senior 
official with the office of the China National Narcotics Control Commission, falsely 
claimed that “[t]he U.S. side failed to provide China any evidence to prove Zheng 
violated Chinese law, and the U.S. knows clearly about that.”112 The United States 
thereafter sanctioned the Zhengs, crippling the organization.113 

In the past five years, the United 
States and its allies have indicted, 
sanctioned, or otherwise made public 
evidence establishing the 
involvement of dozens of Chinese 
individuals and entities engaged in 
fentanyl, fentanyl precursor, or other 
synthetic narcotics trafficking. Third 
party investigative groups have 
identified over a hundred more. 
Despite this evidence—which was established without any access to the PRC’s 
vast surveillance state—China has thus far done nothing to investigate or 
prosecute these groups. To the contrary, former PRC Foreign Minister Qin Gang 
admitted in 2022 that “not a single criminal case has been opened in China that 
involves the manufacturing, trafficking and smuggling of fentanyl-related 
substances since their scheduling.”114 Aside from limited collaboration in 2017, 
“Beijing has not followed up on other major U.S. indictments of Chinese nationals 
on drug trafficking charges.”115 The Select Committee has been unable to identify 
any new PRC prosecutions or enforcement actions.ix 

 The CCP’s failure to investigate these cases—and in many cases effectively 
notifying criminals of investigations into criminal conduct—is deeply disturbing.  

 

ix We requested that experts on Chinese law at the Congressional Research Service review publicly 
available information on PRC prosecutions to inform this report. They confirmed that they did not find 
any such prosecutions. 

“Former PRC Foreign Minister Qin Gang 
admitted in 2022 that ‘not a single 
criminal case has been opened in China 
that involves the manufacturing, 
trafficking and smuggling of fentanyl-
related substances since their scheduling.” 
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B. The PRC Allows the Open Sale of Fentanyl Precursors and Other 
Materials that Fuel the Fentanyl Crisis on the Extensively Surveilled 
Chinese Internet 

Despite the fact that the PRC government publicly acknowledged that the 
trafficking of fentanyl precursors and other illicit narcotics materials is illegal 
under Chinese law,117 the Select Committee’s investigation revealed that 
thousands of companies are still openly advertising and selling these illicit 
materials across the Chinese internet—the most heavily surveilled country-wide 
network in the world.118  

 The PRC’s failure to enforce its laws is especially startling when considering 
the PRC’s capabilities.119 “The idea that you can be anonymous on the Chinese 
internet […] that just doesn’t happen.”120 The PRC requires that internet users use 
National IDs to sign into any social media service or website in the country.121 It 
also can immediately locate an internet user through location tags.122 The PRC 
government additionally has the ability to monitor financial payment applications 

 

x The Select Committee provided all relevant information to federal law enforcement about these 
communications in a timely manner and made all incriminating evidence relating to the fentanyl 
vendors available to federal law enforcement upon request. 

Undercover Investigation Reveals Widespread, Blatant Sale of Illicit 
Narcotics Materials 

In 2024, the Select Committee 
engaged in undercover 
communications with a small list of 
verified fentanyl precursor and 
other synthetic narcotics PRC 
vendors.116 Of the 27 that 
responded, 26 offered to sell 
narcotics immediately. The 
communications made it clear that 
the undercover investigator was 
interested in the precursors and 
narcotics for illegal purposes. This 
did not deter any of them. In fact, 
one PRC fentanyl precursor vendor 
sent verified records of prior drug 
shipments to Texas to show that it 
was capable of making the deal. 
Another repeatedly called the 
undercover investigator on 
WhatsApp and forcibly tried to make the sale.x  

Figure 15 - A PRC chemical company repeatedly 
asking an undercover investigator if he wants to 
buy drugs, showing (without prompting) tracking 
confirmation of a drug parcel it recently 
successfully sent to a U.S. customer to confirm it. 
can bypass customs. 
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and banks, which are either under direct state control or subject to heavy 
regulation.123  

As part of its investigation, the Select Committee used web scraping and data 
analytics tools to review content of a subset of seven e-commerce sites that 
routinely host PRC companies selling illicit narcotics. Six sites are based in the 
PRC124 (including those controlled by the PRC government-tied public company 
Zhejiang NetSun)125 and one in Singapore.xi The analysis was further narrowed by 
focusing solely on a subset of illicit synthetic narcotics—fentanyl materials 
(including analogues and precursors), nitazenes, xylazines, cannabinoids, and 
substances on the DEA SSL—meaning that this number heavily underrepresents 
the true scale of the PRC synthetic narcotic industry. This web scraping tool 
resulted in the accumulation of 37,000 unique data points.xii Within this data set, 
the Select Committee identified over 2,048 PRC companies offering over 31,000 
sales of illicit narcotics or substances on the DEA SSL.126 These companies sales 
pages included clear indicia of drug trafficking with advertisements that appeared 
to be catering to non-PRC (and, in many cases, specifically American or Mexican) 
customers.127 These indicia include accepting Bitcoin (a cryptocurrency outlawed 
in Mainland China) as a form of payment;128 selling multiple forms of illicit 
narcotics (e.g., fentanyl precursors, Nitazenes, and synthetic cannabinoids) in a 
single advertisement;129 offering special packaging and reimbursement if the 
package is “lost;”130 guaranteeing chemicals would bypass customs (e.g., “Double 
Clearance 100% pass delivery to USA, Canada, Germany, Netherland, Poland, 
Australia, Mexico, Russia”) [sic.];131 and offering to “change chemical name on the 
parcel to ship” and “double customs clear[a]nce service to keep safe deliver[y].”132 
On just one of these sites in February 2024, the major PRC-based e-commerce 
platform Chemicalbook,xiii there were over 5,000 sales offered for narcotics 
precursors, many in bulk. There were likewise 85 advertisements for nitazenes, 
deadly opioids that are resistant to naloxone and increasingly found on American 
streets, 41 for U-series opioids (e.g., U-47700), 303 for synthetic cannabinoids, and 
256 for Xylazine. This activity is illegal under PRC law.133  

 

  

 

xi The Select Committee also individually reviewed dozens of PRC company websites, many hosted by 
Zhejiang NetSun, which had easily identifiable sales of illicit narcotics. DNS registries and corporate 
records checks confirmed these sited were hosted and headquartered in the PRC. 
xii The Select Committee has arranged to provide this data to federal law enforcement for further 
investigative steps.  
xiii In conversation with current and former federal law enforcement, the Select Committee confirmed 
that availability of illicit narcotics on these websites is a widely-known fact among fentanyl producers, 
and that—similar to indictments or sanctions of violating companies—increasing public scrutiny of 
these websites’ inaction is the most viable path to improved practices.  
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Figure 16 – PRC company website and PRC server 
advertisement for protonitazene, an opioid that is up to 25 times 
stronger than fentanyl and increasingly killing Americans. The 
company offers to “disguise” the packaging and can supply up 
to “50 tons.” 

Figure 17 – Advertisement for powerful opioid 
on PRC website with company accepting 
payment in Bitcoin. Drug conspiracy, customs 
fraud, and accepting payment in Bitcoin are all 
illegal in China. 

Figure 18 – PRC chemical company selling key ingredients 
required for cartels to manufacture fentanyl with "hot sale to 
Mexico." 

Figure 19 – Advertisement for an MDMA precursor offering WeChat 
ID to consummate drug sale. WeChat is a heavily monitored 
application in the PRC. 
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Importantly, this data set revealed that, while PRC companies sell vast 
amounts of synthetic narcotics online, the number of PRC companies actually 
doing so appears to be comparatively small. Within the 2,048 PRC companies,xiv 
we found just over 1,500 common linkages, such as multiple companies sharing 
the same phone numbers, fax numbers, email addresses, or other commonalities. 
In some instances, these associations suggest a common sales force used across 
companies. Many times, however, these commonalities demonstrated centralized 
control, with one company or group using dozens of company names to obfuscate 
their involvement. The manufacturers for these substances are also geographically 
concentrated in a handful of cities, with Shanghai and Wuhan alone responsible 
for a third of the identified illegal drug trade. In addition, we uncovered many 
instances where companies selling illicit synthetic narcotics also sold legitimate 
chemicals, sometimes on associated sites through a related company. These facts 
suggest that the companies engaged in synthetic drug trafficking are 
geographically concentrated, fewer in number than it may first appear, and reliant 
on the remaining part of legitimate global commerce.xv     

Individual PRC company webpages, all of which are based on PRC servers 
like Alibaba cloud or Zhejiang Netsun, likewise sell a plethora of synthetic 
narcotics clearly aimed at drug trafficking. For example, protonitazene.com 
(which shares the same DNS address, email addresses, Wickr accounts, and phone 
number with a Yafeng website) sells dozens of types of nitazenes, fentanyl 
precursors, and other synthetic narcotics, with “hot sales to Mexico.”134 This is 
merely one of hundreds of examples we encountered online. These postings are 
designed for one purpose: drug trafficking.135  

Confidential Chinese Surveillance Contracts Reveal Vast Online Tracking 
Capabilities  

A review of a dozen never-before-reported-on PRC surveillance technology 
contracts revealed the startling extent of the PRC government’s knowledge and 
control over its populace. In one 135-page tender document, the PRC 
government explains its “One Person, One File” approach developed by 
Huawei. Using extensive surveillance technologies and data analytics, 

 

 
xiv Many of these sites had a multi-step company “verification service” that “audit[s] suppliers” and 
“ensures [the seller’s] products meet all relevant regulations and standards.” See, e.g., ChemicalBook 
Audited Supplier, CHEMICALBOOK, available at 
https://web.archive.org/web/20240403212444/https://www.chemicalbook.com/ProductAdvertising.as
p (last accessed Apr. 13, 2024). These verification systems both corroborate that these companies are 
providing their true names and undercut any claim by these companies that they had no idea that these 
illicit activities were ongoing. For instance, many of the manufacturers selling illicit narcotics had the 
“audited supplier” verified badge, indicating that ChemicalBook had audited their business and found 
it acceptable for its website. 
xv The implication of this finding is discussed in the policy recommendations section. See Section V, 
supra. 
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authorities collected and analyzed data to create detailed profiles about each 
resident. This “file” includes “basic personal information, face recognition 
captures, and comprehensive social information such as relationships, activity 
trajectories, and peer analysis.” The PRC government constantly updates this 
individual-specific file based on data it obtains from its omnipresent physical 
and digital surveillance techniques to understand “many persons and complex 
relationships” and receive “advance warning prediction, and suspicious 
behavior discovery […] so as to fully realize the value of data.” The system not 
only watches for potential criminal activity like drug trafficking, but also 
captures everything from their sexual orientation to political inclinations and 
possible animosities toward the government (e.g., victim of prior land seizure). 
These programs, when combined with the “community grid management” 
approach that focuses on integrating multiple surveillance platforms to 
strengthen social control, give the PRC government a disturbingly robust 
capability in identifying and arresting those who violate PRC law. For instance, 
in 2017, it only took security forces seven minutes to identify, locate, and detain 
a BBC reporter. 

 

C. The PRC Government Censors Content About Domestic Drug Sales—
But Leaves Export-Focused Narcotics Content Untouched 

The PRC government could prevent fentanyl- and drug trafficking-related 
content from being posted online in the first place. A recent Citizen Lab report 
found over “66,000 rules controlling the content that is available to people using 
search engines” in the PRC.136 These rules involve algorithms that either limit 
results or “provid[e] no results or by limiting the results to selected sources, which 
are usually government agencies or state news organizations that follow the 
Communist Party’s line.”137 Censored categories run the gamut from Winnie the 
Pooh138 to prohibited conduct like “politics, violent terrorism, fraud and blackmail, 
pornography, vulgarity, gambling, rights infringement, rumors, and a broadly 
defined category of ‘other.’”139  

The CCP will stop at nothing to silence its critics and eliminate dissent. It 
employs authoritarian tools of censorship, such as the so-called Great Firewall, to 
wall off the PRC internet from content that might invoke concepts such as 
democracy, human rights, or even basic historical facts. Yet the PRC government 
does not use this extensive censorship apparatus to block keywords associated 
with the export of fentanyl precursors. 

The academic research institute Citizen Lab analyzed the censorship triggers 
in the PRC for illicit fentanyl materials. While some censorship appeared to exist 
for domestic-based fentanyl transactions (e.g., “fentanyl + cash on delivery”), no 
such censorship triggers existed for any fentanyl precursors, the CAS numbers 
used to find them online, or anything related to the export of illicit narcotics.140 
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Thus, although the PRC uses this tool for tens of thousands of other topics, it does 
not do so for the export of deadly narcotics abroad. 

D. The PRC Aggressively Prosecutes Domestic Drug Trafficking But 
Leaves Illicit Drug Exports Untouched 

 The issue is not that the PRC government does not want to use its security 
apparatus to investigate and prosecute drug trafficking. It does do so routinely, 
but only in cases that impact its domestic population. The PRC ruthlessly 
investigates, prosecutes (with no presumption of innocence), and executes many 
potential drug trafficker within its borders.144 The PRC also routinely arrests and 
executes foreigners who it accuses of engaging in the drug trade within the PRC.145 
China’s state-controlled Global Times stated that “China will never allow drug 
traffickers from any country to kill and poison the Chinese people.”146 It also stated 
that the Chinese public “detest drug trafficking and believe that having mercy with 
drug dealers would equal to infringing the rights of millions of Chinese.”147  

Despite this zeal, the PRC does not treat narcotics leaving its shores as a similar 
priority. As Brookings’ Vanda Felbab-Brown noted: 

With respect to drug trafficking, China’s first objective is to minimize 
the flow of drugs into China for domestic consumption… China’s 
second objective is to push illegal supply of scheduled drugs and 
precursors abroad, though China lacks an equal determination to 
counter Chinese smugglers and traders operating abroad, such as 
through cooperating with national authorities abroad, let alone 
developing its own indictment portfolios.148  

Case Study: The PRC Controls Output from China’s Chemical Producers   

When motivated to do so, the PRC government has shown a robust ability 
to police its chemical manufacturing industry. During a push related to 
pollution control, the PRC government “shut down 30 to 40 percent of all 
Chinese production capacity for monosodium glutamate and certain dyestuffs 
and pesticides,” and implemented extensive permitting requirements and 
relocation of chemical factories.141 External experts “expect[ed] China’s 
environmental authorities to continue to push enforcement energetically” 
across companies that “account for nearly 50 percent of China’s chemical 
production.”142  

Yet the PRC government has failed to address the rampant production and 
exportation of fentanyl materials by the same sector. To the contrary, the PRC 
government has not required even the most basic “know your customer” (KYC) 
protocols that other nations mandate around the world. Indeed, the PRC 
government does not even enforce its laws as “[p]erpetrators caught mislabeling 
precursor shipments [in China] often face only civil penalties and small fines 
rather than criminal charges.”143 
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While the PRC has recently shown some willingness to engage on drug 
trafficking concerns such as “shut[ting] down” certain companies and blocking 
“certain international payment accounts,”149 some experts view it as “unlikely that 
China will end its approach of subordinating its anti-drug and anti-crime 
cooperation to its strategic calculus.”150 Securing this cooperation, including by 
increasing enforcement of the PRC’s own laws against exporters of illicit fentanyl 
materials, is critical. 

IV. THE FENTANYL CRISIS ADVANCES THE PRC’S 

STRATEGIC AND ECONOMIC INTERESTS 

The Select Committee’s investigation has established that the PRC 
government, under the control of the CCP (1) directly subsidizes the exports of 
deadly illicit fentanyl materials and other synthetic narcotics that are illegal under 
its own laws; (2) gave monetary grants and awards to companies openly 
trafficking illicit fentanyl online; (3) holds ownership interest in some of these 
companies; (4) thwarted U.S. law enforcement investigations into illicit fentanyl 
manufacturers; (5) allows the open sale of fentanyl precursors and other materials 
that fuel the fentanyl crisis on the extensively surveilled Chinese internet; and (6) 
fails to use its expansive surveillance and security apparatus to stop it.  

These actions and omissions are abhorrent, violate the laws of nations, and 
have led to profound human suffering in the United States and around the world. 
They also, as a factual matter, further the PRC’s strategic and economic interests. 
Information related to those potential interests is laid out below.  

A. The Fentanyl Crisis Benefits PRC Criminal Enterprises, Helping 
Solidify Support for the CCP 

The global illicit fentanyl trade has enriched the PRC itself, empowered its 
organized crime assets through lucrative money laundering, and offer PRC elites 
a means to move a certain amount of their capital abroad, thus diminishing the 
risk of their dissent. It allows the PRC to further its strategic interests by, per PRC 
Major General Qiao, “caus[ing] disasters in other countries and mak[ing] huge 
profits.”151 Through subsidies, grants, and other incentives, the PRC harms 
Americans while enriching PRC companies. It also, through the drug trade, gains 
dominance over the world of illicit finance.152 While the opacity of the PRC’s 
financial system makes it impossible to estimate, even earning a fraction of the 
Mexican cartels’ estimated $6 to $21 billion a year in profits would certainly qualify 
as “mak[ing] huge profits” under Qiao’s definition.153 
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As author Ben Westhoff has explained, the PRC government encouraged the 
export of fentanyl, fentanyl precursors, and other synthetic narcotics as they are 
“seen as a vital part of its economy.”154 To foster these exports, it offered subsidies 
and tax breaks for chemical companies that produce and export those drugs that 
may run into the millions of dollars in potential revenue.155 Each individual 
company can secure hundreds of thousands if not millions of dollars in potential 
revenue.156 These companies also enjoy a symbiotic relationship with the PRC 
provincial authorities who consider it an imperative to achieve the provincial GDP 
goals set by Beijing.157 As Westhoff noted in a 2019 interview, beyond any national 
policy, “you might [therefore] have a provincial official who wants to let these 
companies keep doing what they’re doing because it brings in more revenue for 
the area.”158 

In addition, illicit fentanyl material and the accompanying money laundering 
also benefits Chinese transnational criminal groups, many of whom have ties to 
the CCP and PRC government.159 According to public reporting, Chairman Xi has 
“intensified [the PRC’s] alliance with Chinese organized crime overseas” as he has 
pursued greater international influence.160 The partnership between the PRC 
government and organized crime “mix[es] geopolitics and corruption for mutual 
benefit” where, according to western national security officials, “in exchange for 
their services as overseas enforcers and agents of influence, the Chinese state 

Figure 20 - PRC consul general Zhu Di (purple) meeting with an 
Oklahoma Fujianese association in November 2022. This meeting 
included over a half-dozen individuals convicted, charged, arrested, or 
otherwise implicated in drug trafficking.  
Red: Names surfaced in marijuana-related criminal scheme 
investigations. 
Yellow: Oversaw nightclub police raided in drug and human trafficking 
investigations. 
Orange: Arrested as part of illegal marijuana farm investigation. 
Blue: Charged with drug-related offense 

Green: Pleaded guilty to drug-related offense. 
Source: ProPublica. 
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protects the mobsters.”161 For example, Italian law enforcement has intercepted 
calls in which a local Chinese organized crime boss met with the “boss from 
Beijing,” a senior member of the PRC government who had met with the Italian 
Prime Minister and his cabinet earlier that day.162 As recently revealed by 
ProPublica, PRC government officials are similarly “meeting with known 
criminals,” including leaders of Chinese organized criminal groups and drug 
traffickers in the United States.163 Chang An Le, aka White Wolf, a notorious 
mobster who served a prison sentence for heroin trafficking in the United States, 
now serves as both the head of a Chinese organized crime syndicate in Taiwan and 
the Chinese Unity Promotion Party, a PRC front.164 Wan Kuok “Broken Tooth” Koi, 
a U.S.-sanctioned drug trafficker, also serves on an advisory body to CCP 
leadership, according to U.S. intelligence.165  

In the context of America and the fentanyl crisis, this partnership resulted in 
Chinese organized crime taking over money laundering for the cartels, further 
enriching PRC criminal networks and entrenching their influence.166 According to 
retired DEA agent Thomas Cindric, “[a]t no time in the history of organized crime 
is there an example where a revenue stream has been taken over like this, and 
without a shot being fired.”167  

The PRC’s success in taking over 
the cartels’ money laundering 
apparatus is because “the Chinese 
brokers mostly manage to bypass the 
U.S. and Mexican formal banking 
systems, thus evading anti-money 
laundering measures and simplifying 
one of the biggest challenges for the 
cartels, namely moving large 
amounts of bulk money subject to law enforcement detection. The only interface 
with the formal banking system takes place in China, into which U.S. law 
enforcement agencies have little-to-no visibility.”168 The criminal syndicates’ 
money laundering activities reportedly involve individuals affiliated with the 
Chinese state in certain instances. U.S. law enforcement investigating Chinese 
money laundering found “evidence indicating that… money laundering schemes 

involved Chinese government 
officials and the Communist Party 
elite.”169 Specifically, they found 
evidence that Chinese organized 
criminal groups were moving “tens 
of millions of dollars among Chinese 
banks and companies with seeming 
impunity,” despite the fact that 
“China’s omnipresent security forces 
tightly control and monitor its state-

U.S. law enforcement investigating 
Chinese money laundering found 
“evidence indicating that … money 
laundering schemes involved Chinese 
government officials and the Communist 
Party elite.” 

U.S. Southern Command’s Admiral Craig 
Faller likewise testified to Congress that 
Chinese launderers are the “number one 
underwriter” of drug trafficking in the 
Western Hemisphere,” with the Chinese 
government “at least tacitly supporting” 
money laundering. 
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run economy.”170 “More than $3.8 trillion of capital has left China since 2006, 
making the country the world’s top exporters of hot money.”171 Former 
Commander of U.S. Southern Command, Admiral Craig Faller, likewise testified 
to Congress that Chinese launderers are the “number one underwriter” of drug 
trafficking in the Western Hemisphere, with the Chinese government “at least 
tacitly supporting” money laundering.172  

The money laundering system has an added benefit for PRC elite, namely that 
the “cash accumulated from street sales remain in the U.S.,” where it is “offered 
for sale to Chinese citizens eager to avoid currency controls, which limit moving 
yuan valued at more than $50,000 out of China....”173   

B. The PRC Has Used Asymmetric Tactics Against the United States, Some 
PRC Officials Advocate “Drug Warfare”  

CCP General Secretary Xi Jinping has stated that the PRC’s “ideology and 
social system are fundamentally incompatible with the West”174 and that it is the 
role of the PRC government to lead the construction of a “new world order [. . .] 
that will supplant the [liberal democratic] Westphalian system.”175 The PRC has 
already engaged in behaviors that appear to be directly aimed at achieving this 
end. For instance, earlier this year, in sworn testimony before the Select 
Committee, the nation’s top cyber authorities warned America that the PRC had 
pre-positioned itself for devastating strikes at U.S. critical infrastructure that 
would result in mass American casualties.176 This includes a scenario where, as 
CISA Director Easterly noted, the PRC could use its cyber forces to create a 
scenario where:  

[M]any [oil and gas] pipelines [are] disrupted. Telecommunications 
going down so people can’t use their cell phone. People start getting 
sick from polluted water. Trains get derailed, air traffic control 
systems, port control systems are malfunctioning. This is truly an 
everything, everywhere, all at once scenario. And it's one where the 
Chinese government believes that it will likely crush American will 
for the U.S. to defend Taiwan in the event of a major conflict there.177  

Interestingly, PLA military strategists Qiao Liang and Wang Xiangsui 
anticipated exactly this type of strike against America two decades earlier, noting 
that PRC cyber forces could: 

Bur[y] a computer virus and hacker detachment in the opponent's 
computer system in advance, while at the same time carrying out a 
network attack against the enemy so that the civilian electricity 
network, traffic dispatching network, financial transaction network, 
telephone communications network, and mass media network are 
completely paralyzed, this will cause the enemy nation to fall into 
social panic, street riots, and a political crisis.178 
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This treatise, published by the People’s Liberation Army Press, argued that the 
PLA cannot be successful in modern warfare without pursuing asymmetric means. 
As American military officers and historians have noted, it presaged other PRC 
techniques that are now commonplace,179 such as setting up slush funds 
to influence an adversary nation’s politics,180 and gaining control 
of an adversary’s media as part of a larger cognitive warfare operation.181 

While it is not the focus of the book, Qiao and Wang in multiple sections 
discuss drug warfare as an effective tactic in asymmetric warfare:xvi 

Aside from what we have discussed above, we can point out a number 
of other means and methods used to fight a non-military war, some of 
which already exist and some of which may exist in the future, for 
example psychological warfare that causes intimidation to the enemy 
and break down his will; smuggling warfare that throws markets into 
confusion and attacking economic order; media warfare that 
manipulates audio and video to guide public opinion; drug warfare 
that cause disasters in other countries and make huge profits; 
network warfare that is invisible and virtually impossible to guard 
against); technological warfare by self-setting and monopolizing 
patent standards; fabrication warfare (presenting a show of strength 
to the enemy); resources warfare that plunders reserves and seizes 
wealth; economic aid warfare that openly bestows favors while 
covertly taking control ; cultural warfare that guides cultural trends to 
assimilate dissidents); international law warfare that seizes the 
initiative to establish rules), and more, too many to mention.182 

The CCP routinely uses a variety of asymmetric tactics like those listed above 
against the United States and its allies, including rampant spreading of false 
information online;183 smuggling U.S.-controlled goods to adversarial nations and 
sending massive amounts of counterfeit goods abroad;184 hacking into U.S. critical 
infrastructure;185 using TikTok as part of its “cognitive warfare campaign;”186 
gaining technological monopolies through IP theft and unfair trade practices;187 
acquiring rights to rare resources in around the world via corruption;188 using the 
Belt and Road Initiative (BRI) as debt diplomacy;189 genocide against the Uyghurs 
people through “cultural assimilation;”190 and gaining control of international 
technological standards bodies.191 

 

xvi After the book’s publication by the PLA Press, rather than facing career setbacks for making 
controversial arguments in favor of this type of asymmetric warfare, Qiao and Wang enjoyed a 
successful career within the PRC national security apparatus. Qiao attained the rank of major general 
in the PLA Air Force, deputy director of the creative department and deputy secretary-general of the 
Council for National Security Policy Studies. He has appeared frequently on Chinese state television 
to provide lectures on strategy. More recently, he has opined about how the PRC would defeat America 
in a future conflict. Wang retired from the military in 2012 and serves as a professor at Beihang 
University, one of the “seven sons of national defense.”   
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The PRC-sourced illicit fentanyl and fentanyl precursors have indeed 
“spread[] disaster” in the United States.192 As DEA Administrator Milgram noted, 
“Fentanyl is killing Americans at an unprecedented rate.”193 Hundreds of 
thousands are dead, millions are addicted, and entire communities have suffered 
unimaginable harm.194 In addition to the steep price in blood, the fentanyl crisis 
has also cost the American people over $1.5 trillion dollars. It also impacts force 
readiness, both because it has taken a record toll on active-duty military personnel 
and because it is the leading cause of death for adults 18-45 who otherwise could 
serve in the military at a time of crisis.195 

In addition to being consistent with the PRC government’s tacitly approved 
strategies, the enabling of fentanyl trafficking also provides another value: 
diplomatic leverage. As Brookings Institution’s Vanda Felbab-Brown has 
previously testified, “Unlike the U.S. Government, which seeks to delink 
counternarcotics cooperation with China from the overall bilateral geostrategic 
relationship, China subordinates its counternarcotics cooperation to its 
geostrategic relations.”196 Put another way, illicit fentanyl is not a scourge to 
eradicate, but one of many items to negotiate. The PRC government suspended all 
counternarcotics and law enforcement cooperation with the United States, for 
instance, after House Speaker Nancy Pelosi visited Taiwan.197  

Fentanyl is also a valuable rhetorical and propaganda tool for the PRC 
government. Through its state-
owned organs and the PRC 
embassy, it decries the 
decadence of American-led 
western democracies, stating 
that the “root cause of U.S. 
fentanyl abuse problem is in 
itself” (i.e., the United States) 
and that the PRC will “not bear 
the responsibility for the abuse 
of fentanyl.”198 Chinese Central 
TV even produced a 
documentary showing 
America’s devastation due to 
fentanyl (that it blames on U.S. companies), contrasting it with the tight controls 
on fentanyl in the PRC.199 In response to criminal cases brought against PRC 
citizens for fentanyl trafficking, Chinese media claims that “the same trade has 
become ‘state run’ in the U.S.” and that there is insufficient evidence for any 
charges.200 It also claims that the United States is “slandering China” and that its 
government has “not found a single case of fentanyl smuggling and 
manufacturing.”201 PRC state media also states that the United States should blame 
itself for the fentanyl crisis, claiming that “while the epidemic is wreaking havoc 
on the U.S. economy and the workforce” Washington is both “at its wits’ end on 
how to fix it” and “at times, it seems uninterested.”202 The PRC government has 

Figure 21 – Clip of Chinese state media broadcasting 
disinformation about a supposed U.S. civil war, with 
Weibo users superimposing inflammatory rhetoric.  
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increasingly relied on this type of anti-American rhetoric to hide the failures of its 
own policies. This has escalated to the point of absurdity, with PRC media 
publishing stories about an imminent or even ongoing civil war between the 
United States federal government and Texas, with PRC social media platforms 
similarly elevating the topic.203 This domestic propaganda all serves to show its 
populace that the PRC government is a superior form of government over “failing” 
democracies, diverting attention from the CCP’s oppression, corruption, and self-
inflicted economic woes.204 

V. POLICY SOLUTIONS  

It is essential for U.S. decisionmakers to understand that the global illicit 
fentanyl trade has an Achilles’ heel. Unlike cartels and other wholly illegitimate 
enterprises, the PRC chemical companies fueling the fentanyl crisis often have 
significant legitimate business. In fact, many of these companies have customers 
in the United States, Europe, and around the world that buy legitimate chemicals 
for everyday use.205 Based on our investigation, in most cases, it appears that 
fentanyl precursors and other synthetic narcotics are not necessarily the primary 
business purpose of the company but rather a “side hustle” designed to maximize 
profits and take advantage of the PRC government’s generous subsidies for sale of 
these illicit goods.206 That makes these entities uniquely vulnerable to U.S. 
government tools (such as sanctions) that limit their ability to sell their products 
to non-criminal actors, thereby dramatically impacting their profits. The same is 
true for the PRC banks, e-commerce platforms that focus on chemical sales, 
transhippers, and other industries that enable the global illicit fentanyl trade. They 
are engaged in the drug trade alongside their legitimate business because they 
think that doing so will increase their profit margins without reprisal.207 

The United States must make clear that is no longer the case. To do so, the 
United States must impose strong punitive measures that create economic, trade, 
and legal incentives so that the PRC companies end their involvement in the global 
illicit fentanyl trade. The United States must make clear that they can be part of 
global commerce or they can continue aiding the global illicit fentanyl trade, not 
both.208  

Achieving this goal requires a centralized and empowered command 
structure that has plenary authority from the President to fight back against the 
PRC global illicit fentanyl trade and larger synthetic narcotics threat. The United 
States has successfully addressed other international drug threats previously 
using a similar strategy. While there are exceptional prosecutors, federal agents, 
intelligence analysts, and financial auditors in the field doing exemplary work, 
Congress can empower them to do even more with appropriate statutory 

Recommendation 1: Establish Joint Task Force – Counter Opioids and fully 
empower it to fulfill its mission. 
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authorities. The United States needs a dedicated group of public servants 
operating under a coordinated and centralized strategy, with pooled resources to 
match their considerable goals. 

Specifically, Congress should: 

1. Establish a Joint Task Force – Counter Opioids (JTF—CO) that 
concentrates all non-military elements of national power and executes 
the coordinated strategy outlined above that targets each of these weak 
points in the global illicit fentanyl supply chain. The head of this group 
should report directly to the Attorney General and be dual-hatted as 
Special Assistant to the President on the National Security Council with 
authority over the opioids portfolio.209 While this arrangement is 
unorthodox, this task force would help to further address a multifaceted 
problem that the U.S. government must solve. The arrangement has the 
chief virtue of placing all intelligence, investigative, economic, trade, and 
enforcement resources and mechanisms under a unified command, 
allowing for close coordination and a robust but streamlined interagency 
process.210 A reinvigorated DEA Special Operations Division (SOD) could 
play a leading role in this effort. Under a clear Presidential mandate, the 
JTF-CO would engage in effective prioritization of targets for coordinated 
action against the entire fentanyl ecosystem, forcing fentanyl trafficking 
participants and enablers to internalize the significant economic risks that 
they will face if they choose to profit from the illegal drug trade.211 

Congress should ensure law enforcement and intelligence professionals have 
the tools they need to succeed in the fight against fentanyl. Specifically, Congress 
should: 

1. Support international cooperation among law enforcement agencies to 
hold bad actors accountable. Winning this battle will similarly require 
close coordination and robust communication between law enforcement 
agencies across the globe. Given the global nature of precursor production 
and fentanyl trafficking, no one country can successfully win this battle 
alone. To succeed in shutting down PRC-based precursor manufacturers, 
ending money laundering of PRC drug proceeds, and interdicting illicit 
shipments, law enforcement and other government agencies, as well as 
leaders, across the world must work together to share actionable 
information and hold bad actors accountable. Failing to do so means 
criminal producers of precursors can exploit this lack of coordination to 

Recommendation 2: Provide law enforcement and intelligence officials 
with the statutory authorities, tools, and support they need to execute their 
responsibilities. 
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evade detection and prosecution. Even with those with whom we do not 
see eye to eye on every issue, there must be lines of communication 
between law enforcement agencies to hold criminals accountable.  

2. Direct the President to prioritize and appropriately resource counter-
narcotics and anti-money laundering efforts in the Intelligence 
Community (IC). The IC needs to have the focus and resources needed 
to address this historic threat. This includes prioritizing counter-
narcotics and anti-money laundering as metrics of the IC’s success and 
providing the tools needed to produce timely and accurate intelligence. 
In a manner that protects privacy and civil liberties, the IC should also 
work closely with Congress to ensure that it has the appropriate 
authorities for collection of foreign communications relating to drug 
trafficking and money laundering.  

3. Ensure the U.S. Government attracts and retains talent with the skills 
it needs to protect Americans from fentanyl. For instance, the 
Combating Online Fentanyl Trafficking Act would incentive recruitment 
and retention of DOJ employees with unique cyber skills to combat 
online fentanyl trafficking.  

Congress should also codify existing executive sanction authorities and 
expand the United States’ ability to exert maximum economic pressure on the PRC 
government and its companies.  

Specifically, Congress should:  

1. Codify Executive Order 14059. EO 14059 clarified the power of the 
President to sanction those involved in the drug trafficking trade. 
Congress should codify this expansive authority.212 Through these 
and other authorities, the United States should impose financial 
sanctions on the individuals and entities that have enabled the PRC’s 
illicit synthetic narcotics regime, including leaders of chemical 
companies that produce precursors and synthetic narcotics, 
e-commerce platforms that host flagrant drug trafficking, financial 
institutions that enable money laundering through fiat or digital 
currencies, cargo companies that transship narcotics while remaining 
willfully blind to the practice, and relevant PRC government entities 
that have enabled the drug trade, where appropriate.213 Finally, 
Congress should require regular reporting regarding the use of this 

Recommendation 3: Codify, strengthen, and impose sanctions on entities 
involved in the fentanyl trade. 
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sanctions authority with justifications for all significant 
decisionmaking. 

2. Direct the President to impose sanctions and other financial 
remedies against PRC financial institutions that launder millions of 
dollars of drug proceeds for the illicit chemical manufacturers and 
cartels, while also taking appropriate steps to address money 
laundering that occurs using cryptocurrency. Existing authorities 
give the Treasury Secretary the ability to engage in a range of 
regulatory actions to protect America from illicit finance risks and 
otherwise diminish a nation’s ability to engage in deleterious 
activity.214 These remedies include requiring all U.S. financial 
institutions to terminate correspondent relationships with the bank. 
While that should not be the first action taken to ensure compliance, 
the President should engage in a series of escalating enforcement steps 
to ensure that PRC financial institutions end their role in the synthetic 
narcotics trade. The Treasury Department has previously used this 
type of authority on a PRC bank that was laundering North Korean 
funds.215 It could do so again to help end the fentanyl crisis. These 
actions should be paired with appropriate action to address the 
increasing use of cryptocurrency exchanges operating outside the 
United States to facilitate fentanyl-related money laundering.  

3. Enact the FEND Off Fentanyl Act. The FEND Off Fentanyl Act (H.R. 
3333) strengthens U.S. sanctions to target perpetrators of the fentanyl 
trade and transfers any property collected through sanctions to the 
Department of Justice Assets Forfeiture Fund. The Act strengthens 
anti-money laundering initiatives with a focus on Mexico, the PRC, 
and Myanmar, for their prominent role in the fentanyl trade.xvii  

 

xvii Another potential remedy is legislation that would formalize the right for immediate family 
members to sue a foreign entity for distributing illegal narcotics like fentanyl that results in the death 
of the victim. The causality and knowledge requirements could be the same as the “death resulting” 
provision found in 21 U.S.C. § 841. This legislation could furthermore allow for the prevailing party to 
obtain proceeds of the civil judgment through a court order to U.S. banks that have a correspondent 
banking relationship with a foreign bank that holds the responsible entity’s assets. In addition, this 
legislation could create a class action lawsuit vehicle for victims’ families that may not be able to prove 
causality related to the specific victim, but can show that a specific foreign entity has engaged in 
substantial activities that have aided and abetted opioid-based drug trafficking. 
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The United States should also reform its trade laws that enable illicit 
shipments of narcotics and employ additional trade and customs enforcement 
measures to restrict imports and punish violators.  

Specifically, Congress should: 

1. Pass legislation amending the Tariff Act of 1930 to reduce the de 
minimis threshold for duty-free shipments into the United States 
with particular focus on foreign adversaries, including the PRC. 
Approximately three million overseas packages arrive in the United 
States every day. Many fall under the current de minimis threshold of 
$800, resulting in the parcels receiving minimal inspection and not 
having to pay duties, taxes, or fees.216 Fentanyl precursors and 
dangerous synthetic drugs currently enter the United States through 
these de minimis packages.217 During the course of its investigation, the 
Select Committee heard from California state law enforcement that 
the current form of the de minimis exception leaves America so 
vulnerable to drug smuggling that cartels increasingly have PRC-
sourced fentanyl precursors shipped first into the United States before 
smuggling them to Mexico. In other words, the current form of the de 
minimis exception makes the United States the most vulnerable nation 
in North America to this form of drug trafficking. There is widespread 
bipartisan support for reforming the de minimis exception.218 It would 
not only combat the fentanyl crisis and thus save lives, but also 
increase American competitiveness and help prevent the importation 
of goods produced with forced labor. Congress should enact 
appropriate reforms to address this vulnerability and support 
increased enforcement.  

2. Enact legislation directing U.S. Customs and Border Patrol (CBP) 
and DEA to levy escalating fines and remedies on entities that have 
been found to transship improperly labeled items on the DEA SSL 
or synthetic narcotics into the United States, Mexico, or Canada. To 
enable this action, Congress should include additional funding, 
specifically for increased scrutiny of vessels originating from or 
transiting through PRC and Mexican ports and for increased DOD 
and DHS interdiction of such vessels. If a vessel is found to have 
transshipped the above listed products, legislation should direct CBP 
to impose a docking fee on all vessels operated by the entity that 
operated the vessel in violation. Fees should increase with each 

Recommendation 4: Enact and employ trade and customs enforcement 
measures to restrict fentanyl trafficking. 
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violation. If vessels operated by that offending entity continue to 
transship such products, the United States should revoke foreign air 
carrier and docking permission for all craft affiliated with the 
company.219 The legislation would additionally direct and properly 
resource the U.S. Coast Guard and U.S. Navy, in a manner consistent 
with international law and with respect for internationally recognized 
maritime borders, to interdict vessels owned by the offending entities 
to search for synthetic narcotics before they reach cartel-affiliated 
ports in Mexico based on intelligence that synthetic narcotics or other 
contraband is aboard.220 If the transhippers thereafter continue in their 
behavior without sufficient reform, the United States should sanction 
the transshipping companies. The repeated failure to reform would 
demonstrate that the company is willfully blind to the illegal activity, 
which would allow the U.S. government to overcome the very low 
“reasonable basis” standard needed to survive challenges to any 
sanctions. Should the PRC not improve behavior and enforce higher 
standards of labeling at their ports within one year, Congress should 
consider imposing docking fees on all vessels originating from or 
transmitting via PRC ports. In addition, Congress should consider 
imposing Know Your Customer requirements on high-risk shippers. 

PRC-owned and operated brokers have effectively taken over the cartels’ 
money laundering business and exploit gaps in U.S. regulatory enforcement to 
launder fentanyl proceeds through payment services and to sell fentanyl 
precursors on commercial marketplaces.221 The United States should take 
aggressive steps to close these gaps. 

Specifically: 

1. PRC-based applications involved in money laundering and the 
fentanyl trade should be required to register as money services 
businesses. There is ample evidence that certain PRC-based 
applications that provide money transmitting and payment services: 
engage in money laundering, have violated the PRC’s own anti-
money laundering laws, and serve as principal payment systems to 
facilitate laundering of proceeds from fentanyl sales into the United 
States.222 They are so well-known that even the PRC government has 
issued a record fine against a PRC company that runs one of these 
applications for flouting basic anti-money-laundering (AML) rules 
and having little to no compliance with essential KYC and “know 

Recommendation 5: Close regulatory and enforcement gaps exploited by PRC 
money launderers and fentanyl traders. 
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your business” procedures.223 It is problematic that the PRC can 
identify these deep flaws  in applications it regulates while the United 
States allows the same platform to assist in global money laundering 
without appropriate regulatory safeguards. The U.S. Department of 
the Treasury should therefore mandate that these applications register 
as money services businesses with the Financial Crimes Enforcement 
Network (FinCEN). If registered, they would be subject to suspicious 
activity reporting requirements, which in turn would allow U.S. law 
enforcement to track and interdict fentanyl money laundering more 
effectively.  

a. In addition, DOJ should conduct a review to ascertain 
whether Zyla, a cross-border payment facilitator for a major 
PRC money transfer application, is appropriately complying 
with U.S. law enforcement requests based on legal process. If 
Zyla’s conduct flouts U.S. legal process, then DOJ should 
consider further legal action to bring it into compliance.  

2. PRC online retailers and other PRC-based e-commerce 
applications and sites should be required to adopt measures to 
restrict the online sale of fentanyl precursors within a reasonable 
period of time or face penalties in the United States. The Select 
Committee uncovered egregious evidence of synthetic narcotics 
trafficking aimed at Mexican cartels and American drug users on 
PRC-based e-commerce sites. These include major platforms like 
Chemicalbook, ChemNet, China Chem Net, among others. The 
United States should impose an ultimatum on global firms: close 
your platform to drug traffickers or face U.S. reprisal. 
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