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KEEPING FOREIGN CORRUPTION OUT
OF THE UNITED STATES: FOUR CASE HISTORIES

This Report examines how politically powerful foreign officials,
their relatives, and close associates — referred to in international
agreements as Politically Exposed Persons (PEPs) — have used the
services of U.S. professionals and financial institutions to bring large
amounts of suspect funds into the United States to advance their
interests. Using four case histories, this Report shows how some PEPs
have used U.S. lawyers, real estate and escrow agents, lobbyists,
bankers, and even university officials, to circumvent U.S. anti-money
laundering and anti-corruption safeguards. This Report also offers
recommendations to stop the abuses.

I. EXECUTIVE SUMMARY

Combating corruption is a key U.S. value and goal, due to its
corrosive effects on the rule of law, economic development, and
democratic principles. In 2001, the Patriot Act made the acceptance of
foreign corruption proceeds a U.S. money laundering offense for the
first time, and required banks to apply enhanced scrutiny to private
banking accounts opened for senior foreign political figures, their
relatives, and close associates. In 2003, the United States supported the
United Nations Convention Against Corruption, now ratified by over
140 countries. Also in 2003, U.S. Immigration and Customs
Enforcement (ICE) formed an investigative group dedicated to
combating foreign corruption by PEPs. In 2004, President Bush issued
Presidential Proclamation 7750 denying U.S. visas to foreign officials
involved with corruption, and Congress later enacted supporting
legislation. A 2009 study sponsored by the World Bank analyzed PEP
controls worldwide and recommended stronger measures to reduce
corruption.

The Permanent Subcommittee on Investigations (Subcommittee)
initiated this investigation to learn how U.S. laws apply to PEPs utilizing
the domestic financial system, and examine how foreign senior political
figures, their relatives, and close associates may be circumventing or
undermining anti-money laundering (AML) and PEP controls to bring
funds that may be the product of foreign corruption into the United
States. It is the latest in a series of Subcommittee hearings examining
foreign corruption and its U.S. aiders and abettors.

During the course of its investigation, the Subcommiittee staff
conducted over 100 interviews, including interviews of lawyers, real
estate agents, escrow agents, lobbyists, bankers, university professionals,
and government officials. The Subcommittee issued over 50 subpoenas
and reviewed millions of pages of documents, including bank records,
correspondence, contracts, emails, property records, flight records, news
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articles, and court pleadings. In addition, the Subcommittee consulted
with foreign officials, international organizations, financial regulators,
and experts in anti-money laundering and anti-corruption efforts.

The Subcommittee has developed four case histories that expose
some of the tactics being used by PEPs and their facilitators to bring
suspect funds into the United States, and identify some of the legal gaps,
poor due diligence practices, and inadequate PEP controls that, at times,
have made these tactics possible.

Obiang Case History. From 2004 to 2008, Teodoro Nguema
Obiang Mangue, son of the President of Equatorial Guinea, has used
U.S. lawyers, bankers, real estate agents, and escrow agents to move
over $110 million in suspect funds into the United States. Mr. Obiang is
the subject of an ongoing U.S. criminal investigation, has been identified
in corruption complaints filed in France, and was a focus of a 2004
Subcommittee hearing showing how Riggs Bank facilitated officials
from Equatorial Guinea in opening accounts and engaging in suspect
transactions.

Two lawyers, Michael Berger and George Nagler, helped
Mr. Obiang circumvent U.S. AML and PEP controls at U.S. financial
institutions by allowing him to use attorney-client, law office, and shell
company accounts as conduits for his funds and without alerting the
bank to his use of those accounts. If a bank later uncovered
Mr. Obiang’s use of an account and closed it, the lawyers helped him
open another. The U.S. shell companies they formed for Mr. Obiang
included Beautiful Vision, Inc., Unlimited Horizon, Inc., Sweetwater
Malibu, LLC, Sweetwater Management, Inc., and Sweet Pink, Inc.

Two real estate agents, Neal Baddin and John Kerrigan, helped
Mr. Obiang buy and sell high-end real estate in California including his
purchase of a $30 million Malibu residence with funds wire transferred
from Equatorial Guinea, operating without any legal obligation to
inquire into the source of his funds. Mr. Obiang also used a U.S. escrow
agent to purchase a $38.5 million U.S.-built Gulfstream jet. When one
escrow agent, McAfee & Taft, as a voluntary anti-money laundering
precaution, refused to proceed without information about the source of
the funds for the purchase, another escrow agent, International Airline
Title Services Inc., stepped in and completed the transaction with no
questions asked. U.S. law currently exempts both escrow and real estate
agents from the Patriot Act’s requirement to establish anti-money
laundering programs.

Mr. Obiang also brought large amounts of suspect funds into the
United States by taking advantage of banking systems that were not
programmed to block wire transfers bearing his name.
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Bongo Case History. From 2003 through at least 2007, Omar
Bongo, President of Gabon for 41 years until his death in June 2009,
employed a U.S. lobbyist, Jeffrey Birrell, to purchase six U.S.-built
armored vehicles and obtain U.S. Government permission to buy six
U.S.-built C-130 military cargo aircraft from Saudi Arabia to support his
regime. President Omar Bongo was a focus of a 1999 Subcommittee
hearing showing how he used offshore shell companies to move over
$100 million in suspect funds through accounts at Citibank Private
Bank. He has been mentioned in connection with the ELF oil scandal in
France, and has been identified in corruption complaints filed in France.

As part of the armored car and C-130 transactions, over $18
million was wire transferred from Gabon into U.S. bank accounts held in
the name of The Grace Group LLC, a U.S. corporation formed by
Mr. Birrell. Mr. Birrell received the funds primarily from President
Omar Bongo and an entity called Ayira. He later transferred $9.2
million of the funds provided by Ayira to a foreign account held in the
name of President Omar Bongo in Malta. He also wire transferred over
$4.2 million to foreign bank accounts opened in the name of a senior
Bongo adviser, and over $1 million in payments to foreign bank
accounts held in the name of various “consultants.” Mr. Birrell’s
corporate accounts served as a conduit for those Bongo funds.

In addition, President Omar Bongo provided large amounts of cash
to his daughter, Yamilee Bongo-Astier, who deposited the cash into
bank accounts and safe deposit boxes at U.S. financial institutions in
New York from 2000 to 2007. Ms. Bongo-Astier made multiple large
dollar deposits into her accounts at banks that were unaware of her PEP
status, but knew she was an unemployed student. One bank closed her
account after receiving an $183,500 wire transfer from the Republic of
Gabon; another did so after discovering she had $1 million in $100
shrink-wrapped bills in her safe deposit box, which she said her father
had brought into the United States using his diplomatic status and
without declaring the cash to U.S. authorities.

Another member of the Bongo family is Inge Lynn Collins Bongo,
the wife of Ali Bongo, the current President of Gabon and its former
Minister of Defense. In 2000, she formed a U.S. trust, the Collins
Revocable Trust, and opened accounts in the name of that Trust at banks
in California. For three years, from 2000 to 2003, Ms. Inge Bongo
accepted multiple large offshore wire transfers into the Trust accounts
and used the funds to support a lavish lifestyle and move money among
a network of bank and securities accounts benefiting her and her
husband.

Due to inadequate PEP lists prepared by third party vendors, the
financial institutions hosting the Bongo accounts were, more often than
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not, unaware of their clients” PEP status and did not subject their
accounts to enhanced monitoring.

Abubakar Case History. From 2000 to 2008, Jennifer Douglas, a
U.S. citizen and the fourth wife of Atiku Abubakar, former Vice
President and former candidate for President of Nigeria, helped her
husband bring over $40 million in suspect funds into the United States
through wire transfers sent by offshore corporations to U.S. bank
accounts. In a 2008 civil complaint, the U.S. Securities and Exchange
Commission alleged that Ms. Douglas received over $2 million in bribe
payments in 2001 and 2002, from Siemens AG, a major German
corporation. While Ms. Douglas denies wrongdoing, Siemens has
already pled guilty to U.S. criminal charges and settled civil charges
related to bribery and told the Subcommittee that it sent the payments to
one of her U.S. accounts. In 2007, Mr. Abubakar was the subject of
corruption allegations in Nigeria related to the Petroleum Technology
Development Fund.

Of the $40 million in suspect funds, $25 million was wire
transferred by offshore corporations into more than 30 U.S. bank
accounts opened by Ms. Douglas, primarily by Guernsey Trust
Company Nigeria Ltd., LetsGo Ltd. Inc., and Sima Holding Ltd. The
U.S. banks maintaining those accounts were, at times, unaware of her
PEP status, and they allowed multiple, large offshore wire transfers into
her accounts. As each bank began to question the offshore wire
transfers, Ms. Douglas indicated that all of the funds came from her
husband and professed little familiarity with the offshore corporations
actually sending her money. When one bank closed her account due to
the offshore wire transfers, her lawyer helped convince other banks to
provide a new account.

In addition, two of the offshore corporations wire transferred about
$14 million over five years to American University in Washington,
D.C,, to pay for consulting services related to the development of a
Nigerian university founded by Mr. Abubakar. American University
accepted the wire transfers without asking about the identity of the
offshore corporations or the source of their funds, because under current
law, the University had no legal obligation to inquire.

Angola Case History. The final case history examines three
Angolan PEP accounts, involving an Angolan arms dealer, an Angolan
government official, and a small Angolan private bank that caters to PEP
clients, to show how the accountholders gained access to the U.S.
financial system and attempted to exploit weak U.S. AML and PEP
safeguards.

Pierre Falcone is a notorious arms dealer who supplied weapons
during the Angolan civil war, a close associate of Angolan President
Jose Eduardo Dos Santos, and the target of lengthy criminal
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investigations resulting in his recent imprisonment in France. He used
personal, family, and U.S. shell company accounts at a U.S. bank in
Arizona to bring millions of doliars in suspect funds into the United
States and move those funds among a worldwide network of accounts.
Mr. Falcone was imprisoned in France for one year beginning in 2000,
was a fugitive from a 2004 French global arrest warrant, and was
convicted in France in 2007 and 2009, on charges related to illegal arms
dealing, tax fraud, and money laundering. He is now serving a six-year
prison sentence. Bank of America maintained nearly 30 accounts for
the Falcone family from 1989 to 2007, did not treat Mr. Falcone as a
PEP, and did not consider his accounts to be high risk, even after
learning in 2005 that he was an arms dealer and had been imprisoned in
the past. In 2007, after receiving a Subcommittee inquiry about the
Falcone accounts, the bank conducted a new due diligence review,
closed the accounts, and expressed regret at providing Mr. Falcone with
banking services for years.

Dr. Aguinaldo Jaime, a senior Angolan government official, was
head of Banco Nacional de Angola (BNA), the Angolan Central Bank,
when he attempted, on two occasions in 2002, to transfer $50 million in
government funds to a private account in the United States, only to have
the transfers reversed by the U.S. financial institutions involved. Dr.
Jaime invoked his authority as BNA Governor to wire transfer the funds
to a private bank account in California during the first attempt and,
during the second attempt, to purchase $50 million in U.S. Treasury bills
for transfer to a private securities account in California. Both transfers
were initially allowed, then reversed by bank or securities firm personnel
who became suspicious of the transactions. Partly as a result of those
transfers and the corruption concerns they raised, in 2003, Citibank
closed not only the accounts it had maintained for BNA, but all other
Citibank accounts for Angolan government entities, and closed its office
in Angola. In contrast, HSBC continues to provide banking services to
BNA in the United States and elsewhere, and may be providing the
Central Bank with offshore accounts in the Bahamas.

Banco Africano de Investimentos (BAI) is a $7 billion private
Angolan bank whose largest shareholder is Sonangol, the Angolan state-
owned oil company. It offers banking services to Sonangol, Angolans in
the oil and diamond industries, and Angolan government officials. Over
the last ten years, BAI gained entry to the U.S. financial system through
accounts at HSBC in New York, using HSBC wire transfer services,
foreign currency exchange, and U.S. dollar credit cards for BAI clients,
despite providing troubling answers about its ownership and failing to
provide a copy of its AML procedures to HSBC after repeated requests.
Despite the presence of PEPs in BAI’s management and clientele, HSBC
decided against designating BAI as a “Special Category of Client”
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requiring additional oversight until November 2008, years after the
account was first opened.

Together, these four case histories demonstrate the need for the
United States to strengthen its PEP controls to prevent corrupt foreign
officials, their relatives, and close associates from using U.S.
professionals and financial institutions to conceal, protect, and utilize
their ill gotten gains.

A.FINDINGS
This Report makes the following findings of fact.

(1) Lawyers. Two U.S. lawyers helped Teodoro Obiang, son of
the President of Equatorial Guinea, circumvent anti-money
laundering and PEP controls at U.S. banks by allowing him to
secretly use a series of attorney-client, law office, and shell
company accounts as conduits for his funds.

(2) Real Estate Agents. Two real estate agents helped
Mr. Obiang buy and sell multi-million-dollar residences in
California, and a real estate escrow agent facilitated his
purchase of a $30 million property by handling millions of
dollars wire transferred from Equatorial Guinea, without
verifying the source of the funds, since they had no legal
obligation to do so.

(3) Escrow Agents. After one U.S. escrow agent, as an AML
precaution, refused to complete the purchase of a Gulfstream
jet without obtaining information on the source of $38.5
million to be paid for the aircraft, another U.S. escrow agent
stepped in and completed the transaction with no questions
asked. The escrow agents had no legal obligation under
current law to inquire about the source of the funds.

Lobbyist. A U.S. lobbyist helped President Omar Bongo of
Gabon obtain six U.S.-built armored cars and U.S.
Government permission to buy six U.S.-built military cargo
aircraft from Saudi Arabia to support his regime, while
allowing his U.S. bank accounts to be used as a conduit for
$18 million in suspect funds in connection with those
transactions, with no questions asked.

(

S’

(5) Offshore Corperations. Jennifer Douglas, a PEP through her
marriage to Atiku Abubakar, former Vice President of Nigeria
used a series of U.S. bank accounts to bring over $25 million
in suspect funds into the United States via wire transfers from
offshore corporations.

>

(6) University. A U.S. university accepted over $14 million in
wire transfers from unfamiliar offshore shell corporations to
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pay for consulting services related to development of a
university in Nigeria founded by Mr. Abubakar.

(7) Personal Accounts. Pierre Falcone, a PEP through his close
association with the President of Angola and appointment as
an Angolan Ambassador, was able to use personal, family, and
U.S. shell company accounts at a U.S. bank in Arizona to
bring millions of dollars in suspect funds into the United States
and move those funds among a worldwide network of Falcone
accounts, despite his status as an arms dealer and a fong
history of involvement in criminal proceedings in France.

(8) Government Accounts. Dr. Aguinaldo Jaime, using his
authority as head of the Angolan Central Bank, attempted
without success, on two occasions in 2002, to transfer $50
million in government funds to a private account in the United
States.

(9) Correspondent Accounts. Banco Africano de Investimentos,
a $7 billion private Angolan bank that caters to PEPs, is not
treated as a PEP client subject to enhanced monitoring by its
U.S. correspondent bank.

(10)Vendor PEP Lists. Some vendors relied on by U.S. financial
institutions to screen clients for PEPs used incomplete and
unreliable PEP lists.

B. RECOMMENDATIONS
This Report makes the following recommendations.

(1) World Bank PEP Recommendations. Congress should
enact a law and the U.S, Treasury Department should
promulgate rules implementing the key recommendations of a
recent World Bank study to strengthen bank controls related to
Politically Exposed Persons (PEPs), including by requiring
banks to use reliable PEP databases to screen clients, use
account beneficial ownership forms that ask for PEP
information, obtain financial declaration forms filed by PEP
clients with their governments, and conduct annual reviews of
PEP account activity to detect and stop suspicious transactions.

(2) Real Estate and Escrow Agent Exemptions. Treasury
should repeal all of the exemptions it has granted from the
Patriot Act requirement for anti-money laundering (AML)
programs, including the 2002 exemption given to real estate
and escrow agents handling real estate closings, and sellers of
vehicles, including escrow agents handling aircraft sales, and
use its existing statutory authority to require them to
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implement AML safeguards and refrain from facilitating
transactions involving suspect funds.

(3) Attorney-Client and Law Office Accounts. Treasury should
issue an AML rule requiring U.S. financial institutions to
obtain a certification for each attorney-client and law office
account that it will not be used to circumvent AML or PEP
controls, accept suspect funds involving PEPs, conceal PEP
activity, or provide banking services for PEPs previously
excluded from the bank; and requiring enhanced monitoring of
such accounts to detect and report suspicious transactions.

{4) U.S. Shell Corporations. Congress should enact legislation
requiring persons forming U.S. corporations to disclose the
names of the beneficial owners of those U.S. corporations.

{5) Immigration Restriction. Congress and the Administration
should consider making significant acts of foreign corruption a
legal basis for designating a PEP and any family member
inadmissible to enter, and removable from, the United States.

(6) Visa Restriction. The State Department should strengthen its
enforcement of the law and Presidential Proclamation 7750
denying U.S. visas to foreign PEPs involved with corruption,
and law enforcement agencies should increase the assistance
they provide to State Department investigations of PEPs under
review.

(7) Professional Guidelines. Professional organizations,
including the American Bar Association, National Association
of Realtors, American League of Lobbyists, and American
Council for Education, should issue guidance to their members
prohibiting use of any financial account to accept suspect
funds involving PEPs, conceal PEP activity, facilitate suspect
transactions involving PEPs, or circumvent AML or PEP
controls at U.S. financial institutions.

(8) FATF Recommendations. The United States should work
with the international Financial Action Task Force on Money
Laundering to amend its existing 40+9 Recommendations to
strengthen anti-corruption and PEP controls.
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II. FOREIGN CORRUPTION AND MONEY LAUNDERING

Corruption has been increasingly condemned by the United States
and the international community for impeding the development of
honest government, democratic principles, and the rule of law. It is also
blamed for distorting markets, deterring investment, deepening poverty,
undermining international aid efforts, and fostering crime.' Some have
drawn connections between corruption, failed states, and terrorism.
Corruption also continues to be a massive problem. The World Bank
has estimated that $1 trillion in bribes alone exchange hands worldwide
each year.?

Combating corruption has long been an aim of the United States.
In 1977, for example, the United States became the first country in the
world to prohibit the payment of bribes to foreign public officials.’ In
1999, the Clinton Administration launched a major anti-corruption
initiative, sponsoring an international conference under the leadership of
Vice President Gore to increase the visibility of the issue. In 2001,
Congress enacted anti-corruption provisions in the Patriot Act, as
explained below. In 2004, the Bush Administration issued Presidential
Proclamation 7750, providing a legal basis for denying visas to foreign
officials involved in corruption.4 In 2006, President Bush issued a
national strategy to convince other nations to do the same.” In 2009,
Congress enacted legislation requiring the State Department to maintain
“a list of officials of foreign governments and their immediate family
members who the Secretary has credible evidence have been involved in
corruption relating to the extraction of natural resources” and making
such persons “ineligible for admission to the United States.”®

Subcommittee Work. The Permanent Subcommittee on
Investigations has contributed to the anti-corruption battle by conducting
several investigations over the past ten years into how politically

!'See, e. g., statement by the World Bank that corruption is “the single greatest obstacle to
economic and social development. It undermines development by distorting the rule of law and
weakening the institutional foundation on which economic growth depends.” David Chaikin and
J.C. Sharman, “Corruption and Money Laundering: A Symbiotic Relationship,” Palgrave, 2009,
at 11,

2 The World Bank, “The Costs of Corruption,” April 4, 2004,
http://web.worldbank.org/WBSITE/EXTERNAL/

NEWS/0,,contentMDK :20190187~menuPK:34457~pagePK:34370~piPK:34424~theSitePK:460
7,00 html.

? See Foreign Corrupt Practices Act, 15 U.S.C. § 78dd-1 et seq.

* Presidential Proclamation 7750 (January 2004),
www.whitehouse.gov/news/releases/2004/01/20040112-3.html. Prior to this proclamation,
corrupt foreign officials could and still can be denied visas on other grounds, including
involvement with organized crime, drug trafficking, money laundering, trafficking in human
persons, crimes of moral turpitude, and conduct detrimental to the interests of the United States.
See, e.g., Section 212(f) of the Immigration and Naturalization Act, § U.S.C. 1182 et seq.

* See “U.S. National Strategy to Internationalize Efforts Against Kleptocracy” (August 2006),
available at www.state.gov/p/inl/rls/fs/70365.

© See Section 7084 of the 2010 Omnibus Appropriations Act.
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powerful foreign officials, their relatives, and close associates utilize
U.S. financial institutions to conceal, transfer, and spend funds suspected
to be the proceeds of corruption.

In 1999, for example, the Subcommittee released a report and held
a hearing on four case histories of heads of states or their relatives who
used Citibank Private Bank to deposit at least $100 million each in
suspect funds.” In 2001, the Subcommitiee Chairman, Senator Carl
Levin, working with the Chairman of the Senate Banking, Housing, and
Urban Affairs Committee, Senator Paul Sarbanes, won enactment of
provisions in the Patriot Act which, for the first time, made the knowin
acceptance of foreign corruption proceeds a money laundering offense.
They also successfully included Patriot Act provisions which required
U.S. financial institutions to exercise enhanced due diligence before
opening a private banking account for a senior foreign political figure,
immediate relative, or close associate; conduct enhanced monitoring of
such accounts; and report suspicious transactions to law enforcement.’

In addition, the Patriot Act required a long list of U.S. financial
institutions to implement anti-money laundering (AML) programs, with
written policies, procedures and controls, an AML compliance officer,
employee training, and internal audits, unless explicitly exempted by the
Treasury Secretary.'® It also required them to obtain customer
identification information for each account opened.'’ Regulations issued
by Treasury over the next few years implemented those Patriot Act
provisions, requiring U.S. banks, securities firms, insurance companies,
futures commission merchants, jewelry businesses, and money service
businesses, among others, to develop the specified AML programs. At
the same time, however, Treasury exempted several groups from having
to establish AML programs, including hedge funds, the real estate
industry, and escrow agents.

7 “Private Banking and Money Laundering: A Case Study of Opportunities and Vulnerabilities,”
U.S. Senate Permanent Subcommittee on Investigations, S. Hrg. 106-428, (Nov. 9 and 10,
1999)(case histories involved Raul Salinas, brother to the President of Mexico, Omar Bongo,
President of Gabon; Ali Zadari, husband to the Prime Minister of Pakistan; and two sons of Sani
Abacha, then President of Nigeria).
# See Section 315 of the Patriot Act, P.L. 107-56 (Oct. 26, 2001), codified at 18 U.S.C.
§1956(c)(7)(B)(iv)(adds as a predicate offense for a money laundering prosecution “bribery of a
public official, or the misappropriation, theft, or embezzlement of public funds by or for the
benefit of a public official™).
? See Section 312 of the Patriot Act, P.L. 107-56 (Oct. 26, 2001), codified at 31 U.S.C. § 5318().
1% See Section 352 of the Patriot Act, P.L. 107-56 (Oct. 26, 2001), codified at 31 U.S.C.

5318(h).
§l See Section 326 of the Patriot Act, P.L. 107-56 (Oct. 26, 2001), codified at 18 U.S.C.
§ 5318(D).
2 See, e.g., See 31 CFR § 103,170, as codified by interim final rule published at 67 FR 21110
(April 29, 2002, as amended at 67 FR 67547 (November 6, 2002) and corrected at 67 FR 68935
(November 14, 2002)); Advance Notice of Proposed Rulemaking on Anti-Money Laundering
Program Requirements for “Persons Involved in Real Estate Closings and Settlements,” 68 FR
17569 (April 10, 2003).
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In 2004, the Subcommittee released a report and held a hearing
examining the extent to which U.S. financial institutions were
complying with the new Patriot Act provisions, using Riggs Bank in
Washington, D.C. as an example.” At that time, Riggs Bank provided
banking services for most of the foreign embassies in the nation’s capital
as well as for many heads of states, foreign government officials, and
their relatives. The Subcommittee presented evidence of the Bank’s
poor compliance with the Patriot Act provisions, using two case
histories.

The first case history found that Riggs Bank had opened over 60
accounts for the government of Equatorial Guinea (EG), the EG
President Teodoro Nguema Obiang Mbagasa, senior EG officials, and
their relatives; created offshore corporations and opened accounts in the
names of those offshore corporations for the President and his sons;
accepted millions of dollars in cash deposits from the President, his wife,
and other EG officials; and facilitated numerous suspect transactions
involving millions of dollars without alerting law enforcement. The
second case history showed that Riggs Bank had secretly opened
accounts for the former President of Chile, Augusto Pinochet, created
offshore corporations for him, accepted about $8 million in suspect
deposits, and secretly couriered millions of dollars in cashiers checks to
him in Chile. In 2005, a supplemental report by the Subcommittee
showed that Mr. Pinochet and his family members had opened a secret
network of over 125 accounts under a variety of names at financial
institutions operating in the United States.*

The investigation also determined that U.S. bank regulators,
including the Office of the Comptroller of the Currency and the Federal
Reserve, had identified serious deficiencies in Riggs® AML procedures,
instructed Riggs to improve, but then took no supervisory action when
Riggs failed to do so. The investigation showed that the supervisory
failures at Riggs were part of a larger pattern of lax AML oversight. In
response, beginning in 2005, U.S. bank regulators strengthened their
AML oversight efforts and initiated a number of enforcement actions to
compel stronger AML programs at U.S. financial institutions.

In 2005, Riggs Bank paid a $16 million criminal fine and a $25
million civil fine for failing to report suspicious activities to law
enforcement and to correct deficiencies in its AML program."> The
owners of the bank also paid a $5 million fine to a Spanish court for
failing to observe a court-ordered freeze on assets related to Augusto

13 “Money Laundering and Foreign Corruption: Enforcement and Effectiveness of the Patriot
Act,” U.S. Senate Permanent Subcommittee on Investigations, S. Hrg. 108-633 (July15, 2004).
" «“Supplemental Staff Report on U.S. Accounts Used by Augusto Pinochet,” U.S. Senate
Permanent Subcommittee on Investigations, S. Prt. 109-25, (March 16, 2005).

P US. v. Riggs Bank, CR 05-35 (RMU), 2005; In Re Riggs Bank, Case 2005-1, May 13, 2004.
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Pinochet. Later that same year, PNC ?urchased the bank, and the Riggs
name disappeared from U.S. banking. é

The Subcommittee’s past work and the findings in this Report
should be seen in the context, not only of U.S. efforts to combat
corruption, but also of the international community’s increasing efforts
to prevent, detect, and stop corruption. Some highlights of those efforts
include the following.

FATF Anti-Corruption Recommendations. One key source of
international efforts to combat corruption dates back to the 1989
formation of the Financial Action Task Force on Money Laundering
(FATF), which is the leading international body opposing money
laundering. Since its establishment, FATF has focused on exposing
money laundering and terrorist financing threats, setting international
standards to meet those threats, and conducting peer reviews to
encourage compliance with its standards. About 170 jurisdictions have
pledged to comply with FATF standards. In 2003, FATF strengthened
its longstanding 40 Recommendations to combat money laundering, and
issued 9 Special Recommendations to combat terrorist financing."” The
FATF 40+9 Recommendations include provisions to combat the
laundering of corruption proceeds, including Recommendation No. 6
which directs FATF member countries to require their financial
institutions to screen clients to identify Politically Exposed Persons
(PEPs) — defined as individuals entrusted with prominent public
functions, their relatives, and close associates — “take reasonable
measures to establish the source of wealth and the source of funds” in
PEP transactions, and “conduct enhanced ongoing monitoring of the
business relationship.”

1997 OECD Anti-Bribery Convention. Another major
development was the 1997 OECD Convention on Combating Bribery of
Foreign Public Officials in International Business Transactions, which
obligates its signatories to criminalize the bribery of foreign officials.®
Prior to this convention, payments made to foreign officials to obtain
contracts or other goods or services were not always viewed as crimes;
some countries even viewed such payments as tax deductible business
expenses.”” The OECD Convention rejected that approach and instead
followed the lead of the U.S. Foreign Corrupt Payments Act in
outlawing such payments as bribes. To comply with the Anti-Bribery
Convention’s requirements, signatories must enact domestic laws
making the payment of bribes to foreign officials a criminal offense.

16 See, e.g., Associated Press, “Final Chapter Nears in Riggs Bank Drama,” March 29, 2005,
7 http:/iwww. fatf-
;gaﬁ.org/document/ZS/Oﬁ343,en_322503'79_32236930_33658140‘1_1w1~1,00‘html.
% See OECD website,
?gttp://www‘oecd.org/documend20/0,3343 .en_2649 34859 2017813 _1_1_1_1,00.htmi.
See, e.g.,
http://www.oecdobserver.org/mews/fullstory.php/aid/245/Writing_off_tax_deductibility_.html.
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The OECD concentrated at first on encouraging its member countries to
enact those domestic laws. In recent years, the focus of the Anti-Bribery
Convention has shifted to encouraging countries to enforce the laws now
on the books.*’

2001 Basel Directive. In 2001, the Basel Committee on Banking
Supervision, an international body of banking supervisors that
formulates banking policy and guidance, brought the corruption issue to
the attention of banks worldwide when it issued a statement on
“customer due diligence.” That statement included strong language on
the need for banks to identify PEPs and avoid the acceptance of corrupt
proceeds:

“Accepting and managing funds from corrupt PEPs will severely
damage the bank’s own reputation and can undermine public
confidence in the ethical standards of an entire financial centre,
since such cases usually receive extensive media attention and
strong political reaction. ... [I]tis clearly undesirable, unethical
and incompatible with the fit and proper conduct of banking
operations to accept or maintain a business relationship if the bank
knows or must assume that the funds derive from corruption or
misuse of public assets. There is a compelling need for a bank
considering a relationship with a person whom it suspects of being
a PEP to identify that person fully, as well as people and
companies that are clearly related to him/her.”!

2003 UN Convention Against Corruption. Still another key
development was the 2003 United Nations Convention Against
Corruption (UNCAC). Currently, over 140 countries have signed the
UNCAC, which entered into force in 2005.7* Tt requires signatories to
criminalize a wide range of corrupt acts, including not only bribery and
embezzlement, but also influence peddling and money laundering.
Among other provisions, the UNCAC directs signatories to require their
banks “to verify the identity of customers, to take reasonable steps to
determine the identity of beneficial ownership of funds deposited into
high-value accounts and to conduct enhanced scrutiny of accounts
sought or maintained by or on behalf of individuals who are, or have
been, entrusted with prominent public functions and their family
members and associates.” In addition, UNCAC strengthened
international anti-corruption efforts by requiring signatories to provide
mutual legal assistance to extradite and prosecute offenders, including
by gathering and providing evidence to the prosecuting country.

*® I June 2009, Transparency International found that only Germany, Norway, Switzerland, and
the United States were adequately enforcing anti-bribery laws. See http://www.transparency.org/
news_room/latest_news/press_releases/2009/2009_06_23 2009_oecd_progress_report. In one
highly visible case, in 2006, the U.K. Serious Fraud Office scuttled an investigation into alleged
bribe payments made by a large company, BAE, to Saudi Arabian officials to secure a large arms
contract. http://www.oecd.org/datacecd/43/13/38962457 pdf.

2! Basel Committee on Banking Supervision, “Customer Due Diligence for Banks,” (Bank for
International Settlements, October 2001), paragraphs 42-43.

2 http://www.unodc.org/documents/treaties/UNCAC/Publications/Convention/08-50026_E.pdf.
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UNCAC also required signatories to support the tracing, freezing, and
seizure of illicit funds, placing a special focus on recovery of assets
stolen by corrupt officials. UNCAC was further strengthened at a recent
conference in Doha, when the signatories agreed to undergo a peer
review process to evaluate their compliance with its provisions.

StAR Initiative and 2009 PEP Study. Still another major anti-
corruption advance occurred in 2007, when the World Bank and the
United Nations Office on Drugs and Crime (UNODC) launched the
Stolen Asset Recovery Initiative (StAR). StAR’s key mission is to help
developing countries recover funds lost due to corruption. On its
website, it states: “StAR’s objective is to reduce barriers to asset
recovery and thereby encourage and facilitate more systematic and
timely return of stolen assets.”” To accomplish this objective, StAR
works with countries around the world to build national capacity to
detect and respond to corruption, finances training, develops “how to”
guides and information systems, and assists with the preparation of
repotts, legal research, financial analyses, and mutual legal assistance
requests.

In November 2009, the StAR Initiative trained a spotlight on PEP
issues by releasing a study examining how banks handle PEP accounts
and transactions.”* The report concluded: “The picture today is of an
overall failure of effective implementation of international PEP
standards” and “surprisingly low compliance” with FATF requirements
on PEPs.”® The report identified a number of problems, including a lack
of political will to address PEP issues, the absence of enforceable legal
and regulatory frameworks to address PEP issues, limited due diligence
requirements, inadequate PEP databases, and use of associates,
intermediaries, and legal entities to hide PEP involvement. To “prevent
corrupt PEPs from abusing domestic and international financial systems
to launder the proceeds of corruption,” the report recommends that
banks strengthen PEP identification systems and use regulator-approved
PEP databases; eliminate artificial limits on how long an individual can
be considered a PEP; obtain written beneficial ownership information
for each account to detect PEPs using third parties to hide their
activities; request public officials to provide any asset and income
disclosure forms filed with their government authorities; and conduct at
least annual reviews of PEP accounts to get a complete view of the
relationship and identify any suspicious transactions.

G-8 and G-20 Anti-Corruption Efforts. In addition to the FATF,
Basel, OECD, UN, and World Bank efforts, the G-8 and G-20 groups of

3 www.worldbank.org/star.

% The World Bank StAR Initiative, “Politically Exposed Persons: A Policy Paper on
Strengthening Preventative Measures” (November 2009), www.worldbank.org/star.
1d,, at XV.
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countries have also undertaken anti-corruption efforts. In 2003, for
example, at the Evian Summit, the G-8 group of countries released an
action plan entitled, “Fighting Corruption and Improving
Transparency.”® This statement laid out concrete steps aimed at
fighting corruption, such as conditioning budgetary support and trade
agreements on tackling corruption, encouraging participation in fiscal
transparency programs, and passing domestic laws aimed at requiring
financial institutions to conduct adequate due diligence to halt suspect
transactions. It also stated that the G-8 countries supported requiring
financial institutions to establish “procedures and controls to conduct
enhanced due diligence on accounts of “politically exposed persons,” and
thereby to detect and report transactions that may involve proceeds of
foreign official corruption.””’

More recently, in March 2009, the G-20 group of nations called for
stronger enforcement of anti-corruption measures involving PEPs, in a
Working Group on Reinforcing International Cooperation and
Promoting Integrity in Financial Markets.?® In September 2009 at the
Pittsburgh summit, the G20 Heads of State issued an official statement
asking FATF “to help detect and deter the proceeds of corruption by
prioritizing work to strengthen standards on customer due diligence,
beneficial ownership, and transparency.”® The Heads of State also
confirmed their commitment to enforcement of transnational anti-bribery
laws, ratification of the UN Convention Against Corruption, and
adoption of a mechanism to measure compliance with that Convention.

2008 Wolfsberg PEP Guidelines. The financial industry has also
contributed to anti-corruption efforts. About ten years ago, eleven of the
world’s largest financial institutions formed the Wolfsberg Group as a
voluntary private association dedicated to combating money
laundering.®® In May 2008, as part of that effort, the Wolfsberg Group
updated its 2003 guidelines on handling PEPs and applied them to all
PEP accounts rather than just private banking accounts.”' The
guidelines discuss identification of PEPs, and use of relatives, third
parties, and legal entities to disguise PEP activities. It recommends that
banks ask potential clients whether they are PEPs, screen clients against

% See

http/fwww.g8.fi/evian/english/navigation/2003_g8 summit/summit_documents/fighting_corrup
tion_and_ improving_transparency -_a g8 action_plan.html,

?T1d, at paragraph 4.2.

8 G20 Working Group on Reinforcing International Cooperation and Promoting Integrity in
Financial Markets (SG2), March 27, 2009, at paragraph 41.

¥ (20, “Leaders’ Statement, The Pittsburgh Summit,” (September 24-25, 2009), at paragraph
42, http://www.pittsburghsummit.gov/mediacenter/129639.htm.

3 The participating banks are Banco Santander, Bank of Tokyo-Mitsubishi, Barclays, Citigroup,
Credit Suisse, Deutsche Bank, Goldman Sachs, HSBC, JPMorgan Chase, Societe Generale, and
UBS.

3! See “Wolfsberg Frequently Asked Questions (‘FAQs”) on Politically Exposed Persons
(‘PEPs’),” http://www.wolfsberg-principles.com/pdf/PEP-FAQ-052008.pdf,
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PEP databases, and establish a procedure for senior bank officials’
approval of PEP clients. The guidelines also recommend enhanced
monitoring of accounts controlled by PEPs, and training employees to
increase awareness of the associated risks. The guidelines caution that
existing customers may become PEPs in the future, and recommend
enhanced due diligence when a PEP controls a corporation that has or is
attempting to establish a relationship with the bank.

Public Interest Organizations. Many other public interest
organizations are also active in the battle against corruption.
Transparency International, for example, works with local anti-
corruption groups around the world and publishes an annual Corruption
Perceptions Index that focuses attention on corruption problems. Global
Witness investigates and exposes corruption problems in specific
countries. The Extractive Industries Transparency Initiative (EITI),
launched in 2002, seeks to curb corruption primarily in the oil, gas, and
mining sectors. EITI requires corporations involved in extractive
industries to disclose royalty and other payments made to government
officials, and then requires the recipient governments to disclose the
revenues produced from those sectors, with the aim of increasing
transparency and reducing corruption. Publish What You Pay (PWYP)
is another group aimed at holding governments accountable for revenues
derived from the oil, gas, and mining sectors. Active in nearly 70
countries, PWYP urges governments to disclose not just company
payments and government revenues, but also license agreements and
contracts, while supporting a variety of transparency and anti-corruption
initiatives. Still other groups, such as the Global Financial Integrity
Program, the Tax Justice Network, and Sherpa contribute to anti-
corruption efforts in a variety of ways, encouraging academic research,
building anti-corruption capabilities, filing legal actions, and adding to
the visibility and urgency of the issue.

This Report seeks to contribute to U.S. and international anti-
corruption efforts by exposing some of the tactics being used by PEPs to
bring suspect funds into the United States and offering recommendations
to strengthen U.S. AML and PEP controls. The Subcommittee’s
investigation shows that, although U.S. financial institutions have
become more vigilant over time and less willing to harbor suspect funds,
PEPs are still often able to bring millions of dollars into the United
States without having to answer questions about the source of their
funds. Some of these PEPs escape detection for years at a time due to
inadequate screening of potential PEP clients by banks, by using routine
bank accounts not subject to enhanced monitoring, or by finding banks
with lax due diligence procedures. Other PEPs conceal their
transactions by acting through third parties, using shell company,
attorney-client, law office, escrow agent, trust, and other accounts to
move their funds into the U.S. financial system. Still others exploit
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weak controls in U.S. wire transfer systems to bypass AML or PEP
scrutiny. The Report’s four case studies present actual examples of how
some foreign officials, their relatives, or close associates have persuaded
U.S. lawyers to help them circumvent AML and PEP safeguards at U.S.
banks, convinced U.S. real estate and escrow agents to handle suspect
funds, used a U.S. lobbyist’s bank account to distribute offshore funds,
and even convinced U.S. university officials to accept millions of dollars
from unknown offshore corporations.

In addition to exposing some of these tactics, the Report offers a
range of recommendations to stop the abuses. They include tightening
bank procedures for screening PEP clients, requiring written beneficial
ownership forms for accounts to detect PEP involvement, and
conducting annual reviews of PEP accounts to identify suspicious
transactions; eliminating existing AML exemptions for real estate and
escrow agents handling millions of dollars in realty and vehicle
transactions; cracking down on the misuse of attorney-client and law
office accounts to carry out PEP transactions outside of bank AML and
PEP controls; urging professional organizations to issue guidance to
their members against facilitating suspect transactions for PEPs; calling
on the United States to make better use of its visa and immigration
systems to deny entry to corrupt foreign officials; and supporting the
ongoing international effort to strengthen the anti-corruption and PEP
provisions in FATF’s 40+9 Recommendations.

Senior foreign officials engaged in large-scale corruption can have
a disproportionate impact on a country, a region, even a generation of
citizens victimized by a corrupt society. They can export problems by
spreading corruption internationally, undermining the rule of law,
encouraging crime, and even opening the door to terrorism. In some
cases, those engaged in large-scale corruption have sought the services
provided by a modern financial system that can store, protect, invest,
and transfer their funds efficiently. To keep that corruption out of the
United States, it is time to build stronger legal barriers, not only in our
banks, but in a range of U.S. professions.
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III. OBIANG CASE STUDY: USING U.S. LAWYERS,
REAL ESTATE AND ESCROW AGENTS, AND WIRE
TRANSFER SYSTEMS TO BRING SUSPECT FUNDS
INTO THE UNITED STATES

Teodoro Nguema Obiang Mangue is the 40-year-old son of
Teodoro Nguema Obiang Mbasogo, the President of Equatorial Guinea
(EG). For more than ten years, he has held the post of EG Minister of
Agriculture and Forestry, and has been seen as a likely successor to the
EG Presidency. Mr. Obiang and his father have also long been
suspected of accumulating substantial wealth from acts of corruption.
This case study examines how, from 2004 to 2008, Mr, Obiang
employed the services of a variety of U.S. professionals, including
attorneys, real estate and escrow agents, insurance brokers, and others,
to bring more than $100 million in suspect funds into the United States
to advance his interests. At times, the U.S. professionals he employed
acted openly on his behalf; at other times, they hid his involvement in
transactions, especially from U.S. banks on guard against handling
suspect funds. This case history details how Mr. Obiang employed these
U.S. professionals to help him move money through at least six large
and small U.S. banks, often by using attorney-client, escrow, or shell
company accounts or by using wire transfer systems unequipped to
detect or block incoming wire transfers from Obiang accounts abroad.

This case history demonstrates, for example, how Mr. Obiang
employed two U.S. attorneys, Michael Berger and George Nagler, to
help him bring millions of dollars in suspect funds from Equatorial
Guinea into the United States, carry out certain transactions, and pay his
bills and expenses. These attorneys, each of whom operated
independently of the other, formed U.S. shell companies under
California law for Mr. Obiang’s use, including Beautiful Vision, Inc.,
Unlimited Horizon, Inc., Sweetwater Malibu, LLC, Sweetwater
Management, Inc., and Sweet Pink, Inc. Each attorney helped open U.S.
bank accounts for those shell corporations and helped use some of those
corporate accounts to pay Mr. Obiang’s bills and expenses. In addition,
each allowed his own attorney-client and law office accounts to serve as
conduits for Obiang funds, accepting millions of dollars in wire transfers
from Equatorial Guinea, moving those funds into other Obiang-related
accounts, and using the funds to pay Obiang-related bills and expenses.
Each attorney also worked with other U.S. professionals, including
bankers, property managers, insurance brokers, and real estate and
escrow agents, to advance Mr. Obiang’s interests.

In addition, Mr. Obiang employed two U.S. real estate agents, Neil
Baddin and John Kerrigan, to buy and sell high-end California real
estate, including a 2006 purchase of a $30 million residence in Malibu
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and 2004 sale of a $7.7 million residence near Los Angeles. A U.S.
escrow company, First American Trust, helped Mr. Obiang purchase the
Malibu property without using a mortgage, accepting $30 million in wire
transfers from Equatorial Guinea to complete the transaction. Another
U.S. escrow company, Insured Aircraft Title Services, Inc. (IATS),
facilitated Mr. Obiang’s purchase of a Gulfstream jet, again without a
mortgage, by accepting $38.5 million in wire transfers from Equatorial
Guinea and forwarding those funds through U.S. bank accounts for the
seller of the aircraft. TATS agreed to handle the Gulfstream transaction
after another U.S. escrow company, McAfee & Taft, had declined, as an
anti-money laundering precaution, to complete the purchase without
information on the source of the $38.5 million.

Documents also show that, throughout the four years examined by
the Subcommittee, Mr. Obiang exploited lax anti-money laundering
{AML) and PEP controls at U.S. financial institutions. Documents
reviewed by the Subcommittee show, for example, that Mr. Obiang
surreptitiously used attorney-client, law office, shell company, and other
third party accounts to obtain access to the U.S. financial system, even at
banks that had previously closed his accounts and declined to do
business with him. In addition, from 2004 to 2008, he brought over
$100 million into the United States using wire transfer systems at just
two U.S. financial institutions, Wachovia Bank and Citibank. Neither
system had been programmed to detect or block wire transfers bearing
his name. In 2009, Wachovia took steps for the first time to block wire
transfers with Mr. Obiang’s name, while Citibank declined to take the
same action due to projections that identifying, freezing, and
investigating these wire transfers would generate too much work for its
anti-money laundering staff.

Many of the U.S. professionals examined in this case history were
under no legal obligation to take anti-money laundering precautions
when dealing with a PEP, to evaluate the source of funds supplied by a
PEP, or to refrain from handling suspect funds involving a PEP. For
example, attorneys are currently not required by U.S. anti-money
laundering (AML) statutes to establish AML controls to prevent or
detect money laundering, and no U.S. professional rules or voluntary
AML guidelines require attorneys to perform due diligence before
accepting a client, evaluate the source of client funds, or refrain from
using their attorney-client or law office accounts to conceal PEP
transactions from the financial institution providing the accounts.”

32 Attorneys are not subject to the major U.S. AML laws that require banks and other entities to
establish AML programs to prevent, detect, and report suspicious transactions to law
enforcement. See, e.g., list of covered entities at 31 U.S.C. §5312(a}(2). The American Bar
Association does not provide official guidance for U.S. attorneys on how to handle AML issues
or establish AML programs, although discussions and work to develop such guidance have been
underway since at least 2002. The American Bar Association’s existing Model Rules of
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In 2008, for the first time, the Financial Action Task Force on
Money Laundering (FATF) issued international guidance for members
of the legal profession to address many AML issues.”” The FATF
guidance recommends, for example, that attorneys perform due
diligence before accepting clients, evaluate the risk posed by particular
clients, analyze the source of client funds, and monitor client activity for
suspicious transactions. Paragraph 109 of the FATF guidance
recommends that attorneys treat PEPs as high risk clients requiring
enhanced due diligence and monitoring. In addition, Paragraph 110
recommends that attorneys treat certain services as high risk, including
services in which attorneys “handle the receipt and transmission of funds
through accounts they actually control.” This guidance, however, was
issued after most of the events reviewed in this Report and was never
intended to be legally binding on U.S. attorneys.

With respect to real estate and escrow agents, since 1988, U.S.
AML laws have identified “persons involved with real estate closings
and settlements” and “business[es] engaged in vehicle sales, including
automobile, airplane, and boat sales” as vulnerable to money laundering
abuses and in need of AML safeguards, due to the large amounts of
money involved in their transactions.”® In 2001, after the 9/11 terrorist
attack and as part of its effort to strengthen U.S. AML safeguards, the
Patriot Act explicitly required such businesses to establish AML
programs, unless exempted by the Treasury Department.® Six months
later, however, in 2002, the Treasury Department “temporarily”
exempted both categories of businesses from having to establish AML

(9/16/2009). For example, while the Model Rules require attorneys to track and safeguard client
property held in attorney-client accounts, they do not address issues related to using an attorney-
client account to conceal a client’s transactions or circumvent AML or PEP controls at a
financial institution. The Model Rules do caution attorneys against engaging in criminal or
fraudulent conduct. See, e.g., Model Rule 1.2(d) (an attorney “shall not counsel a client to
engage, or assist a client, in conduct that the lawyer knows is criminal or fraudulent”); Rule 8.4
(it is professional misconduct for an attorney to engage in conduct “involving dishonesty, fraud,
deceit or misrepresentation”™). Attorneys are also subject to U.S. criminal prohibitions against
participating in a money laundering offense, see, e.g., 18 U.S.C. §§ 1956, 1957; and doing
business with terrorists, narcotics traffickers, or other criminals identified on lists compiled by
the Office of Foreign Assets Control, see OFAC lists, U.S. Dept. of Treasury,
http://www.ustreas.gov/offices/enforcement/ofac/sdn/. In addition, attorneys engaged in a
business are required to file reports, Form 8300, with the Internal Revenue Service if they
receive cash payments of $10,000 or more. (“Each person engaged in a trade or business who, in
the course of that trade or business, receives more than $10,000 in cash in one transaction or in
two or more related transactions, must file Form 8300.”) See http://www.irs.gov/pub/irs-
pdf/f8300.pdf. See also United States v, Moffitt, Zwerling & Kemler, 83 F.3d 660 (4% Cir.
1996)(law firm that did not examine the source of its fees can be required to forfeit them as
g)roceeds of narcotics trafficking).

3 See FATF, “RBA Guidance for Legal Professionals,” October 23, 2008.
¥ See 31 U.S.C. § 5312(2)(2)(T) and (U).
% See Section 352 of the Patriot Act of 2001, P.L. 107-56 (October 26, 2001), codified at 31
U.S.C. § 5318(h).
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programs.”® In 2003, Treasury solicited comments to develop a
proposed AML rule for real estate businesses, but took no further
action.”” Today, eight years after enactment of the Patriot Act, the
Treasury Department has yet to propose or finalize a rule requiring
businesses engaged in either real estate closings or vehicle sales,
including aircraft sales, to establish AML safeguards. In addition, none
of the relevant business sectors has developed voluntary AML guidance
for their members.”®

In contrast, since 2001, U.S. financial institutions have been
required by law to set up AML programs, with AML policies,
procedures, and controls; a compliance officer; employee training; and
an internal audit function to ensure compliamce.39 Their AML programs
typically require personnel to know their customers, evaluate the source
of client funds, identify high risk clients, apply enhanced monitoring to
high risk clients, and report suspicious transactions to law enforcement.
Despite these requirements, some of the banks handling Obiang-related
accounts did not designate the accounts as high risk and allowed them to
receive suspect funds from Equatorial Guinea.

A.Background

Equatorial Guinea. Equatorial Guinea is a small country of about
600,000 persons located on the west coast of Africa between the
countries of Cameroon and Gabon.* Its official languages are Spanish
and French.”! Originally a Portuguese colony, Equatorial Guinea was

% See 31 CFR § 103.170, as codified by interim final rule published at 67 FR 21110 (April 29,
2002, as amended at 67 FR 67547 (November 6, 2002) and corrected at 67 FR 68935 (November
14, 2002).

7 See Advance Notice of Proposed Rulemaking on Anti-Money Laundering Program
Requirements for ‘Persons Involved in Real Estate Closings and Settlements,” 68 FR 17569
(April 10, 2003), http://www .fincen.gov/statutes_regs/frn/pdf/352_real_estate_04102003.pdf.

8 The National Association of Realtors, for example, has developed a detailed Code of Ethics
for real estate agents, but none of the Code provisions addresses AML concerns. See 2010 Code
of Ethics and Standards of Practice of the National Association of Realtors, www.realtor.org.
The Association has instead developed educational materials for its members on money
laundering and terrorist financing, without official guidance on how to address the issues. See,
e.g., “The Basics, Money Laundering and Terrorist Financing,”
http://www.realtor.org/government_affairs/gapublic/business_issues_money_laundering;
Subcommittee interview of National Association of Realtors, January 13, 2010. Real estate and
escrow agents, like attorneys, are subject to U.S. criminal prohibitions against participating in a
money laundering offense, see, e.g., 18 U.8.C. §§ 1956, 1957, and doing business with terrorists,
narcotics traffickers, or other criminals identified on lists compiled by the Office of Foreign
Assets Control, hitp://www.ustreas.gov/offices/enforcement/ofac/sdn/. Real estate and escrow
agents are also required to file Form 8300 reports with the Internal Revenue Service if they
receive cash payments of $10,000 or more.
* See Section 352 of the Patriot Act of 2001, P.L. 107-56 (October 26, 2001), codified at 31
U.S.C. § 5318(h).
:?2008 World Fact Book, U.S. Central Intelligence Agency.

1d.
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ceded to Spain in 1778, which granted it independence 190 years later in
1968.%

Equatorial Guinea (EG) possesses substantial natural resources.
Following the discovery of oil in 1996, Equatorial Guinea has become
the third largest oil producer in sub-Saharan Africa,” generating about
500,000 barrels per day by 2007.* In 2007 alone, Equatorial Guinea
reportedly sold about 1.8 billion barrels of oil for $4.3 billion, which
comprised about 90 percent of the EG economy.” U.S. oil companies
help produce roughly 75 percent of Equatorial Guinea’s oil,* leading to
the institution of direct airline flights between Houston, Texas and the
EG capital city, Malabo." In addition to oil, Equatorial Guinea has
significant timber resources, which provides its second major export
commodity.

EG oil and timber resources have done little, however, to raise the
living standards of the EG population. Although the country ranks in the
top fifth of nations in gross domestic product per capita due largely due
to its oil revenues,*® poverty is widespread. Equatorial Guinea ranks, for
example, 115th of 179 nations on the United Nation’s Human
Development Index.* EG citizens have a low life expectancy and suffer
from the 17th highest infant mortality rate in the world.”® The World
Bank has determined that, between 1995 and 2002, roughly 39 percent
of EG children under the age of five were malnourished, and only 44
percent of the population had access to safe drinking water.”’

“1.8. Department of State, Background Notes: Equatorial Guinea,
http://www.state.gov/r/pa/ei/bgn/7221 htm; 2008 World Fact Book, U.S. Central Intelligence
Agency.

“The World Bank, Equatorial Guinea,

http://web.worldbank.org/ WBSITE/EXTERNAL/COUNTRIES/AFRICAEXT/EQGUINEAEXT
N/0,,menuPK:352197~pagePK:141132~piPK:141109~theSitePK:352171,00.html.

4 11.S. Department of State, Background Notes: Equatorial Guinea,
http://www.state.gov/r/pa/ei/bgn/7221 htm.

# “Equatorial Guinea; Poverty Rife in Africa’s *Kuwait,” Africa News (10/6/2008), citing Bank
?()f Iflientral African States, http://allafrica.com/stories/200810061482 html.

1 The Independent, “A Murderous Dictator, His Rapper Son and a $700M-a-Year Oil Boom,”
March 16, 2004, http://www.independent.co.uk/news/world/africa/a-murderous-dictator-his-
rapper-son-and-a-700mayear-oil-boom-566494 html.

2008 World Fact Book, U.S. Central Intelligence Agency.

*9 The Human Development Index is a product of the United Nations Development Programme
(UNDP). It “provides a composite measure of three dimensions of human development: living a
long and healthy life (measured by life expectancy), being educated (measured by adult literacy
and enrolment at the primary, secondary and tertiary level) and having a decent standard of
living (measured by purchasing power parity, PPP, income).” See:
http://hdrstats.undp.org/en/countries/country_fact_sheets/cty fs GNQ.html.

%0 2008 World Fact Book, U.S. Central Intelligence Agency. See also U.N. Human Development
Reports, http:/hdr.undp.org/en/statistics/.

S'The World Bank, Equatorial Guinea,
http://web.worldbank.org/WBSITE/EXTERNAL/COUNTRIES/AFRICAEXT/EQGUINEAEXT
N/0,,menuPK:352197~pagePK:141132~piPK:141109~theSitePK:352171,00.html.
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Equatorial Guinea has had only two presidents since gaining
independence in 1968. Francisco Macias Nguema was elected the first
EG President in 1968. By 1972, he had taken the title of “President-for-
Life,” and during ten years of autocratic rule, saw the EG population
contract by one-third. In 1979, his nephew, Teodoro Obiang Nguema
Mbasogo, led a successful coup, executed his uncle, and assumed the
presidency.

Over the next 30 years, President Obiang was declared the winner
of five successive elections to seven-year terms, in 1982, 1989, 1996,
2002, and 2009.% International observers have criticized the fairness of
those elections, questioning vote totals that, for example, in 1996 and
2002, showed President Obiang winning 98% and 97% of the vote,
respectively.”* His vote total in 2009 was announced as 95%.% Critics
have also condemned his administration for widespread human rights
abuses and suppression of political opposition.*® In its 2008 Human
Rights Report, the U.S. State Department noted improvements from past
years, but also criticized a host of EG human rights abuses, including
“limited ability of citizens to change their government; increased reports
of unlawful killings by security forces; government-sanctioned
kidnappings; systematic torture of prisoners and detainees by security
forces; life threatening conditions in prisons and detention facilities;
impunity; arbitrary arrest, detention, and incommunicado detention;
harassment and deportation of foreign residents with limited due
process; judicial corruption and lack of due process; restrictions on the
right to privacy; restrictions on freedom of speech and of the press ...
[and] government corrup‘cion.”57

Transparency International’s Corruptions Perception Index has
consistently ranked Equatorial Guinea as having one of the most corrupt
images in the world, with the 2008 index ranking it 171 out of the 180
countries evaluated.”® During the same time period, President Obiang’s
personal wealth appears to have increased. In 2006, President Obiang
was named by Forbes as one of the world’s ten wealthiest rulers, with an

2 U.8. Department of State, Background Notes: Equatorial Guinea,

gnp://www.state.gov/r/pa/ei/bgn/ 7221 htm.
1d.

*1d.

%5 See 12/2/09 statement issued by the EG Ambassador to the United States, Purificacion Angue
Ondo, “Republic of Equatorial Guinea Releases Final Presidential Election Results,” available
on PRNewsire-USNewsWire.

% See, e.g., CBS News: 60 Minutes, “Kuwait of Africa,” July 18, 2004, htp://www.cbsnews.
com/stories/2003/11/14/60minutes/main583700.shtml.

371.8. Department of State, 2008 Human Rights Report: Equatorial Guinea, February 25, 2009.
%8 Transparency International, “Transparency International 2008 Corruption Perceptions Index.”
http://www.transparency.org/news_room/in_focus/2008/cpi2008/cpi_2008_table.
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estimated personal wealth of $600 million.” In 2008, Parade Magazine
named President Obiang as one of the world’s worst dictators.”’

Teodorin Obiang. Teodoro Nguema Obiang Mangue,
nicknamed “Teodorin,” is the eldest son of President Obiang and First
Lady Constancia Mangue Nsue Okomo.®' For at least ten years, he has
held the post of EG Minister of Agriculture and Forestry. He reportedly
collects an official government salary of approximately $5,000 per
month or $60,000 per year.®> Despite this modest salary, Mr. Obiang is
known to live a lavish lifestyle with multiple real estate holdings,
automobiles, and extravagant spending sprees.®

In 2004, as part of an investigation into how Riggs Bank was
implementing Patriot Act provisions to curb money laundering and
foreign corruption, the Subcommittee released documents related to 60
Riggs Bank accounts that had been opened by Equatorial Guinea, EG
officials, and their relatives, including Teodorin Obiang. One Riggs
Bank analysis evaluated Mr. Obiang’s business activities, noting that in
addition to his government position, he was the sole owner of a key EG
forestry company, Grupo Sofana, with exclusive rights to export EG
timber, and controlled an affiliated EG timber company, Somagui

% See forbes.com, “Fortunes of Kings, Queens, and Dictators,” May 5, 2006, see online at
http:/www forbes.com/2006/05/04/rich-kings-dictators_cz_lk_0504royals.html,

 Parade Magazine, “The World’s Worst Dictators,” 2008,
http://www.parade.com/dictators/2008/index.jsp.

¢! The Scotsman, “Coup Plot Conviction Increases the Pressure on Mark Thatcher,”August 28,
2004. http://news.scotsman.com/topstories/Coup-plot-conviction-increases-the. 2559206 jp.

% See African Development Informatjon Service ~ People Record: Teodoro Nguema Obiang,
http://www.afdevinfo.com/htmlreports/peo/peo_8085.html.

8 See, e.g., The Times Online, “Playboy Waits for His African Throne,” September 3, 2006,
http://www.timesonline.co.uk/tol/news/world/article626511.ece; The Star, “African Oil Sheik
Goes on South African Spending Spree,” July 20, 2005, page 1. Mr. Obiang’s well-publicized
spending sprees include the following:

e According to press reports, on one weekend in 2005, Mr. Obiang purchased two
Bentleys, a Lamborghini, and two multi-million dollar luxury houses in Cape Town,
South Africa, http://www.iol.co.za/index.php?set_id=1&click_id=86&art_
id=vn20050720063046112C699596; Times Online “President’s Playboy Son Splashes
Out £1M in Luxury Car Spree,” July 21, 2005.
http://www.timesonline.co.uk/tol/news/world/article546244.ece; The Star, “Playboy’s
High Life: Dictator’s Son Spends Millions on Cars, Houses, and Champaigne in SA,”
July 20, 2003, http://www.thestar.co.za/index.php?fArticleld=2631945.

e In 2003, Mr. Obiang was observed traveling around Paris in a Lamborghini and
purchasing as many as 30 designer suits in one afternoon while being foliowed by French
media. CBS News: 60 Minutes, “Kuwait of Africa,” July 18, 2004.
http://www.cbsnews.com/stories/2003/11/14/60minutes/main583700.shtml.

» According to another press report, in 2006, Mr. Obiang spent nearly $700,000 to rent
Microsoft founder Paul Allen’s yacht “Tatoosh” for a Christmas cruise off St. Barts to
entertain a former girlfriend. NY Daily News, “Has Eve’s Fling Brought Her a Despot of
Gold,” February 20, 2006, http://www.nydailynews.com/archives/gossip/
2006/02/20/2006-02-20_has_eve_s_{fling_brought_her_html.
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Forestal.** The Riggs documentation also showed that, from 1997
through 2003, Mr. Obiang was associated with over a dozen U.S. bank
accounts which, at times, received millions of dollars in deposits. The
2004 report released by the Subcommittee summarized these accounts as
follows.

“While the E.G. President’s eldest son, Teodoro Nguema Obiang,
the E.G. Minister of Forestry, did not have any personal accounts
at Riggs, he was the beneficial owner of three accounts opened in
the name of companies he controlled. Two of these accounts were
opened in the name of his California entertainment company, TNO
Entertainment LLC. The first, Account No. 76-889-555, was
opened in 2000 and closed in 2001, and the funds were transferred
to Account 76-923-450, which was opened in 2001 and remained
open in early 2004. From 2001 to 2003, the second account had
balances that fluctuated between about $17,000 and $11.6 million.
The third account, Account No. 25-380-038, was opened in the
name of Awake Ltd., a Bahamian offshore shell company that
Riggs helped to establish. This money market account, opened in
2002, saw virtually no account activity.* ...

“The Subcommittee also identified two other sets of bank accounts
associated with the President’s son, opened at JPMorgan Chase
and Citigroup. At JPMorgan Chase, four accounts and three CDs
were opened in the name of the President’s son, including a
savings account and three checking accounts which together held
about $75,000 in 2003. All three CDs had matured in 2002, and at
that time had an aggregate value of more than $1.7 million. At
Citigroup, the Subcommittee identified four accounts that had been
opened in the name of the son’s company, TNO Entertainment.
The earliest of these accounts was opened in 1997, and all four
were closed in early 2000. They included a checking account,
money market account, CitiGold account, and securities
investment account. These accounts were apparently dormant at
times, but in mid 1999, received deposits in a relatively short
period totaling about $11.8 million. After noting suspicious
account activity, Citigroup closed these accounts in 2000. Riggs
Bank apparently identified at least one additional set of accounts
held by the E.G. President’s son at City National Bank of Beverly
Hills, California.”*

Mr. Obiang has admitted in a number of settings that, in addition to
his government post, he owns a number of companies. For example, in

% “Money Laundering and Foreign Corruption: Enforcement and Effectiveness of the Patriot
Act,” U.S. Senate Permanent Subcommittee on Investigations, July 15, 2004 (hereinafter “2004
Subcommittee Investigation into Riggs Bank™)

% 2004 Subcommittee Investigation into Riggs Bank, at 159,

% 1d., at 160.
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2004, when a U.S. bank asked him to explain the source of funds for a
substantial wire transfer, he sent an email explaining: “The wire transfer
was from one of my companies in Equatorial Guinea. The funds that
were transferred to me did not come from any illegal source. It was
either from Somagui Forestal or Sofona.” In a 2006 court proceeding
examining ownership of two houses in South Africa, Mr. Obiang
produced wire transfers showing that he had paid for the houses with
funds from an EG account held by Socage. In a sworn and signed
affidavit submitted to the court, he wrote: “One of the companies that I
own is SOCIEDAD DE CARRETERAS DE GUINEA ECUATORIAL
(*SOCAGE"), with a bank account at the CCEI BANK GE, in BATA,
the commercial capital of the country.”®

Many of the transactions examined in this Report involve wire
transfers sent by Somagui Forestal or Socage from bank accounts in
Equatorial Guinea; a few involve funding transfers from accounts
opened in the name of TNO Entertainment, LL.C, a California
corpoggttion that is associated with Mr. Obiang and was still active in
2009.

During the course of the investigation, Subcommittee staff has
communicated with Mr. Obiang’s attorneys, raising questions as to the
source of his funds. Most recently, in December of 2009, the
Subcommittee contacted Mr. Obiang and again offered an opportunity
for him to provide information to the Subcommittee. The Embassy of
Equatorial Guinea responded and noted that it had passed the
Subcommittee’s request along to Mr. Obiang. Subcommittee staff then
met with Mr. Obiang’s attorney who promised to provide information as
to the source of Mr. Obiang’s funds.

Corruption Allegations. Members of the Obiang family have
long been suspected of misappropriating Equatorial Guinea’s oil and
timber wealth for personal gain.” In addition to allegations in the
media, over the past five years several civil and criminal legal actions
have raised corruption concerns involving President Obiang, his son, and
other relatives.

%7 9/30/04 Declaration of Teodoro Ngeuma Obiang, Obiang v. City National Bank, Case No. SC
083177, explaining the source of funds for a substantial wire transfer he had sent to the bank,
CNB0004068.

%8 8/8/06 Second Respondent’s Answering Affidavit, Maseve Investments 7 (PTY) Ltd. v.
Equatorial Guinea, (High Court of South Africa (Cape Provincial Division), Case No.
1407/2006, at 13. (Emphasis in original.)

% “TNO” apparently stands for Teodoro Nguema Obiang. Mr. Obiang is also active in the media
in Equatorial Guinea, apparently owing the only privately-held radio station, Radio Asonga, and
serving as director of the state owned TV Asonga.

™ See, e.g., Washington Post, “Oil Gives African Nation a Chance for Change: Despite Leader’s
Promises, Many Fear People of Equatorial Guinea Will Not Benefit From Windfall,” May 13,
2001; CBS News: 60 Minutes, “Kuwait of Africa,” July 18, 2004, http://www.cbsnews.com/
stories/2003/11/14/60minutes/main583700.shtml,
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In 2004, this Subcommittee charged that Riggs Bank in
Washington, D.C. had opened more than 60 accounts and certificates of
deposit for the EG government, EG officials, and their relatives and,
when administering them, had “turned a blind eye to evidence
suggesting the bank was handling the proceeds of foreign corruption,
and allowed numerous suspicious transactions to take place without
notifying law enforcement.” Documents released by the Subcommittee
showed that the bank had opened multiple personal accounts for the EG
President and his wife, helped establish two offshore corporations
controlled by President Obiang, and over a three-year period from 2000
to 2002, had “facilitated nearly $13 million in cash deposits into Riggs
accounts controlled by the E.G. President and his wife.”’" The
Subcommittee also released documents showing that about $35 million
had been withdrawn from the country’s oil revenue accounts at Riggs
Bank and wire transferred to accounts opened in the name of Apexside
Trading Ltd. and Kalunga Co., offshore shell corporations associated
with EG officials, including President Obiang.”

In 2006, a civil complaint was filed in the High Court of South
Africa by a South African firm, Maseve Investments, which was
attempting to collect on a debt that it claimed the EG government owed
in connection with a contract to construct an EG airport. To collect the
debt, the plaintiff attempted to seize two luxury Cape Town homes that
were owned by Mr. Obiang, but which the plaintiff alleged had been
purchased with EG government funds sent from an account at Riggs
Bank.” Mr. Obiang filed a sworn affidavit in response, producing wire
transfers showing that the houses had been purchased with funds from
an EG account held in the name of a company he owned, Socage.”* He
stated in the affidavit:

“Cabinet ministers and public servants in Equatorial Guinea are by
law allowed to own companies that, in consortium with a foreign
company, can bid for government contracts and should the
company be successful, then what percentage of the total cost of
the contract the company gets, will depend on the terms negotiated
between the parties. But in any event, it means that a cabinet

" 2004 Subcommittee Investigation into Riggs Bank, at 129,

1d., at 167.

7 See Maseve Investments 7 (Pty) Ltd. v. Republic of Equatorial Guinea, (High Court of South
Africa, Cape Provincial Division), Case No. 1407/2006. See also The Cape Times, “Equatorial
Guinea playboy’s Cape homes seized,” February 16, 2006; The Guardian, “The tiny African
State, the President's Playboy Son and the $35M Malibu Mansion,” November 10, 2006.

" 8/8/06 Affidavit of Teodoro Nguema Obiang, Second Respondent, Maseve Investments 7
(PTY) Ltd, v. Equatorial Guinea, (High Court of South Africa, Cape Provincial Division), Case
No, 1407/2006,
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